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Abstract

This research aims to design and develop an identity encryption application using the bounded collusion method with the implementation
of the Identity Based Encryption (IBE) algorithm. The method combines IBE, bounded collusion, and key generation based on the user's
email. The application was developed using Visual Basic. In its implementation, the application can perform text encryption and decryption
while limiting the number of decryptions to a maximum of two times per identity, in accordance with the bounded collusion principle. The
testing results show that the application effectively protects user identities by generating unique keys based on email and restricting
potential collusion attacks between users. Therefore, the implementation of bounded collusion and IBE is proven to enhance the security
of identity-based encryption processes.
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1. Introduction

With the advancement of technology, data security has become increasingly important due to the growing number of cyberattacks and
attempts to steal sensitive information in various sectors such as education, healthcare, government, and others [1]. One approach used to
address this issue is the development of identity-based encryption applications using cryptographic techniques that can protect user
identities from unauthorized access [2]. Identity-based encryption is a concept that uses identity information, such as an email address, as
the basis for generating cryptographic keys in the encryption process [3]. The use of the Bounded Collusion method is believed to be
capable of overcoming challenges in maintaining the integrity and confidentiality of information [4].

Bounded Collusion is a cryptographic approach that limits the number of entities that can collaborate in an attempt to breach the security
system, even if they do not have direct access to the secret key [5]. This limited collusion provides additional protection against joint attacks
by multiple users trying to access encrypted data, by setting strict limitation parameters [6]. The risk of unauthorized information disclosure
and identity theft continues to rise with the increasing exploitation of data, and conventional encryption is often insufficient to withstand
complex attacks [7].

Based on this background, this study adopts the Identity-Based Encryption (IBE) algorithm combined with the Bounded Collusion approach
to build a system that limits the maximum number of decryptions that can be performed by users [4]. Although this method involves higher
implementation complexity and computational requirements, its advantage in preventing collusion attacks makes it a relevant choice. The
application developed using Visual Basic software is expected to provide a practical and secure solution for various organizations to
effectively protect user identity information [8]. Therefore, the author is interested in addressing this issue as the topic of the final project,
entitled "Application of Bounded Collusion for Identity-Based Encryption Using the Identity-Based Encryption Algorithm."

2. Research Methods

2.1. Encryption and Decryption Process

The encryption process in the bounded collusion implementation begins with user input in the form of a string with a maximum length of
256 characters. Once the system validates the input length, it proceeds to the Identity-Based Encryption (IBE) phase, where identity
information, such as an email address, is used as the basis for generating an encryption key. The resulting encrypted data is then reinforced
with the bounded collusion mechanism, which limits the possibility of collusion through the use of a public key. The final stage of this
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process is the formation of the ciphertext in an encrypted string format (e.g., hexadecimal or Base64), indicating that the data has been

successfully secured.

The decryption process begins when the user inputs the ciphertext. The ciphertext is first processed through the bounded collusion stage,
using the public key again to ensure protection against collusion attacks. Subsequently, the system performs the Identity-Based Decryption
(IBD) process by using the user's identity (i.e., email) to generate the appropriate private key. With this private key, the ciphertext can be
reverted to its original form, a string of up to 256 characters. The process concludes with a completion step, indicating that the data has

been successfully decrypted and restored. Encryption and Decryption process are illustrated in Fig 1
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Fig. 1: Encryption and Decryption Process

2.2. System Design

The system is developed using Visual Basic and consists of several user interfaces, each serving specific functions within the encryption

and decryption process. The design includes Login Form, Register Form, and Menu Form are illustrated in Fig 2
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Fig. 2: Login, Register, and Menu Form

Descriptions of each button or function in each form as shown in Table 1.

Table 1: Functions of each button.
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Button

Login Form

Register Form

Menu Form

A

Sign Up: Opens the registration form for
new users

Email Input: Users must enter a
registered email

Password Field: Displays asterisks (‘*”)
for security

Login: Opens the main menu containing
encryption and decryption features

Exit: Cancels the login process and
closes the application

Email Field: Enter the email to be
registered. If already registered, an error
message is shown
Password Field: Users can enter a
password (maximum 8 characters)
Save Button: Saves the entered email
and password, then redirects to the login
form
Cancel Button: Cancels the registration
process and returns to the login form

Plaintext Input: Users enter the text to be
encrypted

Encrypt Button: Triggers the encryption
process

Encrypted Output: Displays the resulting
ciphertext in the textbox

Ciphertext Input: Field for users to input
the encrypted text for decryption
Decrypt Button: Executes the decryption
process
Decrypted Output: Displays the plaintext
result in the textbox
Clear : Erase all the input inside the
textbox
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3. Results and Discussion
The results of the research conducted by the author are described as follows

a. Login Form Display
In this interface, users are required to input their registered email and password. The login form consists of three buttons from left ti
right as shown in Figure 3:
1. Sign Up — to register a new user, if not yet registered.
2. Exit — used to close the system.
3. Login — allows users to enter the main menu form.

4. Form Login [=]@ ‘E
Email
Password
Sign up Exit Login

Fig. 3: Login Form Display
If the user does not yet have a registered account, they will be redirected to the registration (Sign Up) form.

b. Sign-Up Form Display
In this form, users enter an email and password which will be registered as a new user by clicking the Save button. The Cancel button
redirects the user back to the login form as shown in figure 4. When the email is saved in the system, a cryptographic key is generated
using the Identity-Based Encryption (IBE) scheme. This key will be used during both encryption and decryption processes.

Email . |stmiktime@gmail.com

Password : [12345

Akun berhasil dibuat!

Cancel

Fig. 4: Sign-Up Form Display

c. Menu Form Display
In this form, the user can enter a message to be encrypted or a ciphertext to be decrypted, as shown in the figure 5.
o b

& Menu Form

Enkrnipsi Dekripsi
Isi (Plaintext) Cipertext
Hello world! relutUi+crXuBuJXCk/pTQ==
Hasil (Cipertext) Hasil (Plaintext)
relutUi+crXuBuJXCk/pTQ== Hello world!
Clear Login sebagai stmiktime@gmai com Ext

Fig. 5: Encryption and Decryption Results
The encryption process is initiated when the user clicks the Encrypt button. The system then generates a key based on the user's

identity and encrypts the message into ciphertext. Similarly, during decryption, the same key is retrieved to convert the ciphertext
back into plaintext. The key retrieval mechanism as shown in Figure 6.

25 21:30:35 | ENCRYPT | stmiktime@gmail.com | AES Key: 2C0F4D@6442ABSD3FO73AA91665069E3
S 21:30:41 | DECRYPT | stmiktime@gmail.com | AES Key: 2COF4DO6442ABSD3FO73AAI1665069E3

In1,Col 1 100%  Windows (CRLF JTF-8 with BOM

Fig. 6: User Key Generation
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If different emails are used, the resulting ciphertext will also be different even if the original message is the same. This is in accordance
with the principles of Identity-Based Encryption, as illustrated in the figure 7.

& Menw Form o Menw Form
Enknpsi Enkripsi
Isi (Plaintext) Isi (Plaintext)
Hello world! Hello world!
Enkriosi Enkriosi
Hasil (Cipertext) Hasil (Cipertext)
relulUi+crXuBulXCripTQ== mZO12alD5waCrszbgQEHKA==
stmiktime @gmail.com theresia@gmail.com

Fig. 7: Ciphertext Results for Different Users

In this experiment, each user has a different key because the email addresses are different, as shown in figure 8.

View Help
30:35 | ENCRYPT | stmiktime@gmail.com | AES Key: 2C0F4DO6442AB8D3FO73AA91665069E3 S
30:41 | DECRYPT | stmiktime@gmail.com | AES Key: 2C0F4DO6442ABSD3IF@73AAT1665069E3
46:33 | ENCRYPT | theresiadigmail.com | AES Key: 71298250059022AB08F9F 2F JOEFDI692
21:46:52 | DECRYPT | theresiaigmail.com | AES Key: 71298250059022AB08F9F2F30EFD4692

| tn 1, Col 1 100%  Windows (CRLF JTF-8 with BOM

Fig. 8: Key per User

In the next experiment, the user attempts to decrypt the same ciphertext three times. On the third attempt, the system rejects the
decryption process. This behavior occurs because the Bounded Collusion approach has been applied—Ilimiting the number of
decryption attempts to enhance security against collusion attacks. The enforcement of this limitation is illustrated in figure 9.

o Menu Form o
Enkripsi Dekripsi
Isi (Plaintext) Cipertext
hi3 BpeDEBO4e+G21lLceZIVLAQ=
Enkriosi ["Deknosi |
Hasil (Cipertext) Has{ +
BpeDEBO4e+G2tLceZIVLAQ== Collusion imit exceeded! ]
Clear Login sebagai stmiktime@gmail. com Exit

Fig. 9: Bounded Collusion Limit Enforcement

4. Conclusion

Based on the study, it can be concluded that the developed application successfully implements identity-based encryption (IBE) using the
Bounded Collusion (BC) method, effectively enabling email-based encryption and decryption while serving as a logical safeguard against
collusion attacks. The application operates reliably in Visual Basic with a simple interface, input validation, and basic security features.
Future work should focus on integrating a database system to enhance data storage security, and the IBE approach shows promising
potential for extension to cloud-based data security solutions.
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