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Abstract

Web application security is a top priority in the digital era, especially for public services such as village websites. This research aims to
analyze and mitigate web application vulnerabilities using the Penetration Testing Execution Standard (PTES) method with Acunetix and
Nessus tools. The test was conducted on the website of Kediri Selatan Village, West Lombok Regency. To avoid risks to the production
system, the test used a replica of the website. The testing process follows the PTES stages: pre-engagement, intelligence gathering,
vulnerability analysis, exploitation, and reporting. The scan results showed medium and low-category vulnerabilities from Acunetix and
two critical vulnerabilities from Nessus. Although automated tests did not detect SQL injection and XSS vulnerabilities, manual
exploitation proved their existence. Mitigation was performed with input validation and script filters, which proved to eliminate the
vulnerabilities on retest. This research provides an applicable security implementation model that can be adapted by other web services for
villages.
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1. Introduction

The rapid development of information technology has prompted governments, including village administrations, to provide web-based
digital services to support transparency and effective public services. However, the development of village websites is often carried out
without adequately considering web application security aspects, making them potential targets for cyberattacks. According to the National
Cyber and Cryptography Agency (BSSN), in 2023 there were more than 403 million anomalous traffic incidents, 189 cases of website
defacement, and over 1.6 million data breaches affecting the public administration sector in Indonesia [1].

The two most common vulnerabilities targeting web applications are SQL Injection (SQLi) and Cross-Site Scripting (XSS) [2][3]. SQLi
allows attackers to inject illegal SQL commands into user input forms, while XSS enables the execution of malicious scripts on the client
side. These vulnerabilities are still commonly found in information systems belonging to schools and government agencies that lack
adequate input sanitization [4].

To identify and address these vulnerabilities, penetration testing is an effective and structured approach. One commonly used framework
is the Penetration Testing Execution Standard (PTES), which includes five main stages: pre-execution interaction, information gathering,
vulnerability analysis, exploitation, and reporting [5][6]. This approach can accommodate the need for comprehensive testing of web-based
systems and internal networks[7][8].

In practice, penetration testing is not only done manually but also aided by automated tools such as Acunetix and Nessus. Acunetix is a
widely used vulnerability scanner for detecting security flaws in web applications such as SQLi, XSS, and CSRF. Meanwhile, Nessus is
used to detect weaknesses on the server and network side, such as incorrect configurations, open ports, and outdated protocols [9][10]. The
combined use of these two tools can provide more comprehensive detection results than using either tool alone, especially when combined
with manual exploitation.

The Kediri Selatan Village website was selected as the research object because it has characteristics and features commonly found on other
village websites in Indonesia. This site provides services such as village profiles, community contacts, and information request forms.
However, previous research by Ramadhani and Heriyanto revealed that this system has not implemented input sanitization or protection
against malicious scripts, which allows attacks such as SQLi and XSS to occur. Furthermore, Pranata et al. demonstrated that on some
government systems, the login form can be bypassed with a simple payload like ‘OR '1’='1".

Therefore, this study aims to analyze and mitigate the vulnerabilities found on the Kediri Selatan Village website using Acunetix and
Nessus tools, with testing stages following the PTES method. With this approach, it is hoped that this study can contribute to strengthening
the security system of village websites and serve as a reference for other digital public service managers in supporting national cybersecurity
strategies.
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2. Research Method

This research uses the penetration testing execution standard method. Penetration testing is a controlled attack simulation that helps identify
vulnerabilities in applications, networks, and operating system branches [11].
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Fig. 1: Stages of the Standard Penetration Test Implementation Method

Figure 1 shows the penetration testing process flow based on the Penetration Testing Execution Standard (PTES) framework. PTES consists
of five main interconnected stages that form a comprehensive security testing cycle, namely pre-engagement interactions, intelligence
gathering, vulnerability analysis, exploitation, and reporting.

2.1. Pre-engagement Interactions

The pre-engagement interactions phase aims to provide and explain the tools or techniques available to assist in initiating a penetration test.
Selecting the right tools for a penetration test will depend on the type and depth of testing.

The testing was conducted using a grey-box approach, in which the author had limited access to the internal system but knew the general
structure of the application to be tested. This was done to simulate an attack from an external party with partial information about the
system.

2.2. Intelligence Gathering

During the intelligence-gathering stage, various preliminary information about the target website, “kediriselatan.web.id”, was collected.
The information gathered included open-source technical data such as domain details (via WHOIS) and security system identification. This
stage is very important as it provides a basis for understanding the initial condition of the system before proceeding to the vulnerability
analysis stage.

Domain Name: KEDIRISELATAN.WEB.ID
Registry Domain ID: PANDI-D014326378
Registrar WHOIS Server:

Registrar URL: www.rna.id

Updated Date: 2025-85-02T07:50:047
Creation Date: 2825-85-02T07:48:38Z
Registry Expiry Date: 2026-085-82T723:59:597
Registrar: PT Registrasi Neva Angkasa
Registrar IANA ID: 1

Registrar Abuse Contact Email: admin@rma.id
Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited
Domain Status: serverTransferProhibited
Name Serwver: NSX1.DOMAINESIA.COM

Name Serwver: NSX2.DOMAINESIA.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

Fig. 2: Whols scan results

Figure 2 shows the WHOIS scan results for the “kediriselatan.web.id” domain, it is known that this domain was registered through PT
Registrasi Neva Angkasa (RNA). This domain was created on May 2, 2025, and will expire on May 2, 2026. The domain status shows
"client transfer prohibited" and "server transfer prohibited," which means that the domain cannot be transferred without approval.
Additionally, this domain uses the name servers NSX1.DOMAINESIA.COM and NSX2.DOMAINESIA.COM, indicating that its services
are likely hosted by DomaiNesia. It is also important to note that the DNSSEC for this domain is still unsigned, indicating that there is no

additional security layer in the DNS system.


http://kediriselatan.web.id/
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2.3. Vulnerability Analysis

Vulnerability analysis is used to identify and evaluate security risks posed by identified vulnerabilities. This analysis work is divided into
two areas, namely identification and validation. Vulnerability analysis was conducted using two approaches, namely automatic and manual,
in order to obtain comprehensive results. The automatic approach used Acunetix tools to detect vulnerabilities on the web application side,
such as SQL Injection, XSS, and weak security configurations, as well as Nessus to identify weaknesses on the server and network side,
such as open ports and obsolete protocols. Meanwhile, manual testing was performed by inserting the payload ‘OR '1’='1" into the login
form to test for SQL Injection vulnerabilities, and <script>alert(‘XSS Attack’)</script> into the text input field to test for Cross-site
Scripting (XSS) vulnerabilities. The combination of these two methods enables validation of findings and provides a comprehensive
overview of the security level of the tested system.
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Fig. 3: Display of website security scan results using Acunetix.

Figure 3 above shows the results of a security scan of the website using Acunetix, an automation tool for detecting web application
vulnerabilities. Based on the results displayed, the website with the domain https:/kediriselatan.web.id/ has a medium threat level
(Acunetix Threat Level 2). During the 25-minute scanning process, 1,850 requests were sent, and Acunetix successfully identified 83
vulnerabilities across various paths. The average server response time was 28 milliseconds. Some of the latest warnings include findings

such as reflected cross-site scripting (XSS), cookies not marked as secure, generic HTML injection, and permissive cross-domain policy.

Tenabile News

These findings
Fig. 4: Details of vulnerabilities found by Nessus

indicate security vulnerabilities that need to be addressed immediately, particularly regarding input sanitization and cookie configuration.
Figure 4 shows the results of the scan conducted using Nessus, which found 2 alerts with a critical risk level, 7 alerts with a medium risk
level, and 60 alerts of an informational nature, while no vulnerabilities were found at the high or low levels. These results indicate that the
target system has serious potential security gaps, particularly in the critical category, which are highly vulnerable to exploitation by
attackers and require immediate attention.


https://kediriselatan.web.id/
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2.4. Exploitation

After performing automatic scans using Acunetix and Nessus, no vulnerabilities to SQL injection and XSS were found on the
kediriselatan.web.id website. However, to ensure the overall security of the system, manual testing was performed using common payloads
often used by attackers.

Manual testing was performed on the login form by inserting the payload ‘OR '1’='l in the username and password fields. This payload
successfully bypassed the authentication process and directed users directly to the dashboard page without valid credentials. The success
of this exploit shows that the system does not perform input sanitization and is still vulnerable to SQL query logic manipulation.
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Fig. 5: Manual SQL Injection Exploitation Process

After the payload is entered into the username and password fields as shown in Figure 5, the system directs the user to the dashboard page
without requiring valid credentials.
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Fig. 6: Manual XSS Exploitation Process

XSS testing was performed on the contact form shown in Figure 6 by inserting the code <script>alert(‘XSS attack’)</script> in the message
field. When the message was displayed on the page, the JavaScript code was executed and displayed a pop-up saying “XSS attack,”
indicating that the system displayed user input without adequate filtering or validation on the client side.
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3. Result and Discussion

3.1. Reporting and Recommendations

The reporting phase is the final stage in the penetration testing process, which aims to systematically document all findings, security risks,
and mitigation measures that have been taken against the South Kediri Village website. This documentation is very important so that system
administrators can understand the security vulnerabilities that have been found and take appropriate corrective action.

Table 1: Vulnerability mitigation reports and recommendations

No. Type of Payload Used Impact CVSS Score Status Mitigation Recommendations
Vulnerability (Estimated)
1 SQL Injection 'OR'1'='1 Bypass admin login 8.6 (High) Found  Use prepared statements (such as
Auth::attempt() or Query Builder in
Laravel) and validate and sanitize user
input.

2 Cross-Site Scripting ~ <script>alert('’XSS Executing arbitrary 6.1 (Medium) Found  Display output using auto escaping
(XSS) Attack')</script> script (reflected XSS) ({{ }} in Laravel Blade), avoid {!! !!}

for user input, and validate input.

3 Cookie Without - Cookies can be stolen 5.3 (Medium) Found  Add the 'HttpOnly", "Secure’, and
HttpOnly Flag by JavaScript ‘SamesSite" attributes to the cookie.

4 Insecure Frame - Potential clickjacking 4.9 (Medium) Found  Add the header *X-Frame-Options:
(Missing X Frame attack DENY" or ‘'SAMEORIGIN'.
Options)

5 Subresource - External files are 3.7 (Low) Found  Use the ‘integrity" and ‘crossorigin’
Integrity Not vulnerable to being attributes when calling external files.
Implemented replaced by third

parties

6 SSL/TLS Weak - Traffic can be 9.0 (Critical) Found Disable weak ciphers, enable TLS
Cipher Supported intercepted through 1.2+, and reconfigure the web server.

weak ciphers

7 Missing Security - Vulnerable to XSS & 6.5 (Medium) Found  Add 'Content-Security-Policy’, 'X-
Headers content sniffing XSS-Protection’, and “X-Content-

Type-Options'.

8 Directory Listing - Directory information 5.0 (Medium) Found Disable the directory listing option in

Enabled is publicly accessible the server configuration (‘Options -
Indexes’).

9 Input Without <script>alert('’XSS Potential XSS, spam, 4.5 (Low) Found  Use server-side validation and whitelist

Validation (Contact  Attack')</script> and input manipulation filters for user input.
Form)
10 No Session Timeout - Session remains active 3.8 (Low) Found  Apply session time limits and

even if the user is idle

automatic logout after a certain period
of inactivity.

Table 1 shows a summary of the results of testing websites that have a number of vulnerabilities originating from automatic scanning using
Acunetix and Nessus tools, as well as manual testing.

3.2. Mitigation of SQL Injection and XSS Vulnerabilities

SQL injection was found in the login form during manual testing by inserting the payload ** OR '1’='1" in the email or username field. As
aresult, the system granted access without valid authentication, indicating that user input was directly processed into the SQL query without
validation or the use of prepared statements.

authenticate():

->»ensureIsNotRateLimited();

s rattempt(

>only('email’,

->throttleKey());

:withMessages([

' => trans('auth.failed"),

riclear(

->throttleKey());

>boolean(

Fig. 7: Code implementation for SQL injection mitigation
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After mitigation, the code was fixed using Laravel's “Auth::attempt()' method, as shown in Figure 7, which automatically applies prepared
statements and validates passwords through a hashing process. This approach is effective in preventing SQL injection attacks.

An XSS vulnerability was discovered during manual testing of the contact form. An attacker could insert a script such as
“<script>alert(‘ XSS Attack’)</script>" into the message field. Because the system displays the message using the " {!! !!}" syntax in Blade,
the script is executed in the browser.

ed_at->format( 1") $g->created_at->format('M

Fig. 8: Code implementation for XSS Attack mitigation

After the mitigation shown in Figure 8, the system uses the syntax ' {{ $g->message }}" to display the input. Blade automatically converts
HTML characters to safe entities, preventing scripts from being executed in the user's browser.

These two major vulnerabilities were identified without the help of automated tools, but rather through direct manual exploration and
testing. Code-based mitigation measures proved to be effective in securing the server side, particularly in the Laravel framework, which
provides built-in security features.

4. Conclusion

Based on the research conducted, it can be concluded that testing was carried out on a dummy website developed independently by
mimicking the structure and functions of the South Kediri Village website to avoid disrupting the original production system. The results
of automatic scanning using Acunetix and Nessus successfully identified various vulnerabilities, such as insecure cookies, missing
subresource integrity, and two critical vulnerabilities from the Nessus results. Meanwhile, manual testing was able to detect SQL injection
and XSS vulnerabilities that were not found by automatic tools, thus proving the importance of combining automatic and manual
approaches in security testing. Exploitation was successfully carried out on the login form and contact form features, indicating weak input
validation mechanisms and the need for input sanitization and parameterized queries. After mitigation and code fixes were implemented,
retesting showed that the vulnerabilities could no longer be exploited, indicating that the implemented fixes were effective in enhancing
system security.
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