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Abstract

Distributed Denial of Service (DDoS) attacks pose a significant security threat by disrupting network services through a flood of data traffic
or exploiting system vulnerabilities. Early detection of DDoS attacks is essential to reduce their potential impact. This study aims to classify
DDoS attacks using the K-Nearest Neighbor (KNN) algorithm to improve network security. The research data is sourced from a publicly
available DDoS Software-Defined Networking (SDN) dataset. The research stages include data collection, pre-processing, implementation
of the KNN algorithm, and model evaluation. Data pre-processing involves data cleansing, feature transformation, and normalization to
optimize model performance. The KNN algorithm determines the number of Ks of the nearest neighbor and uses geometric distances to
classify DDoS attacks. The conclusion of this study assesses the accuracy of the KNN model in detecting DDoS attacks. The results of the
evaluation showed that the KNN model reached a level of accuracy
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1. Introduction

Network security is an important thing to pay attention to, especially in today's technological era, because almost all business,
communication, and public service activities depend on computer networks. At this time, human needs are highly dependent on the
existence of information or data, especially information or digital data. The greater the need for information, the more incidents or security
disturbances to network systems will increase. Therefore, computer system security is needed to prevent such attacks [1]. A computer
network attack is an attempt to gain unauthorized access to an organization's or individual network for the purpose of searching for data or
performing other malicious activities. Without adequate security sensitive data can be stolen, services can be compromised, and financial
and reputational losses can occur. Therefore, maintaining network security is a top priority for organizations and companies.

One of the most dangerous security threats is Distributed Denial of Service (DDOS) attacks. DDOS attacks work by flooding the target
server or network with very high traffic, resulting in overload and disrupting service availability. The way a DDOS attack works typically
involves thousands to millions of devices that have been infected with malware and are controlled by an attacker, known as a botnet. These
botnets send fake requests massively to the target server or network, causing resources such as bandwidth, CPU, and memory to become
overwhelmed and services become unresponsive or even paralyzed. Throughout 2024, Indonesia faces a significant surge in cyberattacks
with nearly 19.2 million web-based attack attempts and 330 cases of digital attacks reported, an increase compared to the previous year.
Especially Distributed Denial Of Service (DDOS) attacks, Indonesia is one of the countries with the highest number of attacks in the world,
recorded to receive around 260 billion attacks from 2023 to mid-2024 [2]. The largest attacks reached 1.7 Tbps which mostly targeted the
financial, e-commerce, media, and government sectors. This data shows that cyber threats in Indonesia are getting bigger and more
complex, so strengthening network security is very important to protect data, services, and reputations of organizations and governments.

The effects of DDOS attacks are particularly detrimental to the attacked networks and services. The immediate impact is that service
interruptions that can last are service interruptions that can last from a few minutes to days, causing users to be unable to access important
services such as websites, applications, or online transaction systems, furthermore DDOS attacks are sometimes used as a distraction tool
to launch other cyber attacks such as data theft or system intrusion [3]. To address and prevent the adverse effects of DDOS attacks, early
detection of attacks is critical. The characteristics of DDOS attacks can be detected through several indicators and variables that include
several features that are used to classify more accurately including the type of Protocol, number of connections, connection duration, packet
size, connection duration, IP source, IP destination, frequency of request, and connection status [4].

In the context of detecting and classifying DDOS attacks, the K-Nearest Neighbor (KKN) algorithm is one of the effective machine learning
methods. KNN is a basic and easy-to-implement machine learning technique this algorithm is used for classification methods that use the
distances between data points to predict labels from unknown data [5]. KNN works by classifying data based on feature similarity with the
data of its nearest neighbors in the feature space. This algorithm calculates the geometric distance, such as Euclidean distance, between the
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data to be tested and the training data, and then determines a class based on the majority of the nearest neighbor's K. Thus, KNN can
recognize DDOS attack patterns based on the variables mentioned earlier [6].

Based on the above problems, the author conducted a study on "Classification of Distributed Denial of Service (DDOS) Attacks Using the
K-Nearest Neighbor (KNN) Method. This research was conducted to measure the accuracy of the KNN algorithm in classifying DDOS
attacks using data sets derived from public data sets such as DDOS SDN. By preprocessing data which includes cleaning, feature
transformation, and normalization, it is expected to be an important and effective solution to detect the increasing DDOS attacks early in
Indonesia and globally. So that the KNN model can work optimally in accurately detecting DDOS attacks, as well as contributing to digital
business people, government agencies, and the cybersecurity community and strengthening network security systems and maintaining the
availability of critical services [7].

2. Library Studies

2.1. Network Security

Network security is a collection of devices designed to protect data when it is transmitted against the threat of access, alteration, and
obstruction by unauthorized parties [8].

2.2. Distributed Denial Of Service (DDOS)

DDOS is a type of attack that aims to hinder legitimate users' access to a service or network by flooding data traffic or exploiting a system
security loophole [9].

2.3. K-Nearest Neighbor (KNN)

K-Nearest Neighbor (KNN) is a method that uses a supervised algorithm in which the results of a newly query instance are classified based
on the majority of the K-NN category [10].

3. Research Methodology

At this stage, the researcher creates a diagram flow to present the process systematically and logically in the course of the research carried
out.

| | [
iPengumpuIan Datal_. Preproccesing Data—>  Pemilihan Fitur —J‘ Implementasi KNN —ﬂ Evaluasi Model

Figure 1: Research Flow

3.1. Data Collection

This study uses SDN DDOS set data obtained from the Kaggle platform. This data set, created by Aiken Kazin, contains 104,345 network
traffic data entries from a Software Defined Network (SDN) environment, with 23 features that include packet, byte, duration, protocol,
and other network information statistics. Each entry is labeled a class (0 for normal, 1 for DDoS attacks). The scraping process is carried
out using the Python programming language which is run through the Google Colab tool.

3.2. Preproccesing Data

The data preprocessing process is an important step that aims to prepare the raw data so that it is ready for use in the machine learning
model. This process has several stages, each of which has a specific goal of improving data quality and consistency.
a) Data cleansing is identifying and fixing missing, duplicate, or outlier values to make the data set more accurate and consistent.
b) Feature Transformation is turning raw data into more meaningful representations.
c) Data normalization, which equalizes the scale of various features, does not dominate the model results and accelerates the
convergence of distance-based algorithms or gradient descent.

3.3. Feature Selection

The selection of features is carried out based on the analysis of the correlation and relevance of the features to the classification of DDOS
attacks. The selected feature must be able to effectively distinguish between normal traffic patterns and attacks.

3.4. Implementation of KNN

The K-Nearest Neighbor (KNN) method is used to classify DDOS attack data based on proximity to previous data. This algorithm works
as follows:

a) Data preparation is preparing a data set containing features (numerical features) and labels (class/target)

b) Determine the value of K the number of nearest neighbors i.e. K =3

¢) Calculate distance i.e. using Euclidean distance

d) Choose a nearby neighbor
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e) Majority Vote
f)  The majority class prediction of the neighbors is set as a result
g) Model evaluation

Measuring how accurate the model is in predicting the data is done by comparing the prediction results with the actual data using

metrics such as accuracy, precision, recall, and F1-score.
h) Presentation of Results

The stage of presenting results is the final step in the process of implementing the classification model, where the results of the

model evaluation are presented clearly and informatively.

4. Results and Discussion

4.1. Data Collection

This study uses SDN DDOS set data obtained from the Kaggle platform. This data set, created by Aiken Kazin, contains 104,345 network
traffic data entries from a Software Defined Network (SDN) environment, with 23 features that include packet, byte, duration, protocol,
and other network information statistics. Each entry is labeled a class (0 for normal, 1 for DDOS attacks). The data is collected through
SDN network monitoring and labeled by security experts, ensuring the credibility and relevance of the data for DDOS attack detection.
This data set has gone through initial validation and cleanup, making it a reliable source for analysis. This data is executed and executed

using the python programming language inside the google colab.

from os import defpath

df = pd.read_csv("dc v", delimiter='

df.head(3)

Figure 2: Script Reading Data Set

dt switch SPC dst pktcount bytecount dur dur_nsec tot_dur flows ... pktrate Pairflow Protocol

0 11425 1 10001 10008 45304 48294064 100 716000000 1.010000e+11 3 451 0

1 11605 1 10001 10008 126395 134737070 280 734000000 2.810000e+11 2 451 0

2 1425 1 10002 10008 90333 96294978 200 744000000 2010000e+11 3 45 0

3 rows x 23 columns

Figure 3: Display Data Set

4.2. Preproccesing Data

The data preprocessing process is an important step that aims to prepare the raw data so that it is ready for use in the machine learning
model. This process has several stages, each of which has a specific goal of improving data quality and consistency.

a) Deleting Null Data

The goal is to clean the data set from rows that have an empty value (Null/NaN) so that the data used is of quality and free from
interference during modeling. Below is the script to run the stages of deleting null data and the results of the stages.

df = df.dropna(’

df . 1snull()

500

port_no tx bytes rx bytes tx kbps rx kbps tot_kbps label

3 143928631

Figure 4: Data Preproccesing (Script Deletes Null Data)
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b)

©)

<class *

Data columns (total 23 columns):

®
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Column

dt

switch
src

dst
pktcount
bytecount
dur

dur_nsec

tot_dur
flows
packetins
pktperflow
byteperflow
pktrate
Pairflow
Protocol
port_no
tx_bytes
rx_bytes
tx_kbps
rx_kbps
tot_kbps

|

memory usage: 19

Non-Null Count Dtype

int64
non-null inte4

non-null object
non-null object

non-null
non-null
39 non-null
non-null

floated
int64

non-null int64
non-null int64
int64
int64
int64

non-null object

non-null inté64
null int64

non-null
non-null

non-null float64

int64(17), object(3)
.8+ MB

Figure 5: Data Preproccesing (Null Data Removal Result)

One Hot Encoding

This stage converts categorical features such as src, etc., and protocols into numerical representations by creating a new binary

column for each unique category, resulting in a value of 1 if the row has that category, and if 0 if it doesn't. This avoids the false

sequence assumptions that can arise if categories are labeled as direct numbers, and makes the data compatible with the KNN

algorithm requiring numerical input to calculate Euclidean distances. Below is a script image of the one hot encoding stage and

the results of the stages.

df = df.drop(columns=

df_encoded = pd.get_dummies(df, columns=

astype(int)

ore.frame.DataFrame >

0 to 104344
columns) :

Non-Null Count

dur_nsec
tot_dur
at
packetins 103839
pktperflow 103839
byteperflow 183839
pktrate SCELEE]
port_no 103839
103839
103839
103839
183839
183839
183839
10383
10383
103839
103839
3 103839
183839
103839

non-

non
non
non

non

non

null

-null

11
null
11

Dtype

int64
int64
int64
int6a
int64
int64
float6d
int64
int64
int64
int6a
int64
int64
int64
intb4
int64
int64
float6a
float6d

bool

bool

Figure 7: Data Preproccesing (One Hot Encoding Results)

Correlation Heatmap

This stage is to identify highly correlated features (which can be removed due to redundancy) and features that have a high
correlation with the target, thus helping to minimize the data dimension, avoid multicollinearity, and improve the efficiency and
accuracy of the KNN model. Below are the scripts and results of the heatmap correlation stages.

relation matrix = df numeri

p1t.show()

", linewidths=

Figure 8: Data Preproccesing (Script Correlation Heatmap)
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Figure 9:

1. Data Cleanup is identifying and correcting missing, duplicate, or outlier values to make the data set more accurate and consistent. Below

Data Preproccesing (Correlation Heatmap Results)

are the scripts and results of the data cleansing stages.

tes( k

df .drop_dupli
df.info()

(@

, inplace =

(b)

Figure 10: Preprocessing (a) Data Cleanup Script (b) Data Cleanup Display
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Figure 10: Preprocessing (a) Script Viewing Outlier Data (b) Outlier Data Display (C) Script Omitting Outlier Data (D) Display Omitting Outlier Data.

2. Data Normalization
Data normalization is the process of changing the scale of a feature to be within a uniform range, usually between 0 and 1. This is important

to ensure all features have equal weight in the analysis, especially for scale-sensitive algorithms. Common methods include Min-Max
Scaling and Z-score Standardization, which help the learning model be more effective and improve.
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Figure 10: Preprocessing (a) Data Normalization Script (b) Data Normalization Display

4.3. Feature Selection

The selection of features is carried out based on the analysis of the correlation and relevance of the features to the classification of DDOS
attacks. The selected feature must be able to effectively distinguish between normal traffic patterns and attacks. The main features used

include dt, dur_nsec, flows, packetins, rx_kbps, total kbps. From the initial set of data, 23 features were then selected and as many as 6
features were selected.
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4.4. Implementation of KNN

The selection of the K-Nearest Neighbors (KNN) Implementation feature in this context involves several key steps that have been taken, and here is an
explanation of each step:

1. Data Preparation:

The data set used is df no_outliers, where the 'label', 'src', and 'etc' columns are removed to get the relevant features. The 'label' column is used
as the classification target.

2. Data Sharing:

The data is divided into two parts: training data (80%) and test data (20%) using train_test_split functions. This ensures that the model can be
trained on one subset of data and tested on a different subset to avoid overfitting.

3. KNN Model Training:

The KNN model was made using 3 closest neighbors (n_neighbors= 3). The model is trained using trained data by calling the fit method.

sklearn.model

sklearn.neighbc

sklearn.metrics import classification_report, confusion matrix
t pandas as pd

y = df_normalized|
!
df_comb

df combined = df combined.dropna()

df_combined.drop(['label’], axis=1)

y = df_combined|[ ‘label"]

X_train, X_test, y_train, y_test

knn = KNeighborsC
knn.fit(X_train, y # Melat

= knn.predict(X_test)

Figure 10: KNN Implementation Script

4.5. Model Evaluation

This stage is the final step in the process of implementing the classification model, where the results of the model evaluation are presented
clearly and informatively. At this stage, performance metrics such as accuracy, precision, recall, and f1-score are displayed to provide a
comprehensive picture of how well the model performs at classifying.
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Classification Report:

precision recall fl-score  support

accuracy
macro avg
weighted avg

Data Latih: 2652
Data Uji : 663
Akurasi : 8.9759
Presisi : 9.9759
Recall : 8.9759
F1-Score : ©.9759

(®)
Figure 10: Model Evaluation (a) Confusion Matrix Results (b) KNN Implementation Results

The results of the classification report above show the performance of the KNN model in detecting DDOS attacks on test data as many as
663 samples, with a division of 436 for the "Normal" class and 227 for the "DDOS" class. An accuracy of 0.98 for class "0" (Normal), and
0.96 for class "1" (DDOS), means that 98% of "Normal" predictions and 96% of "DDOS" predictions are accurate. The recall is also 0.98
and 0.96, respectively, indicating high sensitivity in detecting both classes. The F1 score (harmonic between precision and recall) was
recorded at 0.98 for "Normal" and 0.96 for "DDOS", reflecting a good balance between false positives and false negatives. The overall
accuracy is 0.98, reflecting that about 98% of all predictions are correct. Macro avg (simple average) and weighted avg (measured average
according to sample count) show values of around 0.97-0.98, indicating performance stability across classes. Overall, this KNN model is
capable of detecting DDoS attacks with very high accuracy and sensitivity, demonstrating excellent classification quality on the test set
data.

5. Conclusion

Based on the evaluation results, the K Nearest Neighbors (KNN) model showed excellent performance in detecting DDoS attacks, with an
accuracy of 97.6% and precision metrics, recall, and F1-score in the range of 96-98%. The pre-processing process that includes data
cleanup (eliminating duplication, outliers), one-hot encoding categorical features, normalization, and heatmap-based feature selection plays
an important role in forming a clean, consistent, and fully numerical data set. This allows the KNN to work optimally because there are no
features that dominate the distance calculation. This success is in line with findings in the literature that simple ML models such as Logistic
Regression, Random Forest, and KNN are effective for DDoS detection in the context of real networks.

To strengthen the detection capabilities of the KNN model in detecting DDoS attacks, it is further recommended to implement advanced
feature selection (e.g. PCA, chi-square, or multi-filter) to reduce dimensions and eliminate irrelevant features, as research shows that this
step can improve accuracy by close to 100%. In addition, it is advisable to compare and test alternative models such as Random Forest,
SVM, XGBoost or ensemble hybrid because survey results and meta papers say that RF and XGBoost often outperform KNN in terms of
accuracy and reliability consistently. Finally, it is critical to implement k-fold cross-validation and hyperparameter tuning, as well as
address data imbalance (via SMOTE or undersampling), to ensure that the model is not overfitted and its performance remains stable under
various real-world data set conditions.
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