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Abstract

The security of digital documents has become increasingly critical in line with the growing threats to the confidentiality and integrity of
information. This study aims to develop a hybrid cryptographic system that combines the Vigenére Cipher with dynamic keys generated
through the Linear Congruential Generator (LCG) and the ElGamal algorithm. The application of dynamic keys in the Vigenére Cipher
enhances randomness and reduces predictability, while the ElGamal algorithm strengthens protection through public-key cryptography.
The system was designed and implemented as a desktop application using Visual Basic .NET Framework 4.0, supporting the encryption
and decryption of PDF, DOCX, and XLSX files. Each data byte is processed according to the algorithm sequence stored in a hybrid file
format, ensuring accurate decryption results. Experimental testing demonstrated that the system can successfully restore encrypted
documents to their original form without data loss, thereby maintaining document integrity. However, the ciphertext size increased to
nearly three times that of the original file due to the EIGamal mechanism, which produces two values for each byte. This study concludes
that the hybrid Vigenére—ElGamal method with LCG-based dynamic keys can effectively enhance the security of digital document
encryption, although it results in a larger ciphertext size.
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1. Introduction

The security and confidentiality of digital documents have become crucial factors in modern information systems, given the increasing
risks of data theft and unauthorized access in line with technological advancements. Sensitive data such as personal identities, financial
records, and classified documents can cause severe harm if misused by irresponsible parties. One of the most effective methods to address
this issue is the application of cryptography, which conceals information into an unreadable form that can only be restored to its original
state by authorized users.

Cryptography consists of two main processes: encryption and decryption. Encryption is the process of converting plaintext into ciphertext
using a specific algorithm, while decryption is the process of transforming ciphertext back into its original form. Classical algorithms such
as the Vigeneére Cipher are often utilized due to their simplicity, which works by shifting each character based on a key value. However,
the Vigenere Cipher with a static key has significant weaknesses, particularly due to its repetitive key patterns that make it vulnerable to
cryptanalysis. To strengthen its security, a dynamic key generator such as the Linear Congruential Generator (LCG) can be employed to
enhance randomness and reduce predictability in the encryption process.

On the other hand, modern algorithms such as EIGamal provide stronger security by employing public-key cryptography. ElGamal operates
on modular arithmetic and the discrete logarithm problem, making it extremely difficult to break without the private key. Nevertheless,
this algorithm also has limitations, particularly in producing ciphertext that is larger than the original plaintext, which may lead to inefficient
storage usage. This indicates that relying on a single algorithm is often insufficient to balance efficiency and security, making hybrid
approaches a more promising alternative.

Several previous studies have also highlighted the importance of combining cryptographic algorithms to enhance data protection. One such
study was conducted by Ulfa Br. Mtd et al. (2017), which integrated the Vigenére Cipher with the One-Time Pad (OTP) for securing digital
images. The results demonstrated that this combination successfully preserved data confidentiality and made the system more resilient to
attacks compared to using a single algorithm. However, the method still had drawbacks, particularly in reduced performance when applied
to large images, which limited its efficiency[1].
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2. Theoretical Fondation

2.1. Cryptography

The term cryptography originates from the Greek words kryptos, meaning “secret,” and graphein, meaning “to write.” Thus, cryptography
can be defined as the art of writing in a concealed manner. In general, cryptography is employed to ensure the confidentiality and integrity
of messages within modern information systems|[2].

Cryptography is the science of transforming data or messages into an unintelligible form for unauthorized parties. Beyond preserving
confidentiality, cryptography also ensures integrity, authentication, and non-repudiation, thereby allowing only those with the correct key
to restore the message to its original form[3].

2.2. Hybrid Cryptosystem

Hybrid A hybrid cryptosystem is a cryptographic method that combines two or more algorithms in order to leverage the strengths of each
cryptosystem[4]. In general, this system combines classical or symmetric algorithms, which are efficient in the data encryption process,
with asymmetric algorithms, which provide stronger key management[5].

This approach aims to enhance security while maintaining efficiency, ensuring that data can be securely encrypted yet remain practical for
real-world applications.

2.3. Vigenere Cipher Algorithm

The Vigenére Cipher is one of the classical cipher algorithms that operates by substituting each character in the message with a different
shift according to the sequence of the key [6]. This technique belongs to the category of polyalphabetic substitution, as the letter substitution
process is not uniform but instead depends on the length of the key used. Its advantage lies in its ability to obscure text patterns more
effectively compared to monoalphabetic ciphers. However, it still presents vulnerabilities when the key is repetitive, as this allows for
potential cryptographic analysis[7]. The equation used to perform the computation in the Vigenére Cipher algorithm is as follows:

Ci = (Pi+ Ki) Mod M (1

Ci refers to the ciphertext, which is the transformed result of a plaintext character. Pi represents the plaintext, namely the original character
before the encryption process. Ki denotes the key, obtained from the conversion table in the form of a decimal number that represents the
shift value of the key character. M is the modulus used in both the encryption and decryption operations to ensure that the computation
results remain within the specified range.

Plaintext Ciphertext

R Vigenere Cipher >

I Key

Figure 1: Vigenere Cipher Encryption

Figure 1. illustrates that the Vigenére Cipher requires an input in the form of plaintext and a key to transform the plaintext into ciphertext.
In the decryption process, the Vigenére Cipher also requires the same key used during encryption in order to reconstruct the original
plaintext. The key is then converted into a decimal number using a conversion table. The ciphertext (Ci) is also converted through the same
table to produce a decimal value. Subsequently, the plaintext (Pi) can be retrieved using the corresponding equation:

Pi = (Ci — Ki) Mod M (2)

Pi represents the original plaintext of the encrypted message. Ci is the ciphertext produced through the encryption process. Ki denotes the
key used in both the encryption and decryption processes. M is the modulus applied to ensure that the computation results remain within
the defined range.
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Figure 2: Vigenere Cipher Decryption

Figure 2. illustrates the decryption process of the Vigenére Cipher, which requires the ciphertext to be processed using the Vigenére
decryption equation with the same key employed during encryption in order to restore the ciphertext to its original plaintext form.

2.4. ElGamal Algorithm

The ElGamal algorithm was introduced by Taher ElGamal in 1985 as a form of public-key cryptography. Initially, this algorithm was
designed for digital signatures; however, it was later extended to support the encryption and decryption of messages. EIGamal operates on
blocks of plaintext, which are encrypted into ciphertext blocks, then decrypted and recombined to reconstruct the original message. The
security level of this algorithm relies on the computational difficulty of solving the discrete logarithm problem in very large prime
numbers.[8].
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The strength of the ElGamal algorithm lies in its key generation mechanism based on the discrete logarithm problem and its high level of
security. However, its weaknesses include the need for significant computational resources and the fact that the ciphertext size can reach
up to twice the length of the plaintext. The ElGamal algorithm employs several important parameters in its computation, particularly when
generating public and private keys. These parameters are p, g, X, and y[9]. Y can be calculated using the equation y = g"x mod p. The
encryption process in the ElGamal algorithm is divided into two components, namely a and b, where a can be calculated using the equation:
a=gfkmodp (3

a represents the first value of the ciphertext. g is the generator chosen to be smaller than the prime number p. k is a secret random number
that differs in each encryption process. p is a large prime number used as the modulus in the computation. Meanwhile, b can be calculated
using the equation:

b = y*.Mi Mod p (4)

b represents the second value of the ciphertext. y is the public key derived from the generator g and the private key x. k is the secret random
number used during the encryption process. M denotes the message or plaintext to be encrypted. p is the large prime number used as the
modulus in the computation.

Meanwhile, the decryption process can be calculated using the equation:

Pi = bi.ai(®~17® Mod p (5)

2.5. Linear Congruential Generator

The Linear Congruential Generator (LCG) is one of the simplest methods for generating pseudo-random numbers. It is referred to as
pseudo-random because the numbers produced appear random, but in fact can be predicted if the initial parameters are known[10]. Due to
its lightweight nature and ease of implementation, LCG is widely used in educational applications, games, and quiz systems to randomize
the order of questions or displays.

The working process of LCG begins by defining an initial value or seed along with three main parameters: the multiplier, the increment,
and the modulus. The initial value is then processed using the LCG formula to generate the first pseudo-random number, which is
subsequently used as the input for the next computation. This process continues iteratively, producing a sequence of numbers that appear
random, with values always remaining within the modulus range[11]. LCG can generate pseudo-random numbers using the following
equation:

Xpe1 = (@x X, +¢c) mod M (6)

X+ It represents the newly generated pseudo-random number. a is the multiplier constant. X, refers to the previous pseudo-random
number or the initial seed value. ¢ is the increment constant. m is the modulus that defines the upper limit of the generated random numbers.

3. Research Method

3.1. Dinamic Key Generator LCG
In this study, the LCG algorithm is employed to generate pseudo-random numbers that are subsequently used as keys in the encryption and
decryption processes of the Vigenére Cipher. The stages involved in generating random numbers using LCG are illustrated in Figure 3 as

follows:
Start

Input LCG's
Parameter

Parameter

Count LCG
Xn+1=(a* Xn +c)Mod M

) 4

iRandom Number;

Y

End

Figure 3: Dinamic Key Generator LCG Process
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Figure 3. illustrates that LCG requires several parameters: the seed or initial value (Xo), a as the multiplier factor, c as the increment, and
m as the modulus that regulates the computation results to generate pseudo-random numbers.

3.1.1.Dinamic Key Generator Process

The computation to generate pseudo-random numbers using LCG, which are then utilized as keys in the Vigenére Cipher algorithm, is as
follows:

Seed (Xo) =7
A =5
C =3
M =257

The computation process is carried out as follows:

X1 = (5% 7+3) mod 257 = (35 + 3) mod 257 = 38
X2=(5%38+3)mod 257 = (190 + 3) mod 257 = 193

Xs= (5% 193 + 3) mod 257 = (965 + 3) mod 257 = 968 mod 257 = 197
Xa=(5 %197 +3) mod 257 = (985 + 3) mod 257 = 988 mod 257 =217

3.2. Hybrid Encryption

Hybrid cryptography is a technique that combines two cryptographic algorithms to work together. In this study, the algorithms used are
the Vigenere Cipher and ElGamal. The hybrid process applied is a cross-hybrid cryptosystem variant. The stages involved in the Hybrid
Vigenere—ElGamal encryption process are as follows:
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Figure 4: Vigenere-ElGamal Hybrid Encryption Process

3.2.1.Hybrid Encryption Process
The analysis of the Hybrid Encryption process is as follows:

@ 21451030_Rianda_Putra_KRS_S8.pdf Properties X

General Digital Signatures  Security Details  Previous Versions

m 21451030_Rianda_Putra_KRS_S8.pdf

Type offile Microsoft Edge PDF Document (.pdf)

Opens with: e Microsoft Edge Change
Location: C:\Users\riand\OneDrive\Documents
Size: 735KB (75.292 bytes)

Size ondisk:  76.0KB (77.824 bytes)

Figure 5: File To Be Secured
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Before proceeding to the encryption and decryption steps, the file is first extracted into its hexadecimal values, with 8 bytes taken as a
sample using the Binary Viewer software, as shown in the following figure:

- Data View -

21451030_Rianda_Putra ER5_S8.pdf :-Zone.Identifier:%DATA

Rdd... Henxadecimal (L Byte) Hexadecimal (1 Byte)

000000/25°5044'462D312E34 0A 25 D3 EBESEL O 31 255044 46 2D 31 2E
000010 2030206F 62 6ROR3C3C2F 546974 6C 6520 2030206F 62 6RA0A
000020 2873 68 61l 2E6B 6L 70757461 6D 61 2E 61 63 2873 6961 2E 6B 6
000030 2ZEE€9 64 2F 6D 6F 64 75 6C2ZF 6D EF 04 SFEB 72 2ZE69 64 2F 6D EF 6
000040 73 2F 63 6BT72732E7068 T03F 74 61 3D 32 30 T32F636B72732
000050 3234 2F 323032352673 656D3D47656E61 32342F3230323
000060 7028 0R2F 437265361 746F 722028 4D6F TR TO290R2F 43726
000070 68 6CeCel2F352E302035C 28 57 6% GE 64 6F 69 6C6C 6L 2F 352
000080 7773 204E542031302E303B20576%6E 36 7T773204E54203
0000980 3432078 36345C20204170706C 655765 343B207836345
000fm0 62 4B 68 742F3533372E3336205C2084B46 624B69742F 353
0000B0 544D 4C2C206C 69 6B 652047 6563 6B EF SC 544D4C2C206C 6
0000C0 282043 68726F6D652F 3133 352E302E 30 202043 68726F 6
000000 2E 30205361 6661 7269 2F 353337 2E33 36 2E30205361666
0000EQ 204569 672F3L33352E302E302E30 290 2045646T72F 313
0000F0 2F 5072 6F 647563 6572202853 6B 6% 61 2F 2F50726F 64756
000100 5044 46206D3L3335290R2F43 72656174 504446206D313
000110 &8 6F 6E 44 61 74 6520 28 44 33230323530 69 6F6E4461 746
000120 343237 30363133343128B303027303027 3432373036313
000130 28 0RZ2F4D6F 644461 74652025844 323230 290A2F4D6F 644
000140 32353034323730363133343128303027 3235303432373
000150 303027 293E3E0OR 65 6E 64 6F 62 62 0R 33 20 303027 293E3EQ
000160 30206F €2 6R0R3C3C2F 626l 2031 0R2F 42 30206F 62 6RO 3
000170 4D 20 2F4E6F 726D 6Ll 6C3E3E QR 65 GE 64 6F 4D202F4E6F 72 6
000180 62 6R OR2352030206F 62 6A0OR3C3C2F4E 20 626R0R 3520302
000190 33 0R2F46696CT746572202F460C 6l 74 65 330R2F46696C7T
0001n0 44 65 63 6F 64 65 0R 2F 4C 65 6E 67 74 68 20 32 44 6563 6F 64 65 0
0001B0 3833 3E3E20737472656L6D0OATESOCTD 90 39333E3E20737
0001cO BD4AC3 0014 85BF D4 82 28 BAB3 0E 1D 1C 32 BD4AC3 0014858
0001D0 3B BB 6B 93 R 6952706922 16D7 56 AL AU 53 3BBS 68 93 R6 695

PwodiidomwnwwwEEdwwEED;E e
e R SR CIG Ul  p R RN R PSR VIS I PRI U PRI s S SR PR S R PRI VN CS IE IR I TR FE )
ORI OO RSN UOEJOoOFmoWno e
D s = B M L) = D BI B =IR MBI MBI B BI B =] =] v =] ) O

(SIS

File Name: 21451030_Rianda_Putra_KRS_S8.pdf | Size: 75,292 Bytes | Address: 00000000{Hex)/0(Dec)

Figure 6: Hexadecimal From File

After obtaining the bytes to be processed, namely [25, 50, 44, 46, 2D, 31, 2E, 34], these hexadecimal values are first converted into decimal
numbers to be processed in the encryption and decryption stages, resulting in [37, 80, 68, 70, 45, 49, 46, 52].

The 8 bytes are then divided into two parts: the first 2 bytes are encrypted using the Vigenére Cipher, the next 2 bytes are encrypted using
ElGamal, and the process alternates between Vigenére Cipher and ElGamal for every 2 bytes until the entire plaintext file is fully encrypted.
The Vigenére Cipher key is generated using the LCG algorithm, namely [38, 193, 197, 217]. Meanwhile, the EIGamal key is defined with
the following parameters:

=263

=5

=13

=g*mod p

=53 mod 263

=197

=[7,11,15,17]

<X 0o

o~

The computation process of the Hybrid Vigeneére—ElGamal Encryption is as follows:
Vigenere Cipher Encryption

[P1,P2]=[37, 80]

C1=37— (37 +38) MOD 256 = 75

C2=80— (80 +193) MOD 256 =273 MOD 256 =17

ElGamal Encryption
[P3, P4] =[68, 70]
C3=68

a3 = 5°7 MOD 263 = 14
b3 = (19777 x 68) MOD 263 = 134
C3=(14, 134)

C4 =170

a4 = 511 MOD 263 = 71

b4 = (197711 x 70) MOD 263 = 135
C4=(71,135)

Vigenere Cipher Encryption

[P5, P6] = [45, 49]

C5=45— (45+197) MOD 256 =242

C6=49 — (49 +217) MOD 256 =266 MOD 256 = 10

ElGamal Encryption
[P7, P8] =[46, 52]
C7=46

a7 =5"15 MOD 263 =191
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b7 =(197"15 x 46) MOD 263 =41
C7=(191, 41)

C8=52

a8 = 517 MOD 263 =41

b8 = (197717 x 52) MOD 263 =193
C8=(41,193)

The cipher file obtained from the Hybrid Vigenére—ElGamal encryption process is as follows: [75, 17, (14,134), (71,135), 242,
10, (191,41), (41,193)].

3.3. Hybrid Decryption

The stages involved in the Hybrid Vigenere—ElGamal decryption process are as follows, as illustrated in Figure 7:

{ Start

Y

Input Cipherfile

Input Vigenere's Key (LCG) &
ElGamal's Key

No
Yes

Count Vigenere Cipher
Pi = (Ci - Ki) Mod M

|

Count EIGamal
Ci = ( bi * ai*p-1-x) mod p

l

Count Vigenere Cipher
Pi = (Ci - Ki) Mod M

l

Count ElGamal
Ci=(bi*ai*p-1-x) mod p

Real File

Figure 7: Vigenere-ElGamal Decryption Process
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3.3.1.Hybrid Decryption Process
After obtaining the cipher file generated from the Hybrid Vigenére—ElGamal encryption process, namely [75, 17, (14,134), (71,135),
242,10, (191,41), (41,193)], the next step is to restore this cipher file to its original form through the decryption process.

The computation process of the Hybrid Vigenére—ElGamal Decryption is as follows:
Vigenére Cipher Decryption

[C1, C2] =175, 17]

P1=(75-38+256) MOD 256 =37

P2 =(17-193 +256) MOD 256 = 80

ElGamal Decryption

[C3, C4] = (14,134) (71,135)

For C3 =(14,134) with k=7

M3 = 134 x 14"(263-1-13) MOD 263 = 68
For C4 =(71,135) with k=11

M4 =135 x 71°(263-1-13) MOD 263 = 70
Result = 68 70

Vigenére Cipher Decryption

[C5, C6]=[242, 10]

P5=(242-197 +256) MOD 256 =45
P6=(10-217 +256) MOD 256 = 49

ElGamal Decryption

[C7,C8]=(191,41) (41,193)

For C7=(191,41) with k=15

M7 =41 x 1917(263-1-13) MOD 263 =46

For C8 =(41,193) with k=17

M8 =193 x 417(263-1-13) MOD 263 = 52

Result =46 52

After being processed using the hybrid decryption method, the original plaintext obtained is [37, 80, 68, 70, 45, 49, 46, 52]. The final step
is to convert all these decimal values back into hexadecimal form so that all bytes return to their original values, resulting in [25, 50, 44,
46, 2D, 31, 2E, 34].

4. Implementation and Discussion

4.1. Implementation

The implementation stage is carried out by realizing the system design into an application for document encryption and decryption based
on the hybrid Vigenére Cipher and ElGamal algorithms. The application is developed using Visual Basic and consists of several forms: the
main form, the dynamic key generator form based on LCG, the encryption form, and the decryption form. Each form has its own function
according to its purpose, such as the encryption form for selecting files and generating ciphertext, and the decryption form for restoring the
encrypted file to its original form.

4.2. Testing

Testing was conducted to ensure that the hybrid encryption and decryption system operates according to the design. The objective was to
evaluate the implementation of the Vigenére Cipher algorithm with a dynamic key based on LCG and the ElGamal algorithm, as well as
to verify that the decryption results can restore documents to their original form without data corruption. Test files in PDF, DOCX, and
XLSX formats were used to assess performance consistency, while file size and processing time were recorded as metrics to evaluate the
system’s effectiveness and efficiency.
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Figure 8: Dinamic Key Generator Testing

In Figure 8. users are required to input LCG parameters such as the seed or initial value (Xo), @, ¢, and m to generate pseudo-random
numbers when the “Calculate LCG” button is pressed. The results and calculations are then displayed in the RichTextBox, and users can
download the key file by clicking the button with the download icon. A similar process applies when users want to generate the ElGamal
key.

@ formEnkripsi = [u] X
Pilih File Untuk Di Enkripsi Vigenere[0] = (37 + 38) 2°16"1)+(5* 16"0)
imod 256 = 75 )+(5) |
Input File (pdf, docx, xlsx) Q EiGamal[1] = (80) — a =
C:\Users\riand\OneDrive\Documents\214% 125, b= 196
; . 50=(5*16"1)+ (0 * 16°0)
Input Kunci Vigenere (LCG) xg;nf;;[ils- Satd) - 280) +O : '
C:\Usersri ivigen. txt EiGamal[3] = (70) = a = =80
S 125, b =40 —— _—
Input Kunci EIGamal Q Vigenere[4] = (45 + 197) 44=(4°16"1)+ (47 16"0)
C:\Users\r ds\k Lext mod 256 = 242 :(:;) @
[EIGamal[5] = (49) — a=
ENKRIPSI HYBRID VIGENERE ‘ 125,b=28 16= (4 16°1) = (6* 16°0)
ELGAMAL Vigenere[6] = (46 + 217) =(64)+(6)
imod 256 = 7 =70
EiGamal[7] = (52) —a=
Hasil Enkripsi 125, b = 180 D=0 16D+ (137160
75 (125 196) 5 (125 40) 242 (125 28) 7 J [raserels] o (ool —eandy
(125180) 70 (125209) 1 125240210 | & |riGamago) = (37) — 2 =
(125 91) 150 (125 28) 221 (125 65) 209 125, b = 209 31= (3% 16°1)~ (1 * 16°0)
(125 101) 215 (125 23) 84 (125 147) 176 4 Vigenere[10] = (211 = 46) =@9+)
(125 102) 153 (125 60) 207 (125 212) 46 mod 256 = 1 =49
(125 131) 21 (125 216) 9 (125 93) 78 EiGamal[11] = (235) — a
(125 249) 4 (125 64) 164 (125 179) 79 .D =125, b =247
(125 175) 6 (125 139) 154 (12519) 77 Vigenere[12] = (233 + LIHAT HEKSA KE
(125 60) 2 (125 102) 131 (125 101) 213 233) mod 256 = 210 DESIMAL
(125 142) 162 (125 102) 125 (125 101) ElGamal[13] = (225) — a
103 135 16m 13 A1AE AT 128 s = 125, b =901
St fAr— 10 1am

Figure 9: Encryption Form Testing

Figure 9 shows the encryption process of a file, where a button with a magnifying glass icon is used to browse and upload the file for
encryption. The user can then press the hybrid encryption button to perform the computation, and the results will be displayed in the
RichTextBox below. Additionally, the user can view the conversion of hexadecimal values to decimal by pressing the “View Hex to
Decimal” button, and the output will be displayed in the RichTextBox located above the button.
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97 46 107 97 112 117 116 97 109 97 46 Vigenere: (1 - 46 + 256) =3:16=0sisa3

9799 46 105 100 47 109 111 100 117 Magmeoiibion, = Heksadesimal = 31
108 47 109 111 100 95 107 114 115 47 EiGamal: (247 x 125 W
99 107 114 115 46 112 104 112 63 116 ) oo rtymaz-  [8 662

97 61 50 48 50 52 47 50 48 50 53 38 115 235
101 109 61 71 101 110 97 112 41 10 47 [Vigenere: (210 - 233 «

67 114 101 97 116 111 114 32 40 77 111

197 102 100 100 A7 47 £3 45 40

23 0% 4

256) mod 256 = 233
[ElGamal (91 x 125°(263-

1130 mad 183 =

LIHAT DESIMAL KE
HEKSADESIMAL

Figure 10: Decryption Form Testing
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Figure 10 displays the interface of the decryption form used to restore encrypted files to their original format. The decryption process
begins by selecting an encrypted file with the extension .hyb, which contains a combination of ciphertext data and the algorithm sequence.
The user then inputs the Vigenére key generated by the LCG, along with the public and private keys for the EIGamal algorithm. After
pressing the “Hybrid Vigenére—ElGamal Decrypt” button, the system processes the data alternately according to the encryption sequence:
bytes encrypted with Vigenere are decrypted using Vigenére, while byte pairs encrypted with ElGamal are decrypted using the ElGamal
private key.

The decryption results are displayed in the RichTextBox both as sequences of decimal numbers and detailed calculation steps. On the right
side of the form, the computation stages are shown—from the subtraction with the Vigenére key to the modular calculations in ElGamal—
allowing users to transparently observe the data recovery process. Additionally, a “View Decimal to Hexadecimal” button is available to
facilitate the conversion of decrypted output into hexadecimal form for easy verification against the original data.

Based on this testing, the decrypted documents were successfully restored to their original formats (PDF, DOCX, or XLSX) and could be
opened without errors or data loss. This demonstrates that the hybrid Vigenére—ElGamal algorithm implemented in the system effectively

maintains data integrity.

4.3. Test Result

The test results indicate that the developed hybrid system is capable of performing encryption and decryption processes as designed. Test
files in PDF, DOCX, and XLSX formats were successfully encrypted, rendering them inaccessible through standard applications. After
decryption, the files were restored to their original state without any changes to their content. Additionally, the tests recorded the file sizes
before and after encryption, as well as the processing time required, to evaluate the system’s performance in terms of effectiveness and
efficiency. The trial results are presented in the table below:

Table 1: Test Result

N . Vigenere-ElGamal Hybrid . . .
Real File & . Y Vigenere ElGamal Hybrid Decryption
(0] Encryption
@ 21451030_Rianda_Putra_KRS_S8.pdf| D tes1hyb @ tes1.pdf
Type offile: Microsoft Edge PDF Document (.pdf) Type offile: HYB File (-hyb) Type offile: Microsoft Edge PDF Document (.pdf)
1 Opens with: . MicrosoftEdge Opens with: + Pickanapp Opens with: o Microsoft Edge
Location: CiAUsers\riand\OneDrive\Documents Location: C:\Users\riand\Downloads e C\Users\riand\Downloads
Size: 735 KB (75292 bytes) Size: 257 KB (263,534 bytes) Size: 735 KB (75.292 bytes)
SEeon s LS. U222y ies) Size ondisk: 260 KB (266.240 bytes) Size ondisk 760 KB (77,824 bytes)
i
h tes22 xlsx
_ﬁ tes2 xlsx D tes2hyb
Type offlle Microsoft Excel Worksheet (xlsx) Type offile: HYE File (hyb) Type offile: Microsoft Excel Worksheet ( xlsx)
2 Opens with: m Excel Opens with » Pickanapp Opens with: [’ Excel
Location: Ci\Users\nand\Downloads Location: C\Users\riand\Downloads IoCEian C\Users\riand\Downloads
Size: 842 KB (8.626 bytes) Size: 294 KB (30.204 bytes) T 8,42 KB (8,626 bytes)
Size ondisk: 12,0 KB (12.288 bytes) Size ondisk: 32,0 KB (32.768 bytes)
Size ondisk: 120 KB (12.288 bytes)
I
N
% tes3.docx D tes3.hyb % tes33.docx
Type offile: Microsoft Word Document (.docx) Type offile: HYB File (hyb) Type offile: Microsoft Waord Document (. docx)
3 Opens with: g word Opens with: | Pickanapp Opens with: m Word
Location C\Users\riand\Downloads Location: C:\Users\riand\Downloads Location: C\Users\riand\Downloads
Size: 14.5 KB (14.854 bytes) Size: 50,7 KB (52.002 bytes) i
Size: 14,5 KB (14.854 bytes)
Size ondisk: 16,0 KB (16.384 bytes) Size ondisk: 52,0 KB (53.248 bytes)
Size ondisk:  16.0 KB (16.384 bytes)
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5. Conclusion

Based on the results of the research conducted, it can be concluded that the hybrid cryptographic system combining the Vigenere Cipher
and ElGamal algorithms with a dynamic key based on the Linear Congruential Generator (LCG) was successfully designed and
implemented. The application of dynamic keys has proven effective in mitigating the weaknesses of repetitive key patterns in the classical
Vigenére Cipher, making the encryption process more random and harder to predict. On the other hand, the use of the ElGamal algorithm
provides an additional layer of security as a public-key cryptography scheme with a higher level of complexity. The combination of these
two algorithms results in a hybrid mechanism capable of maintaining data confidentiality and integrity.

The system testing showed that documents in PDF, DOCX, and XLSX formats could be effectively encrypted, rendering them inaccessible
through standard document readers. After the decryption process, the files were successfully restored to their original form and could be
opened and read without data corruption. This demonstrates that the designed system meets the research objectives, which are to secure
digital documents without altering their original content.

Testing also revealed that the size of the encrypted files was larger than the original files, with the encrypted files being nearly three times
bigger. This increase is due to the nature of the ElGamal algorithm, which produces two ciphertext components for each byte of data,
thereby increasing the file size. Nevertheless, the encryption and decryption processes were completed in a relatively fast and stable time
frame. This indicates that the developed hybrid system functions correctly while maintaining reasonable efficiency for medium-sized
documents.

Overall, this research confirms that a hybrid approach can overcome the limitations of individual algorithms when used separately. The
Vigenére Cipher with a dynamic key based on LCG offers speed and stronger key variability, while EIGamal enhances the system with a
higher level of security. Therefore, the Vigenére—ElGamal hybrid system developed in this study can serve as an alternative solution for
securing data and digital documents in modern information systems.
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