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Abstract 
 

This study aims to analyze and validate security vulnerabilities on the official website of a local government agency, which is a crucial 

public service portal. The study adopts an adapted Penetration Testing Execution Standard (PTES) methodology, focusing on non-invasive 

techniques to ensure ethical and responsible assessment of active government systems. Key stages include information gathering, 

vulnerability scanning using tools such as Nessus, and manual validation using Metasploit and SQLMap. Post-validation analysis 

confirmed several significant vulnerabilities, with the most critical findings being the exposure of development configuration files to the 

public and the presence of an outdated version of phpMyAdmin. The study also identified systemic issues such as weak cipher suite support 

(SWEET32) and configurations that enable DNS amplification attacks. The manual validation process critically succeeded in uncovering 

false positives from the automated scanner, highlighting the importance of verification by experts. This website exhibits significant security 

weaknesses due to inadequate patch management and insecure configurations. These findings underscore the urgent need for government 

agencies to adopt proactive security audits and structured remediation cycles to protect public data and maintain trust in digital services. 
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1. Introduction 

In today's digital age, digital transformation has become a key pillar in the modernization of governments around the world. The Indonesian 

government, in its efforts to improve efficiency, transparency, and the reach of public services, has massively adopted digital technology 

[1]. Official government websites have evolved from mere information portals into crucial interactive platforms for citizens. However, this 

progress is a double-edged sword. On one hand, it brings convenience and efficiency; on the other, it opens the door to new and increasingly 

complex threats in the digital realm. 

However, every step toward greater connectivity inherently opens up a new attack surface. Ease of access for citizens means potential ease 

of access for malicious actors. The accompanying escalation of cyber threats is not only in terms of quantity but also sophistication. Modern 

attacks are no longer limited to simple defacement but rather planned operations targeting sensitive data, aiming to paralyze services 

(ransomware) or even cyber espionage [2]. 

Digital transformation in the government sector has made official websites the frontline for delivering information and public services. 

However, this increase in connectivity has been accompanied by an escalation in increasingly sophisticated cyber threats. Indonesia's 

national cybersecurity context shows a significant level of threat. A report from the National Cyber and Cryptography Agency (BSSN) 

underscores this urgency, noting that throughout 2023, 403,990,813 cyber traffic anomalies were identified and 2,860 security 

vulnerabilities were found in 586 government electronic systems [3]. This data confirms that government digital assets are the primary 

targets of attacks, making security audits an urgent necessity. 

At the local government level, this challenge becomes even more apparent. A local government agency manages the website 

[domain_target].go.id as a vital channel for public services. Based on initial observations, there has never been any documented penetration 

testing of the site. The absence of security assessments creates a gap between the national threat landscape and the actual security posture 

at the local level. This phenomenon is not an isolated case; various studies have reported similar vulnerabilities on other government 

websites in Indonesia, indicating a pattern of systemic weaknesses [4][5][6]. 

To address this gap, a systematic approach is needed. This study adopts the Penetration Testing Execution Standard (PTES) framework, a 

globally recognized methodology for conducting penetration tests [7][8][9]. Choosing the Penetration Testing Execution Standard (PTES) 

as a framework is a sound methodological decision. PTES is not simply trying to hack but rather a systematic approach that ethically 

mimics the work of professional hackers. This ensures that testing is comprehensive, no important steps are overlooked, and the results are 

accountable. By applying PTES, this study aims to identify and analyze vulnerabilities on the agency's website, validate the exploitability 

of vulnerabilities in a non-invasive manner, and formulate technical recommendations for risk mitigation. The ultimate goal of this research 

is not simply to compile a list of vulnerabilities, but to generate actionable recommendations. 
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2. Research Method 

This study uses a qualitative approach with a case study method that focuses on in-depth technical analysis. The framework used is an 

adaptation of the Penetration Testing Execution Standard (PTES) to ensure a structured and ethical testing process [10]. Given that the 

research object is an active government system, the intrusive Exploitation and Post-Exploitation stages were modified into non-invasive 

validation phases to confirm potential exploitation without causing disruption. 

 
Fig. 1: Stages in the PTES method 

The adaptation of the PTES framework is then implemented through five main stages, as illustrated in the figure above. The process begins 

with the planning stage to establish a clear scope and boundaries, followed by information gathering and scanning to map and identify 

potential security gaps. In accordance with the modifications described, the Gaining Access stage does not involve destructive exploitation 

but focuses on validating vulnerabilities through safe and controlled Proof of Concept (PoC). By eliminating the Maintaining Access phase, 

this testing cycle concludes directly with the Reporting phase, where all findings and validation evidence are documented in detail along 

with recommendations for improvements. This five-phase approach ensures that security testing can be conducted comprehensively and 

ethically without posing risks to the operational stability of active government systems. 

2.1. Planning 

The planning phase serves as the ethical and legal foundation for the entire security testing process. During this critical phase, initial 

interactions are not merely formalities but strategic dialogues with relevant government agencies. The objective is to align perceptions and 

build trust, ensuring that the testing team and stakeholders (such as system administrators and security officers) share a common 

understanding. 

The scope of testing is clearly defined and strictly limited to the [domain_target].go.id domain and its directly related assets. This 

clarification is essential to prevent scope creep or unintended testing of other government systems. Furthermore, testing limitations are 

established as key rules. Commitment to a non-invasive approach is a top priority. This means that the testing team is explicitly prohibited 

from performing active exploitation that could alter, delete, or damage system data and configurations. Potentially disruptive attacks, such 

as Denial of Service (DoS) or stress testing, are also strictly prohibited. All these agreements are then formalized in a document (Rules of 

Engagement) that serves as the operational foundation to ensure the testing process is conducted safely, controlled, and does not disrupt 

ongoing public services. 

2.2. Information Gathering 

The information-gathering stage is conducted passively using Open-Source Intelligence (OSINT) techniques to map the attack surface 

without directly interacting with the target infrastructure. This approach utilizes publicly available data to build an initial understanding of 

the agency's digital assets. One of the fundamental tools used in this phase is WHOIS, which serves to obtain administrative and technical 

data related to domain registration. 

 
Fig. 2: Results of the whois query 

http://go.id/
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From the WHOIS query results for the domain [domain_target].go.id as shown in the image above, several key pieces of information were 

obtained. It was revealed that this domain is officially registered under the Ministry of Communication and Information Technology, 

confirming its status as a legitimate government asset. Historical data shows that this domain was created on December 28, 2007, indicating 

that it is a long-standing domain. 

2.3. Scanning 

Active scanning is performed to identify potential technical and comprehensive vulnerabilities. For this phase, the scanning process uses 

the Nessus Essentials tool. This tool was chosen because its capabilities are not limited to vulnerability identification but also include host 

discovery, port scanning, and automatic service enumeration in a single integrated workflow [11]. 

 
Fig. 3: Results of the Nessus scan 

The results of the scanning conducted by Nessus Essentials successfully identified several important findings. Quantitatively, the scan 

found 2 vulnerabilities with a critical risk level, 2 vulnerabilities with a high risk level, and 5 vulnerabilities with a medium risk level. The 

presence of findings at the critical and high levels indicates significant security gaps. Some specific examples of identified findings include 

issues with phpMyAdmin (multiple issues), potential vulnerabilities to clickjacking attacks on web applications, and several weaknesses 

in SSL/TLS configuration. The list of identified vulnerabilities serves as the basis for further verification and validation in the next phase. 

2.4. Gaining Access 

This stage is a verification phase that aims to validate findings from automated scanners without gaining illegal access or causing disruption. 

This approach is essential to ensure that every reported vulnerability is genuine and not a false positive, while still complying with agreed 

non-invasive testing restrictions. Validation is conducted carefully using the Metasploit Framework (specifically the auxiliary module) to 

verify weaknesses in SSL/TLS versions and SQLMap with safe parameters (--risk=1 --level=1) to detect potential SQL Injection 

vulnerabilities. The use of the --risk=1 and --level=1 parameters in SQLMap ensures that the testing only uses the safest payloads and will 

not attempt techniques that could potentially damage the database. This validation process specifically targets the phpMyAdmin interface, 

which was previously flagged by Nessus as high risk. 

 
Fig. 4: Results from the sqlmap test 

As shown in Figure 4 above, the validation process using SQLMap was run according to secure parameters. However, the test results 

showed that the tool experienced continuous connection problems (connection timed out) to the target URL. Although this test did not 

definitively confirm the existence of an SQL injection vulnerability due to connectivity issues, this finding itself is an important note. The 
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instability of the service when receiving light requests from the testing tool may indicate issues with the server, network configuration, or 

the presence of overly aggressive protection systems (such as IPS/WAF). All observation and validation results, both successful and 

blocked, will be fully documented in the reporting phase. 

2.5. Reporting 

The reporting stage is the final and most crucial phase in a penetration testing cycle, where all data, findings, and analysis from the testing 

are compiled into a formal document. The main objective is to clearly communicate the security status of the system to the system owner, 

both to management and the technical team. This report serves as a bridge between technical findings and concrete corrective actions. 

3. Result and Discussion 

3.1. Post-validation report 

Each potential vulnerability is manually tested using a documented set of tools and techniques to confirm its existence and assess the actual 

risk level. Table 1 summarizes each finding, the validation method used, the final status of the verification, and the adjusted risk level. 

 
Table 1: Summary of vulnerability findings 

Vulnerability 

Type 
Location/Target Payload Validation Status Risk Level 

Directory Listing Metasploit dir_listing 
Metasploit 

Framework 
Not Confirmed Low 

phpMyAdmin 4.x 

< 4.8.5 
http://103.168.246.16/phpmyadmin 

SQLMap --

risk=1 --level=1 -

-batch 

Not Confirmed 

(403 Forbidden) 
Medium 

TLS 1.0 Protocol 

Detection 
Nessus+ Metasploit 

Nessus + 

Metasploit 
ssl_version 

False Positive (TLS 

1.2 is used) 
Low 

Development 

Configuration 

Files 

/etc/, /CSCOT/, /git/ 
Dirsearch 
enumeration tool 

Confirmed High 

TLS 1.1 Protocol 

Detection 
https://103.168.246.16 

Metasploit TLS 

fingerprint 

Not Validated 

(TLS 1.2 is used) 
Low 

SSL Certificate 

Expiry 
bakesbangpol.lomboktengahkab.go.id 

Metasploit SSL 

Certificate 

Module 

Not Relevant (other 

domain) 
Unclassified 

SWEET32 

(Weak Cipher) 
Port 443 (HTTPS) 

Metasploit SSL 

scan (blocked) 

Not Validated 

(Blocked 

Connection) 

Low 

DNS 

Amplification 

DDoS 

103.168.246.16 (DNS) 
Metasploit 

dns_amp module 
Confirmed Medium 

 

3.2. Mitigation recommendations  

Based on the results of the security scan and validation that has been carried out, several vulnerabilities were found in the target system. 

These findings have been classified according to their level of risk to facilitate the repair process. 
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In summary, there is one critical high-risk vulnerability, namely the exposure of development configuration files that are accessible to the 

public. In addition, there are two medium-risk vulnerabilities related to DNS server misuse and an outdated version of phpMyAdmin. The 

remaining findings are low-risk and are recommendations for general system hardening. Table 2 provides details of each vulnerability 

along with mitigation recommendations. 
 

Table 2: Vulnerability mitigation recommendations 

Vulnerability Mitigation Recommendations Priority Category 

Development Configuration Files Sensitive configuration files such as 

/git/ are exposed. Immediately remove 

them from public access and audit 
potential data leaks to prevent system 

compromise. 

High Critical Vulnerability 

DNS Amplification DDoS DNS servers can be used to attack 

other targets. Disable open recursion 

so that the server only serves trusted 
networks. 

Medium Risk of Abuse 

Old Version of phpMyAdmin An old, vulnerable version of 

phpMyAdmin has been found. Please 

update to the latest version 

immediately, or remove it if it is not in 
use to close the vulnerability. 

Medium Security Vulnerability 

Directory Listing This feature can expose the file 

structure of the server. Disable 

directory listing in the web server 

configuration as a standard security 
practice. 

Low Information Leakage 

SWEET32 (Weak Cipher) The server may support outdated and 

weak encryption. Update the 

SSL/TLS configuration to use only 

strong, modern ciphers. 

Low Weak Encryption 

TLS 1.0 & 1.1 Detection Potential use of insecure TLS 1.0/1.1 

protocols detected. Ensure that the 

server only enables TLS 1.2 and 1.3. 

Low Obsolete Protocol 

4. Conclusion  

This study successfully applied an ethically adapted PTES framework to analyze the security of a local government agency's website. The 

test results revealed a number of significant vulnerabilities, with the most critical finding being the exposure of sensitive development 

configuration files to the public. The main contribution of this research is the demonstration of the practical value of structured testing 

methodologies on government digital assets and the emphasis on the crucial role of manual validation to avoid false positives. These 

findings underscore that cybersecurity is an ongoing process that requires proactive assessment and timely remediation. The 

implementation of the proposed recommendations is expected to strengthen the security of the relevant agency's website and serve as a 

model for other government agencies. 
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