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Abstract 
 

Technological advancements are driving the development of home automation systems, one of which is Internet of Things (IoT)-based 

light control. Popular applications such as Blynk are often used in these systems, but they have limitations in automation flexibility, 

interface design, and backend control that make further development less than optimal. This research aims to develop an Android 

application to control IoT-based lights by utilizing the Firebase Realtime Database as a more flexible and independent backend. The system 

is designed using Android Studio and integrated with the NodeMCU ESP32 and the FC-04 sound sensor to enable both online and offline 

light control. The research method uses prototyping, which includes creating an initial version of the application, testing, and iterative 

improvements based on feedback. Testing was conducted using the Arduino IDE for IoT devices, Android Studio for mobile applications, 

and Black Box Testing to verify system functionality. The test results show that the application is able to control lights in real-time over 

the internet and can still be controlled using sound sensors when offline. Available features include ON/OFF control, automatic schedule 

settings, and light status monitoring through Firebase. This system offers a cost-effective, flexible solution that does not rely on third-party 

platforms, so it has the potential to be further developed to support other smart home systems. 
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1. Introduction 

Current technological advances simplify various aspects of life, including the implementation of smart homes or home automation [1]. One 

widely used technology is the Internet of Things (IoT), which allows users to control home devices remotely via smartphones [2]. An 

example of this application is an IoT-based light control system that allows users to turn lights on or off without touching a switch [3]. 

 

One popular platform for connecting IoT devices to smartphones is Blynk. Its ease of use, intuitive visual interface, and integration with 

microcontrollers like the ESP32 make Blynk widely used in small-scale IoT development [4]. However, this platform has limitations, such 

as a lack of flexible automation features and UI design, limited backend control, and difficulties with advanced integration due to its closed 

ecosystem. This presents challenges for developers seeking to build more complex IoT systems. 

 

Alternatively, the Firebase Realtime Database can be used as a cloud backend to store and manage IoT device data [5]. Firebase enables 

real-time data exchange between Android apps and IoT devices without the need for conventional servers. Furthermore, Firebase's 

integration with Android Studio simplifies the development of Kotlin- or Java-based applications for IoT systems [3]. 

 

Based on this background, this study aims to develop an Android application to control IoT-based lights using the Firebase Realtime 

Database. This application is expected to be a more flexible solution, easy to develop, and meet the functional requirements of IoT systems. 

Furthermore, this research can serve as a reference for developers who want to build IoT systems without relying on closed platforms like 

Blynk. 
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2. Literature Review 

2.1 Android Application 

Android is the most popular mobile operating system and is widely used on various devices worldwide [6]. In the context of the Internet 

of Things (IoT), Android applications serve as an interface for monitoring and controlling devices in real time via an internet connection. 

One such application is a home lighting control system that allows users to turn lights on or off wirelessly via Wi-Fi with an intuitive 

interface [7]. This system can be developed using the Flutter framework, the Dart programming language, and the Firebase Realtime 

Database to manage data and light control commands [8]. Thus, Android applications play a crucial role in IoT-based lighting control 

systems, providing users with the convenience and flexibility to efficiently manage home lighting. 

2.2 Automatic Lights 

Automatic lighting based on sound sensors is an innovative lighting system that utilizes sound waves to automatically turn lights on or off, 

making them more practical and energy-efficient [9]. The sound sensor can detect clapping or voice commands, then sends a signal to the 

microcontroller to turn the lights on or off without pressing a switch. Furthermore, the sensor's sensitivity can be adjusted to prevent the 

lights from turning on due to unwanted background noise. This sound threshold setting improves energy efficiency and user comfort 

because the lights only respond to the appropriate voice commands [10]. 

2.3 Internet of Things (IoT) 

The Internet of Things (IoT) is a technology that connects physical devices through an internet network to collect, process, and transmit 

data in real time, thereby increasing efficiency in various fields such as smart homes, healthcare, and the manufacturing industry [11]. IoT 

aims to expand the benefits of internet connectivity for information exchange, remote control, and the integration of various devices [12]. 

Furthermore, IoT extends beyond the interconnection of physical devices, encompassing a broad ecosystem supported by various 

technologies [13]. 

 

As it develops, IoT plays a crucial role in the automation and control of household devices, including lighting, which can be controlled 

through an Android app. This technology allows users to control lighting remotely via smartphone, in line with the trend of integrating IoT 

and artificial intelligence (AI) to improve efficiency and personalize services. 

2.4 Android Studio 

Android Studio is an Integrated Development Environment (IDE) developed by Google in 2013 as an extension of Eclipse, with features 

such as a Gradle-based build system, layout editor, and Google Cloud Platform integration [14]. This IDE simplifies the development of 

Internet of Things (IoT)-based light control applications using the Java or Kotlin programming languages, with an XML-based user 

interface. Libraries like Retrofit and Volley enable IoT application data management to control lighting devices in real time over an internet 

connection [15]. 

 

Another advantage of Android Studio is its multi-platform debugging and testing capabilities, allowing developers to test applications 

without physical devices. This feature makes Android Studio a top choice for developing innovative and efficient IoT applications [16]. 

2.5 Firebase 

Firebase is Google's integrated platform that brings together a variety of advanced features and services for apps, including a mobile 

backend, analytics, and growth features [17]. One key feature is the Firebase Realtime Database, a NoSQL database that enables real-time 

data storage and synchronization. This feature is ideal for Internet of Things (IoT)-based applications, where data from IoT devices can be 

sent, stored, and updated instantly. 

 

The Firebase Realtime Database makes it easy for developers to manage IoT data by providing a serverless infrastructure, eliminating the 

need for developers to worry about managing servers. Furthermore, Firebase supports integration with various platforms, such as Android 

Studio, simplifying app development. 

3. Analysis and Design 

3.1 Research Methodology 

This research uses the prototyping method, which develops the system iteratively based on testing feedback. The process begins with 

requirement analysis, interface design for the Android application, and programming the NodeMCU ESP32 with the FC-04 sound sensor 

integrated into Firebase Realtime Database as a real-time communication backend. After initial implementation, black box testing is 

conducted to validate functionalities, including online light control and offline control via the sound sensor. This approach ensures that the 

system meets real-world usage scenarios and is ready for further smart home development. 
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3.2 Overall Device Circuit 

The entire tool assembly consists of many components designed to ensure that the tool functions according to its intended purpose. 

 

Fig. 1: Overall Device Circuit 

Information : 

1. AC Lamp: Functions as the main load that will be controlled to turn on or off using a relay, either automatically via a sound sensor or 

manually via an Android app. 

2. 4-Channel Relay Module (SRD-05VDC-SL-C): Acts as an electronic switch that disconnects and connects AC current to the lamp 

based on commands from the NodeMCU ESP32. 

3. NodeMCU ESP32: The main microcontroller that processes signals from the sound sensor, sends and receives data from Firebase, and 

controls the relay to turn the lamp on or off. 

4. FC-04 Sound Sensor: Detects clapping or other sounds that trigger the lamp to turn on or off automatically. 

5. Smartphone with IoT App: Serves as a user interface to control the lamp remotely via the Firebase Realtime Database. 

6. 110/220V AC Power Supply: Power source to power the lamp, which is connected to the relay for automatic control. 

 

3.3 Use case Diagram 

This application is designed to allow users to control household devices such as lights using a smartphone easily and efficiently. The simple 

interface allows users to turn devices on and off directly, as well as set device operating times as needed. The use case illustrates user 

interaction with the system, where from the main menu users can check device status, change display modes, and exit the application. The 

ON/OFF control feature provides ALL ON and ALL OFF functions to control all devices simultaneously, while the schedule setting feature 

allows users to select times, save, and delete automatic schedules. All functions in this system are interconnected through include 

relationships, which indicate that these features are an essential part of the overall application system. 

 

Fig. 2: Use case diagram 

4. Results and Discussion 

This section discusses the results of testing and implementing the developed IoT-based device control system, which allows users to control 

lights and other devices through an Android application. The system uses Firebase as a backend for real-time data communication between 

the application and the IoT device, in this case the NodeMCU ESP32. Through the Android application, users can turn the lights on or off, 

set the ON/OFF time, and monitor the device status. The application is designed with a user-friendly interface, providing manual control 

buttons and automatic timing features according to a specified schedule. The test results show that the system functions well, where the 

device control process runs smoothly, accurately, and responsive to user commands. 

4.1 Alpha Testing 

Alpha testing was conducted using the Black Box Testing method to ensure that the developed system meets user needs and expectations. 

This method focuses on testing software functionality from the user's perspective without examining the internal structure or program code. 

Thus, testing assesses whether each feature performs as expected based on specifications. The results of testing using the Black Box method 

on this IoT-based device control system are presented in the table below. 
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Table 1. Black box testing 

No Test Scenario Test Case Expected results Result Status 

1 Splash Screen Display Open Application 

When the application is run, the user will see 

a splash screen first before entering the home 

screen. 

Appropriate Valid 

2. 

Verify the functionality 

of the "Dark Mode" 
button 

Toggle switch 

"Dark Mode" 

The app goes to dark mode (background 

goes dark, text goes white). 
Appropriate Valid 

3. 
Check the "Check 

Device Status" button 

Check the "Check 

Device Status" 

button 

The device status appears as "ONLINE" or 
"OFFLINE". 

Appropriate Valid 

4. 
Verify the "ALL ON" 

button 
Tap the "ALL 
ON" button 

All Relays should be on. Appropriate Valid 

5. 
Verify the "ALL OFF" 

button 

Tap the "ALL 

OFF" button 
All Relays should be off. Appropriate Valid 

6. 
Verify the “SET” button 

on all devices. 

Tap the “SET” 

button 

Displays the menu to set the device ON/OFF 

schedule. 
Appropriate Valid 

7. 
Verify individual device 

controls 

“Toggle Switch” 

for any device 

(Headlights, etc.) 

Users should be able to set ON/OFF for each 

individual device. 
Appropriate Valid 

8. 
Test the "ON Time" 

function 

Set the time for 

"ON Time" to 
6:00 AM 

The time setting must be saved and reflected 

in the “ON Time” label. 
Appropriate Valid 

9. 
Test the "OFF Time" 

function 

Set the time for 

"OFF Time" to 

7:00 AM 

The time setting must be saved and reflected 
in the “OFF Time” label. 

Appropriate Valid 

10. 
Test the “Dark Mode” 
toggle during device 

interaction 

Toggle "Dark 
Mode" and device 

control (Lights) 

Apps must maintain “Dark Mode” even 

when interacting with the device. 
Appropriate Valid 

11. 
Verify the “HELP” 

button 

Tap the “HELP” 

button 

Displays the Help menu for using the 

application. 
Appropriate Valid 

12. 
Verify the “BACK” 

button 
Tap the “BACK” 

button 
Display/Return to previous menu Appropriate Valid 

13. Verify the "EXIT" button 
Tap the “EXIT” 

button 
Exit the application Appropriate Valid 

 

4.2 Home Interface Display Results 

The app's interface is designed to be simple with high-contrast colors, such as white text on a black background and bold purple buttons, 

to improve readability. Basic features like dark mode and the "Headlight" device controls work well. However, it is recommended to add 

tooltips or status labels to clarify device information, as well as reorder the "SET" buttons so they are not too close together. Additional 

testing is needed to ensure optimal display on standard-sized screens. 

 

 

Fig. 3: Home Interface Display Result 

4.3 Schedule setting interface display results 

The schedule settings interface uses a dark mode consistent with the homepage, with a dark background and bright buttons for clear 

contrast. Users can select the ON/OFF time using the AM/PM selector, save the settings with the green "Save" button, or delete them with 

the red "Clear Time" button. This simple and intuitive design promotes ease of use, especially in low-light conditions. 
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Fig. 4: Schedule setting interface display results 

 

4.4 Sound Sensor Test Results 

The sound sensor can be used when the device is not connected to the internet. The sound sensor works by detecting the sound of clapping, 

as described in the table below. 

 
Table 2. The logic of applause 

Number of applause Results 

1x Clap Relay 1 ON/OFF 

2x Clap Relay 2 ON/OFF 
3x Clap Relay 3 ON/OFF 

4x Clap Relay 4 ON/OFF 

5x Clap All Relay OFF 

 

 
Fig. 5: Sound Sensor Test Results 

4.5 Overall Device Test Results  

After the hardware device is programmed into the microcontroller and has been executed using the downloader, the program automatically 

enters the microcontroller. 

 
Fig. 6: Overall Device Test Results 
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5. Conclusion 

Based on the research results, it can be concluded that the developed Android application is able to control Internet of Things (IoT)-based 

lights effectively by utilizing the Firebase Realtime Database as a real-time data communication medium. The development process 

includes designing a simple and easy-to-operate user interface, coding the Android application in Android Studio, and integration with a 

NodeMCU ESP32-based IoT device connected to a relay module. The test results show that the application is able to turn the lights on and 

off in real-time, respond to user commands quickly, and send control data to the device without significant obstacles, both via the internet 

network and locally using a voice sensor. This capability allows users to control the lights remotely anytime and anywhere as long as an 

internet connection is available, thus providing convenience, flexibility, and energy efficiency. Overall, this research proves that the 

integration of Android applications and Firebase-based IoT devices can be a practical smart home solution, and has the potential to be 

further developed by adding various other IoT devices to support more comprehensive home automation. 
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