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Abstract

This research is motivated by the increasing threat to message security in email communications due to the rapid development of
information technology. To address this, this study aims to implement and test a web-based email message security system that combines
Base64 and AES 256-bit algorithms to protect text messages and attachments from security threats. This system was developed using the
PHP programming language and functions as an internal messaging system. The results show that the combination of the two algorithms
successfully creates a system capable of securing messages strongly. During the delivery process, the system performs AES 256 encryption
and Base64 encoding on messages and attachments. Meanwhile, when a message is received, the user must first enter the same key, after
which the system will perform Base64 decoding and continue with AES 256 decryption to restore the message to its original form. Thus,
the resulting system is proven effective in securing digital communications and ensuring that messages can only be accessed by authorized
recipients.
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1. Introduction

Rapidly development technology information make email as tool exchange information distance far away is important for individual and
business . However , the popularity of email also triggered improvement significant to the threat data security , especially targeting security
message text and messages images that are often attached or sent via email. Attack like wiretapping that can reveal content message text
sensitive , theft identity through information in images , and data manipulation that changes content message become threat Serious to
privacy and integrity information . One of the method For increase security is use technique cryptography .

Study This propose merging two pieces method cryptography namely Base64 and AES (Advanced Encryption Standard), as effort in secure
message text and messages image sent via email [1]. Research conducted by has apply AES 128 bit and Base64 algorithms . Although
AES 128 bit provides level significant security , long the key is more short make it potential more prone to to brute-force attack , namely
method break in security with try all possibility key or password one by one until successful , with progress computing moment this and
the threats in the future , especially compared to with standard more security recommended height long more keys big . In the study This
writer will make AES algorithm with 256 bits and Base64. Research This important Because with adding bits to the AES algorithm then
will increase security encryption on email messages significant compared to with AES128-bit, so that make message more difficult solved
by someone else authorized. In addition to the AES research algorithm this will also.use algorithm Base64 cryptography as encoding and
decoding.

In research This will encoding and decoding is done using Base64 algorithm . With implementing Base64, the data sent can avoided from
problem invalid characters and ensure that the data remains intact during the delivery process . Base64 according to [2] is one of the
algorithm for encoding and decoding binary data in ASCII format , which is basically is the number 64 or can it is said as one of the method
encoding on binary data. Research this will also uses AES (4ddvanced Encryption Standard) which complies [3] A method cryptography
that uses algorithm cipher block . This method also involves technique substitution , permutation , and some rounds on each the block that
will encrypted and decrypted .

Referring to the importance of security in communication via email, research This develop AES algorithm with 256 bit key , a improvement
significant from study previously only using AES 128 bit.with long more keys large , AES 256 bit offers level distant security more tall to
attack like wiretapping , theft identity , and data manipulation in email messages . With blend Base64 and AES algorithms , it is expected
created A a system that does not only protect data from threat external , but also ensure that the data sent still whole and only can accessed
by authorized recipients .

Study This produce system strong email security , capable of protect message text and images from various threat . System This using two
techniques algorithm that is , the AES algorithm will encrypt message then Base64 will encoding results AES encryption into text format


https://ioinformatic.org/
https://issn.brin.go.id/terbit/detail/20211008340993531
mailto:indrirenika@gmail.com
mailto:rahm4dani@gmail.com
mailto:igustiprahmana4@gmail.com

1166 Journal of Artificial Intelligence and Engineering Applications

, the Base64 decoding process will done on the side recipient before AES decryption returns the data to its original format . After it is the
decryption process that will done and recipient will accept message original with safe use the key that has been determined .

2. Methodology Study

Research methods is a series step systematically used For collecting , analyzing , and interpreting data. Research methods used in various
discipline knowledge and can varies depending on the purpose research , nature and data. The following is a methodology diagram
research used in the study moment This :

Studi Literature

h A

Pengumpulan Teori

h A

Perancangan Sistem

h A

Implementasi Sistem

v
Uji Coba Sistem

h A

Evaluasi Sistem

Fig. 1: Methodology Study

From the flow diagram in the image above, the stages of this research can be described as follows: following:

1. Literature Study : Stages This is a search process deep to various source scientific like relevant journals , books , and articles . The
focus is understand concepts base related security messaging , cryptography , and development system web -based which becomes
foundation this research .

2. Collection : After studies literature , concepts and core theories that become runway main system collected and summarized .
Theories This covers principle Work algorithm AES 256-bit and Base64 cryptography will implemented .

3. Design System : At stage this , structure and flow Work system planned . Design This covering architecture system , interface user
interface (UI/UX), and the database schema that becomes guide in stage development system .

4. Implementation System : This is the development process system security email message . Plans that have been made made realized
in form program code using Language PHP programming for build all over functionality system .

5. System Testing : After system finished built , a series of testing done For ensure that every features , especially the encryption and
decryption processes , function with right . Stage this also ensures that system can walk in accordance with expected functionality .

6. Evaluation System : At stage lastly , the results from all over testing analyzed . From the analysis this , can concluded whether
system security email message successful reach the goal For protect messages , and identify potential future improvements .

3. Results and Discussion

3.1. Discussion

System security web -based email messaging with integrate AES 256-bit and Base64 algorithms. Combination second algorithm This
proven effective ; AES 256-bit provides level strong security , while Base64 ensures encrypted data integrity For safe delivery and storage.
All trials functionality , starting from management account users until the delivery process and decryption message , shows positive results.
With Thus , the system developed This succeed reach objective study in provide solution practical and reliable For protect digital message
from threat security.

3.2. Implementation

Study This aim For implement system security web -based email messages that combine AES 256-bit and Base64 algorithms . Based on
structured methodology , system succeed implemented using PHP with functionality complete , started from management account users
like registration and login up to feature delivery message encrypted . The entire encryption and decryption process verified in a way
technical with display stages per round of the AES-256 (ECB) algorithm , including validation 32-byte key and usage PKCS#7 padding .
Encryption results then encoded with Base64 for ensure data security moment saved , while the decryption process is going on proven
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capable return messages and attachments to form the original after key entered . All test results , including recording messages in history
out , prove that system This effective and reliable in secure digital communication .

3.3. System Trial

After phase implementation , carried out a series testing For verify that all over feature system Work in accordance with what is expected
Testing This done in a way in stages , including :

1. Trial Account Registration

The account registration test is a testing phase to verify the functionality of registering a new account on the system. As shown in the
image, the test is performed by entering the username userl@gmail.com and password. After clicking the "Register" button, the
system successfully processes the data and displays a confirmation message: "Account created successfully. Please log in." This
confirms that the account registration process is functioning properly.

v B nepie x +

€ 3 C O kalhosenkrps email/register php & % b @ bl

Daftar Akun Baru

Akun berhasil dibuat. Silakan Login
Username

useri@gmail.com

Password

]

Fig. 2: Trial account list

2. User Account Login Trial

User account login testing is performed to verify that users can successfully log into the system using valid login information. The
image shows the username userl@gmail.com and the previously registered password entered into the login form. This successful
process demonstrates that the login system is functioning properly and is ready for use by users.

v @ tgn x o+ - 0 x

€ 3 €@ O locatost/enkripsi emailfloginphp &% L@ bwi

Username

useri@gmail.com

Password

Belum punya okun? Daftar

Fig. 3: login test
3. Trial Sending Message Encrypted

Encrypted messaging testing was conducted to verify the system's core functionality in securing messages. In this test, the user filled
out a form with the recipient's details (user2@gmail.com), subject, and message content, and attached the PERSETU...OPOSAL.pdf
file. Before the message was sent, the user entered an encryption key, which is essential for the security process. The success of this
step confirmed that the system was able to encrypt and securely send data, including attachments, as designed.
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v [ Kirim Pesan Terenkipsi x o+ C e
€ @ O localhostienkripsi_emailikirim.php i s e @0
a

DASHBOARD

Kirim Pesan Terenkripsi Riwayat Pesan Keluar
M Dashboard
Ke (username):
P Anda belum mengirim pesan
EniTps user2@gmail.com

Dekrins Lihat Semua Riwayat
O Dekripsi Subjek

test

Pesan:

STMIK KAPUTAMA

Lampiran:
Ghoea il | PFRSFTILL OPOSAL nar

s — x4

€ © @ localhost/enkripsi emad/kirim php o W Rl

unat semua kiwayat

subjek:

DASHBOARD
test

Pesan:

A Dashboard

STMIK KAPUTAMA
A Enkripsi

Q Dekrips
Lampiran:
‘Choosa Fils | PERSETUS,. OFOSAL pdf

Kunci Enkripsi:

wd

Fig. 4: trial message encrypted

4. Display Test Select Attachment File

The attachment file selection display test was conducted to verify that the user interface functions properly when selecting files to
attach. The image shows that the system successfully displays a file explorer window , allowing users to navigate files on their

computer. For example, the user successfully selects the image file 'nature-green-forest-589967.jpg' to upload, indicating that this
feature has been successfully implemented.

@ open x o %
~ 5 THSPC 5 Windows-SSDIC] > mamop 5 Mdocs » enkipsi emal » lampiian v x s
o« & g Em
Mew Fador =- 0@ -
15Laporan SO g ate madied
Gl Balance = 5-m-esample-fie
1 Aquetus = G556
S IS4 296 bbb
lompan
6 B4cB0Tack05doddl « .
191 alarn-hijau-hwsan 583967 /1912025 243 AM IPG Fie 1057 KB
~ W ThisFC
@ o ,
B vincdows S50 :
o FERSETUILAN PROPOSAL
= Mewvoume U 3] whatsapp Image 2025-06-24 at 104230 2 ‘ prayet
e & Zyn

File e | alamhiju-hutan-569967 Al Fles
Opan Cancal

" Kunci Enkripsi:

Fig. 5: trial select the attached file

5. Test Encryption Process Result Display

This view shows the technical details of the successful encrypted message delivery process. After the user sends a message and
attaches a file, the system initiates a series of encryption steps . picture following :
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v [E Posan Terkim x o+

€ 5 @ O lochostenkrpsiemai/proses enkripsiphp

Pesan Berhasil Dikirim!

Pason Anda berhasil dienkripsi dan dikirim ke user2@gmail.com.

Tahapan Proses

# Langkah 1: Kunei 32-byte

Kunci langsung dari input

¥ Tampilkan kuncl (hex)
748573

£ Langkah 2: Padding PKCS#7

Plaintext dipadding ke kelipatan 16 byte.
= Pesan Teriarim x +
€ > O O localostenkripsi emalliproses_enkripsi php

2 lLangkah 2: Padding PKCS#7

Plaintext dipadding ke kelipatan 16 byte.

¥ Lihat plaintext setelah padding (hex)
53544d434b204b41505554414d419202

& Langkah 3: Enkripsi AES-256-ECB

Data diproses per blok 16 byte menggunakan AES-256 (mode ECE).

¥ Ciphertext (hex, gabungan semua blok)
249D67B5FBIALDDETC16760527488108

Wl tangkah 4: Encoding Base64

Hasil biner enkripsi diubah menjadi Base84 untuk penyimpanan di database.
¥ Niloi disimpan (Base64)
I31ntfuaHdhaFnvFI81B2A==

Perhitungan Manual ECB per-Blok (Dinamis)

v [ pesan Terkinim x o+
<« C O localhost/enkripsi_email/proses_enkripsi php

B Perhitungan Manual ECB per-Blok (Dinamis)

Rumus: cT; « ags-256-£ca(eT,). Tabel di bawah membandingkan hasil manualvs OpenssL.
v Detail blok
Blok 1
PT = 53544D49482048415055544140410202
CT (Manual) = 249D67B5FBIAIDDBTC16766527488108

CT (OpenSSL) = 249067B5FB9IA1DDB7C16760527488108
Cocok = YA

£3 Per-Ronde AES-256 (ECB) — Blok Pertama PESAN

Input blok-@ (hex): 53 54 4D 49 48 20 48 41 50 55 54 41 4D 41 2 €2
¥ RoundKey #0_#14 (hex)

RKE O : 74 65 73 31 00 00 00 00 00 00 00 00 00 00 08 00
RK# 1 : 00 00 20 20 @0 00 00 00 00 00 00 00 00 00 00 00
RK# 2 : 16 @6 10 52 16 @6 10 52 16 96 10 52 16 @6 10 52
RK# 3 : 47 6F CA 00 47 GF CA 00 47 6F CA @0 47 6F CA 00
RK# 4 : BC 72 73 F2 AA 74 63 A@ BC 72 73 F2 AA 74 63 AQ
RK# 5 : EB FD 31 E@ AC 92 FB E@ EB FD 31 E@ AC 92 FB E@
RK# 6 : F7 7D 92 63 5D @9 F1 C3 E1 78 82 31 48 oF E1 91
RK# 7 : S8 8B C9 61 F4 19 32 81 1F E4 @3 61 B3 76 F8 81
v [ Pesan Terkim x o+
€ r Cc @ localhost/enkripsi_email/proses_enkripsiphp

3 Per-Ronde AES-256 (ECB) — Blok Pertama PESAN

Input blok-@ (hex): 53 54 4D 49 4B 2@ 4B 41 5@ 55 54 41 4D 41 02 02
¥ RoundKey #0.#14 (hex)

RK# @ : 74 65 73 31 00 00 00 00 00 00 90 00 00 00 00 00

RK# 1 : 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
RK# 2 : 16 06 10 52 16 06 10 52 16 06 10 52 16 06 10 52
RK# 3 : 47 6F CA 00 47 6F CA 00 47 6F CA 00 47 6F CA 00
RK# 4 : BC 72 73 F2 AA 74 63 A® BC 72 73 F2 AA 74 63 A®
RK# 5 : EB FD 31 E@ AC 92 FB E@ EB FD 31 E@ AC 92 FB E@
RK# 6 : F7 7D 92 63 5D @9 F1 C3 E1 78 82 31 4B OF E1 91
RK# 7 : 58 8B C9 61 F4 19 32 81 1F E4 03 61 B3 76 F8 81
RK# 8 : C7 3C 9E OE SA 35 6F CD 7B 4E ED FC 30 41 oC 6D
RK# 9 : 5C @8 37 5D A8 11 @5 DC B7 F5 96 BD 04 83 FE 3C

RK#10 : 3B 87 75 FC A1 B2 1A 31 DA FC F7 CD EA BD FB A
RK#11 : DB 72 38 BD 73 63 3D 61 C4 96 3B DC C@ 15 C5 E@
RK#12 : 42 21 94 46 E3 93 8E 77 39 6F 79 BA D3 D2 82 1A
RK#13 : BD C7 2B 1F CE A4 16 7E @A 32 2D A2 CA 27 E8 42
RK#14 : CE BA BS 32 2D 29 36 45 14 46 4F FF C7 94 CD ES

¥ Ronde 0 — AddRoundKey
27 48 50 4D
31 20 55 41
3E 48 54 02
78 41 41 02

¥ Ronde | — SubBytes — ShiftRows — MixColumns — AddRoundKey

&

o

Lo

Enor §
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v [ pessn Teskitis x o+ - & x
€ G @ localhost/enkripsi_emailiproses_enkripsi php @ ot b e ol

¥ Ronde 1 — SubBytes — ShiftRows — MixColumns — AddRoundKey

[SubBytes]
€c 83 53 E3
7 B7 FC B3
B2 B3 20 77
BC 83 83 77
[shiftRows]
C 83 53 E3
BT EC 83 €7
28 77 B2 B3
77 BC £3 83
[MixColumns]
16 A9 @9 BF
AE 75 0@ 38
A2 7E 31 €7
36 26 D9 57
[AddRoundkey ]
16 A9 @9 BF
AE 75 @@ 38
Az 7E 31 €7
36 26 D3 57

¥ Ronde 2 — SubBytes — ShiftRows — MixColumns — AddRoundKey

[SubBytes]
47 03 01 @8 -
S - - o x
€ > C @ localhost/enkripsi_email/proses enknpsiphp & ¥ Al
¥ Ronde 2 = SubBytes — ShiftRows — MixColumns — AddRoundKey .
[SubBytes]
47 D3 01 @8
E4 5D 63 E2
34 F3 C7 €6
@5 F7 35 5B
[ShiftRows]
47 03 01 es
5D 63 E2 E4
€7 €6 3A F3
5B @5 F7 35
[MixColumns]
AE DB F2 E1
6F 41 67 E@
A2 2B 95 4E
25 €1 2 &5
[addRoundkey]
BE CD E4 F7
69 47 61 E6
B2 38 85 SE
77 83 7€ 37
» Ronde 3 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 4 — SubBytes — ShiftRows — MixColumns — AddRoundkey
& Banda B — GuhRuras _ GhiftBmwe o Mive sl imne _ ArARAnAYaw -
v [ Pesan Terkirim x 4+ - o x
€« C @ localhost/enkripsi email/proses_enkripsi php o & o
» Ronde 3 — SubBytes — ShiftRows — MixColumns — AddRoundKey 4
» Ronde 4 — SubBytes - ShiftRows — MixColumns — AddRoundKey
» Ronde 5 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 6 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 7 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 8 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 9 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 10 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 1l — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 12 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 13 — SubBytes — ShiftRows — MixColumns — AddRoundKey
¥ Ronde 14 (Final) — SubBytes — ShiftRows — AddRoundKey
[SubBytes]
EA D6 68 E@
DC 27 B3 S8
39 4C OF 28
90 FA 30 87
[ShiftRows]
EA D6 68 E@
27 B3 50 DC
DF 28 39 4C
o7 an ea an v
¥ [E pesan Terkirim x  + - o X
€ © @ localhost/enkripsi emailiproses_enkripsiphp e & b @ bl
¥ Ronde 14 (Final) — SubBytes — ShiftRows — AddRoundKey -
[SubBytes]
EA D5 68 Ed
oc 27 B3 5@
39 4C DF 28
9D FA 3D &7
[ShiftRows]
EA D6 68 E@
27 83 58 DC
DF 2B 38 4C
87 9D FA 30
[AddRoundKey]
24 FB 7C 27
S0 94 16 48
€7 10 76 81
B5 DB @5 DB

Output inti blok-@ (hex): 24 90 &7 BS FB 94 1D DB 7C 16 76 @5 27 48 81 D8

B Per-Ronde AES-256 (ECB) — Blok Pertama LAMPIRAN

Input blok-8 (hex): 25 50 44 46 2D 31 2E 35 @D @A 25 BS BS B5 BS @D
» Roundkey #0.#14 (hex)
» Ronde 0 — AddRoundKey

b Banda ] — QuhRutas _ ShiftBAwe _ MivCAl e o AR nA o -
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v | [ Pesan Tekitim x +

€ 3 € O lecalhostenkripsi emailiproses_enkripsi php

B Per-Ronde AES-256 (ECB) — Blok Pertama LAMPIRAN

Input blok-8 (hex): 25 5@ 44 46 20
¥ RoundKey #0._#14 (hex)

1 : @0 90 92 69 P2 B9 00 BA @9
2 : 16 @6 1@ 52 16 86 18 52 16
3 6F CA @0 47 6F CA B8 47
4 : BC 72 73 F2 AA 74 63 4B BC
RK® 5 : EB FD 31 E® AC 92 FB E® EB
&
7
8
El

4

i F7 7D 92 63 5D 89 F1 €3 E1
8B C9 61 F4 19 32 81 IF
i €7 3C 9E @E 9 35 6F (D 7B
: 5C 88 37 5D A8 11 85 DC B7
RK#1€ : 3B 87 75 FC Al B2 1A 31 DA
RK#11 : DB 72 38 8D 73 63 3D 61 C4
RK#12 : 42 21 94 46 E3 93 BE 77 39
RK#13 : BD C7 2B 1F CE A4 16 7E @A

B4

31 2E 35 @D @A 25 B5 BS BS BS @D

RK# @ : 74 65 73 31 @6 2 00 00 99 0@ 20 @0 6O 84 08 B
(]

o0 @2 60 2@ @9 00
96 18 52 16 @6 10 52
6F CA €@ 47 6F CA 8@

FD 31 E@ AC 92 FB E@
7B 82 31 48 @F E1 91
E4 @3 61 B3 76 F8 Bl

F5 @6 BD 84 83 FE 3C
FC F7 CD EA BD FB A@
96 38 DC €8 15 €5 E@
6F 73 BA D3 D2 82 1A
32 2D A2 CA 27 E8 42

RK#14 : CE BA BB 32 2D 29 36 45 14 46 4F FF C7 94 CD E5

» Ronde 0 — AddRoundKey

» Ronde | — SubBytes — ShiftRows — MixColumns — AddRoundKey

» Ronde 2 = SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 3 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 4 — SubBytes — ShiftRows — MixColumns — AddRoundKey

v [ Pesan Terkirim x 4+
€ C @ localhost/enkripsi_email/proses_enkripsiphp
» Ronde 0 — AddRoundKey
» Ronde | — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 2 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 3 — SubBytes — ShiftRows — MixColumns -+ AddRoundKey
» Ronde 4 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 5 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 6 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 7 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 8 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 9 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 10 — SubBytes - ShiftRows — MixColumns —+ AddRoundKey
» Ronde 11 = SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 12 — SubBytes — ShiftRows — MixColumns — AddRoundKey
» Ronde 13 — SubBytes — ShiftRows — MixColumns — AddRoundKey
v Ronde 14 (Final) — — Shif =
[SubBytes)
78 46 Da 2F
13 78 98 E2
13 D8 D4 FA
F7 @5 87 61
v [E Peson Tarkirim x o+
<« € @ localhost/enkrips_emailiproses_enkripsi php
v Ronde 14 (Final) — SubBytes — Shiftkows — AddRoundKey
[SubBytes]
78 46 D4 2F
13 78 98 E2
13 D8 D4 FA
F7 05 87 61
[ShiftRows]
78 46 D4 2F
78 98 E2 13
D4 FA 13 DB
61 F7 @5 87
[AddroundKey]
B6 6B Ca E8
€2 B1 A4 87
&C CC 5C 15
53 B2 FA 62
Output inti blok-8 (hex): B6 C2 BC 53 68 B1 CC B2 C@ A4 5C FA ES 87 15 62
@ Ringkasan
Pesan Asli: STMIK KAPUTAMA
Lampiran: 35fcfe2c967bbsd1. pdf
- Pesan Terkirim ® o+
€ 3 @ @ locahost/enkripsi_email/proses_enkripsi php
[ShiftRous ]
78 45 D4 2F
78 98 E2 13
D4 FA 13 D8
61 F7 @5 87
[AddRoundKey ]
BE 6B Co ES
€2 B1 A4 87
BC CC 5C 15
53 B2 FA 62

Output inti blok-@ (hex): B6 C2 6C 53 6B B1 CC B2 C@ A4 5C FA E8 87 15 62

® Ringkasan

Pesan Asli: STNIK KAPUTAMA

Lampiran: 35fcfazc967bb6d1. pdf

€ Kemba Dashboard

Fi

g. 6: trial encryption process results
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6. Test Display of Decryption Process Results

Testing the decryption results is a crucial step in proving the system's ability to restore data to its original state after encryption. The
process begins in the Inbox, where the user selects an encrypted message and enters the decryption key. The system then reverses all
encryption steps, from Base64 decoding to reverse processing the AES-256 algorithm. The final result is a display containing the
recovered original message and attached files, demonstrating the system's excellent ability to maintain data confidentiality and
integrity.

v [E Kotk Masuk x o+ - 8 x
& & @ O localhost/enkripsi email/kotak masuk php @ & g o
DASHBOARD Kotak Masuk
Dashboard -
 Dostboare Subjek: tes] Dc:":uscrl‘_:rgmu'\.cur'
A Enkripsi Pesan Terenkripsi:
O pekipsi I71ntfuBHORGFNYFI0iaZA=

[&]

Riwayat Pesan Keluar
Kunci Dekripsi:

= )

v Hasil Dekrip x + - o x
"

L @ @ localhost/enkripsi_email/proses_dekripsi php & & @ B

Hasil Dekripsi Pesan

Pengirim: userl@gmail com

Subjek: tes]
© Pesan berhasil didekripsi!
Tahapan Proses Dekripsi
il Langkah 1: Base64 — Ciphertext
Data dari DB (Base64): Hasil decode (hex):
IintfuaHdhBFnVFIBiB2A== 24906755 Fb9alddBTc167605274881dE

# Langkah 2: Kunci 32-byte & AES-256-ECB Decrypt

Kunci berasal dari input Anda

» Tampilkan kunci (hex)
Algoritma: AES-256-ECB (PKCSH7)

= Hasil Dekrips X+ - & x
« @ @ localhost/enkripsi email/prases dekripsiphp e L @ Enor i
# Langkah 2: Kunci 32-byte & AES-256-ECB Decrypt

Kunci berasal dari input Anda

¥ Tampilkan kunci (hex)
74657331
Algoritma: AES-256-ECB (PKESAT)

D Langkah 3: Manual ECB Dekripsi per Blok

RUMUS:PT, = AES-256-ECB-DECRYPT(CT, )
Hasil manual (setelah unpad) COCOK dengan hasil produksi.
¥ Detall tiop blok

Blok 1

CT = 249d67b5fb9aldd87c167685274881d8
PT = 535444494b204b41505554414d4418202

£3 Inti AES-256 (ECB) — Dekripsi Per Ronde (Blok CT:)

Input inti (blok CTa): 24 90 67 B5 FB 94 1D D8 7C 16 76 @5 27 48 B1 DE
¥ RoundKey #0.#14

RE# @ : 74 65 73 31 20 00 80 20 00 00 80 28 00 80 20 2@ -
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«

<

€

«

B Hasil Dekripsi x 4+
C O localhost/enkripsi email/proses dekripsiphp
£3 Inti AES-256 (ECB) — Dekripsi Per Ronde (Blok CT.)

Input inti (blok CTe): 24 90 67 85 F8 9A 10 D8 7C 16 76 @5 27 48 81 D8

¥ RoundKey #0.#14

RK# © : 74 65 73 31 @0 00 00 00 00 00 00 00 00 00 00 e0

RK#
RK#
RK#
RK#
RK#
RK#
RK#
RK#
RK#
RK#10
RK#11
RK#12
RK#13
RK#14

22 00 00 00 00 00 00 00 DO 00 PO 0P 00 00 00 00
16 @6 10 52 16 06 10 52 16 06 10 52 16 @6 10 52
47 6F CA @@ 47 6F CA 00 47 6F CA @0 47 6F CA @@
BC 72 73 F2 AA 74 63 AB BC 72 73 F2 AA 74 63 A@
EB FD 31 E@ AC 92 FB E@ EB FD 31 E@ AC 92 FB E@
F7 7D 92 63 5D @9 F1 C3 E1 78 82 31 4B ©F E1 91
8B C9 61 F4 19 32 81 1F E4 @3 61 B3 76 F8 81
€7 3C 9E OE 9A 35 6F CD 78 4E ED FC 3@ 41 oC 60D
5C @8 37 5D A8 11 @5 DC B7 FS5 06 BD @4 83 FE 3C
3B 87 75 FC Al B2 1A 31 DA FC F7 CD EA BD FB A@
DB 72 38 BD 73 63 3D 61 C4 96 3B DC C@ 15 C5 E@
42 21 94 46 E3 93 8E 77 39 6F 79 BA D3 D2 82 1A
BD C7 2B 1F CE A4 16 7E @A 32 2D A2 CA 27 E8 42
CE BA B8 32 2D 29 36 45 14 46 4F FF C7 94 (D ES

CHNOV B WN e

w
@

¥ Mulai — AddRoundKey(RK14)

EA D6 68 E

27 B3 50 DC

DF 2B 39 4C

87 9D FA 30

» Ronde 13 — InvShiftRows — InvSubBytes — AddRoundKey — InvMixColumns

B Hosil Dekrips: » BN

C O localhost/enknipsi email/proses_dekripsi.php

» Ronde 13 = InvShiftRows — InvSubBytes — AddRoundKey — InvMixColumns

» Ronde 12 — i . ytes —» ~ InvMixColumns
» Ronde 11 = InvShiftRows — InvSubBytes — AddRoundKey — InvMixColumns
» Ronde 10 — InvShiftRows — InvSubBytes — AddRoundKey — InvMixColumns
» Ronde 9 — InvShiftRows — InvSubBytes — AddRoundKey — InvMixColumns
» Ronde 8 — InvShiftRows — InvSubBytes — AddRoundKey — InvMixColumns

» Ronde 7 — - -

y — InvMixColumns
» Ronde 6 — InvShiftRows — InvSubBytes — AddRoundKey — InvMixColumns
» Ronde 5 — InvShiftRows — InvSubBytes — AddRoundKey — InvMixColumns
» Ronde 4 — InvShiftRows — InvSubBytes — AddRoundKey — InvMixColumns

» Ronde 3 — i - ytes — ~ InvMixColumns
» Ronde 2 — InvShiftRows — InvSubBytes — AddRoundKey — InvMixColumns
» Ronde 1 — InvShiftRows — InvSubBytes — AddRoundKey -+ InvMixColumns

v Ronde 0 (Final) — InvshiftRows — ytes — RKO)

[InvshiftRows]
€C B3 53 E3

€7 B7 FC 83

B2 B3 20 77

BC 83 83 77

[InvSubBytes]
Hasl Dekripsi x o+
G @ localhost/enkripsi_email/proses_dekripsiphp
¥ Ronde 0 (Final) — InvShiftRows — InvSubBytes — AddRoundKey(RKO)

[InvshiftRows]
€C B3 53 E3
C7 B7 FC 83
82 B3 20 77
BC 83 83 77

[InvSubBytes]
27 4B 56 4D
31 20 55 41
3E 4B 54 @2
78 41 41 @2

[AddRoundKey]
53 4B 58 4D

54 28 55 41

4D 4B 54 82

49 41 41 82

Output inti blok-@ (PTo, hex): 53 54 4D 45 4B 28 4B 41 58 55 54 41 4D 41 82 82

verifikasi OpenssL (ECB Decrypt): 53 54 4D 49 4B 20 4B 41 50 55 54 41 4D 41 02 @2
EC-core cocok: YA

& Langkah 4: Pesan Asli

Seteloh dekripsi berhasil, pesan kembali ke bentuk semula.

Hasil Dekripsi X+

C @ kcalhost/enkripsi_emailiproses dekripsiphp
4D 48 54 €2
49 41 41 @2

41 58 55 54 41 4D 41 @2 82
4B 41 58 55 54 41 4D 41 82 82

Output inti blok-@ (PTo, hex): 53 54 4D 49 48 20 48
Verifikasi OpenSSL (ECB Decrypt): 53 54 4D 49 4i
EC-core cocok YA

& Langkah 4: Pesan Asli

Setelah dekripsi berhasil, pesan kemball ke bentuk semula,

Isi Pesan:

STMIK KAPUTAMA

& unduh Lampiran

Kembali ke Kotak Masuk

Fig. 7 : trial decryption process results

356cf02c96Tbb6A! (2)pdf
TI4XE « Dore
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7. Message Page Test Go out
The outgoing message page aims to verify that the system has successfully saved and displayed the history of messages that have been
sent by the user.

~ [ Riwayat Pesan Keluar ®x o+ - & x
€ = C @ locathost/enkripsi emaiiriwayat kirm php f b Bl
DASHEQARD Riwayat Pesan Keluar
Dashboard w
& Dashboo Subjek: tesl chuda‘userl@gmail.co*
A Enkripsi Pesan terenkripsi:
“JJIntfuaHdhBFnYFI0IB2A==..
8 Dekripsi « Pesan inl memiliki lampiran.
"D Riwayat Pesan Keluar

Fig. 8: trial message go out
8.  Message Database Input Test

Following This is database view of stored message data through PhpMyadmin like picture following :
Y Server: 127.0.0.1 » @ Database: db_email_enknipsi » [} Table: pesan

| Browse |4 Structure |/ SQL L Search #¢ Insert . Export | Import = Privileges " Operations L)

#  Table structure 3 Relation view

# Name Type Collation Attributes Null Default Comments Extra Action
1id > int(11) No None AUTO_INCREMENT 7 Change @ Drop More
2 pengirim varchar(50) utf8mb4_general_ci Yes NULL o Change @ Drop More
3 penerima varchar(50) utf8mb4_general_ci Yes NULL " Change @ Drop More
4 subjek  varchar(100) utf8mb4_general_ci Yes NULL » Change @ Drop More
5 isi_pesan tox! utfBmb4_general_ci Yes NULL &' Change @ Drop More
6 lampiran varchar(100) utf8mb4_general_ci Yes NULL « Change @ Drop More
7 tanggal  datelime Yes NULL & Change @ Drop More
S Check all With selected. | Browse & Change @ Drop » Primary u Unique | Index ¥ Spatial
% Add to central columns % Remove from central columns

& Print i Propose table structure ® Track table  [J Move columns g Normalize

#¢ Add 1 C  column(s) after tanggal v Go

Fig. 9: Message database trial
9. Database Users Input Trial

Following This is database view of stored user data through PhpMyadmin like picture following
™ 7 Server: 127.0.0.1 » @ Database: db_email enkripsi » [ Table: users

.| Browse ) Structure [ SQL 4 Search ¥t Insert ) Export |l Import = Privileges " Operations ® 1

¥ Tablestructure & Relation view

# Name Type Collation Attributes Null Default Comments Extra Action

1id 2 int(11) No None AUTO_INCREMENT 7 Change (@ Drop More
2 username > varchar(50) utfémb4_general_ci No None &’ Change @ Drop More
3 password fext utf8mb4_general_ci No None &’ Change @ Drop More

1t [ Checkall  With selected: || Browse &’ Change @ Drop 2 Primary |4 Unique ] Index [% Spatial

% /Add to central columns %5 Remove from central columns

& Print §% Propose table structure §  ® Track table [ Move columns 4 Normalize

3¢ Add 1 C  column(s) after password v | Go

Indexes &

Fig. 10: User database trial
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4. Conclusion

Based on all stages of design, implementation, and system testing that have been carried out, it can be concluded that this research has
succeeded in building a well-functioning email message security system. Through implementation using the PHP programming language
and the phpMyAdmin database, this system is able to apply the AES 256 and Base64 encryption algorithms effectively to secure messages.
The test results show that all core functionality runs as expected, starting from the account registration and login process , sending messages
that are successfully encrypted along with their attached files, to the accurate decryption process to return the message to its original form.
Thus, the developed system is proven to be able to provide a strong and reliable solution to maintain the confidentiality and integrity of
user messages .

Confession

To all over the party that has give support , guidance , and prayers , I say accept with the greatest love . Hopefully all kindness replied with
more Good .
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