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Abstract 
Fraud detection in financial transactions is a major challenge for the banking and fintech industries, especially with the increasing 

volume of digital transactions. This study aims to implement the Random Forest algorithm in machine learning to detect suspicious 

financial transactions. The Random Forest algorithm was chosen due to its ability to handle complex data and produce accurate 

predictions. This research uses a financial transaction dataset consisting of various features such as transaction amount, location, payment 

method, and user activity patterns. The data undergoes preprocessing stages, including handling missing values, normalization, and 

oversampling techniques to address data imbalance. The Random Forest model is then developed and evaluated using accuracy, 

precision, recall, and F1-Score metrics to assess its fraud detection performance. The results show that the Random Forest model 

performs well in detecting fraudulent transactions with a high level of accuracy. Analysis of the confusion matrix also indicates that the 

model is able to reduce the number of false negatives, which is a crucial aspect in preventing losses due to illegal transactions. 

Additionally, a feature correlation heatmap is used to identify the most influential variables in fraud prediction. With the implementation 

of this Random Forest-based system, it is expected that the financial industry can enhance early detection of suspicious activities and 

strengthen security in digital transactions. 
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1. Introduction 

In this increasingly advanced digital era, electronic financial transactions have become an integral part of everyday life. Cashless 

payment methods, such as credit cards and online transactions, provide convenience and speed that encourage society to shift from 

traditional to digital transactions. According to [1], consumer behavior in the use of banking credit cards shows an increasing trend in 

line with technological developments. However, this growth is also accompanied by new challenges, particularly in terms of transaction 

security. Fraud cases in the financial sector, especially those related to credit card usage, are becoming more frequent. According to [2], 

credit card fraud has caused financial losses amounting to billions of rupiah for customers. This condition drives the need for a reliable 

fraud detection system to protect both consumers and financial institutions from economic losses. 

 

One of the common approaches used to identify fraud is through the application of Machine Learning techniques. Machine Learning 

technology has become an important research topic in improving the security and reliability of electronic payment systems, especially for 

detecting fraud in online financial transactions. This research aims to evaluate the effectiveness of Machine Learning algorithms in 

identifying fraudulent activities in financial transactions, which includes collecting datasets covering various types of online financial 

transactions, such as user data, transaction amounts, transaction types, and a number of other relevant features. The dataset is then 

processed and cleaned to ensure optimal data quality before being analyzed using Machine Learning techniques [3]. Ensemble learning 

algorithms, such as Random Forest, are known to be highly effective in detecting anomalies in financial transactions. Research 

conducted by [2] revealed that ensemble learning methods, particularly Random Forest, can significantly improve fraud detection 

performance compared to simpler models. In addition, a study conducted by [4] proved that the Random Forest method can classify fraud 

in credit card transactions with a high level of accuracy. 

 

However, the implementation of the Random Forest algorithm also faces several challenges, especially in dealing with data imbalance 

between normal transactions and those classified as fraud. According to [3], the use of oversampling techniques is an important step to 

overcome this obstacle and improve detection accuracy. Furthermore, computational efficiency becomes a crucial factor that must be 

considered in designing a fraud detection system that can operate in real-time.Based on this background, this research aims to implement 

the Random Forest algorithm in detecting fraud in financial transactions, utilizing existing Machine Learning frameworks such as Scikit-

learn. The focus of this study is on the implementation and performance analysis of the Random Forest method, in order to contribute to 

efforts in preventing financial transaction fraud in Indonesia. 
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2. Literature Study 

Machine Learning (ML) is a branch of Artificial Intelligence (AI) that enables systems to learn from data without being explicitly 

programmed. With Machine Learning, computer systems can continuously adapt and improve their performance as they gain more 

“experience” [5]. Thus, the performance of such systems can be enhanced by providing larger and more diverse datasets for processing. 

In the context of financial transaction fraud detection, ML is used to build predictive models based on patterns found in historical 

transaction data [6]. ML algorithms can be classified into three main categories: supervised learning, unsupervised learning, and 

reinforcement learning. The Random Forest method used in this study falls under supervised learning [7].Random Forest is an ensemble 

learning algorithm based on decision trees. This algorithm works by constructing a collection of decision trees during the training 

process, then combining the results of each tree to improve prediction accuracy and reduce overfitting. Random Forest is highly suitable 

for both classification and regression problems [10]. 

 

Fraud detection is the process of identifying suspicious or unusual activities in financial transactions. It involves recognizing 

unauthorized or irregular transaction activities. Fraud can occur in various forms, such as unauthorized credit card usage, embezzlement, 

and identity theft. Fraud detection systems are designed to protect financial institutions and customers from financial losses. In 

developing such systems, transaction data is analyzed to detect unusual patterns [15].Although Random Forest offers many advantages in 

detecting financial transaction fraud, there are also several limitations and challenges in its application. These challenges include 

computational aspects, interpretability, and data imbalance, which may affect the model’s effectiveness under certain conditions [16]. 

3. Method 

The development of a fraud detection system is carried out through several main stages, which include: 

1. Data Collection: obtaining a financial transaction dataset containing both legitimate and fraudulent transactions. 

2. Data Preprocessing: cleaning the data, handling missing values, and performing normalization or feature transformation. 

3. Model Building: using the Random Forest algorithm to build the fraud detection model. 

4. Model Training: training the model using historical data to identify suspicious transaction patterns. 

5. Testing and Evaluation: using test data to measure the model’s performance with evaluation metrics. 

6. System Implementation: integrating the model into a web-based system for real-world application. 

 
Fig. 1: Fraud Detection System Development Flow Diagram 

 

The dataset used in this research is obtained from relevant sources, such as the Credit Card Fraud Detection dataset from Kaggle. This 

dataset contains credit card transactions with labels indicating whether a transaction is fraudulent (fraud) or not (non-fraud). Each 

transaction in the dataset includes several features, such as: 

1. Amount: the transaction amount. 

2. Time: the transaction time relative to the first transaction. 

3. V1–V28: features derived from dimensionality reduction using Principal Component Analysis (PCA). 

4. Class: the target label (1 for fraud, 0 for non-fraud). 

 

Below is an example of the dataset structure used in this research: 

 
Fig. 2:  Example of Credit Card Transaction Dataset Structure 

 

The dataset used in this research consists of 284,807 transactions with 31 features, including Time, Amount, and the PCA-transformed 

features (V1–V28). It can be observed that the average transaction amount (Amount) is 88.35, with a maximum value reaching 

25,691.16. Furthermore, the Class value shows that only 0.17% of the total transactions are classified as fraud, which indicates a 

significant data imbalance (imbalanced dataset). Therefore, data balancing techniques must be applied before the model training process. 
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Fig. 3: Descriptive Statistics of the Dataset 

 

This imbalance may cause the model to ignore fraudulent transactions due to their small proportion compared to legitimate transactions. 

Hence, in the next stage, techniques such as resampling (oversampling or undersampling), synthetic data generation (SMOTE), or the use 

of algorithms that are more robust to imbalanced data are required. 

 

 
Fig. 4: Class Distribution in the Dataset 

 

Based on Figure 3.5, the following explanation can be made: 

1. 492 fraudulent transactions (label 1). 

2. 284,315 legitimate transactions (label 0). 

3. The ratio of fraudulent transactions is only 0.17% of the total data, indicating that the dataset is highly imbalanced. 

 

This imbalance may lead the Machine Learning model to predict all transactions as valid, due to the dominance of the majority class. 

Therefore, specific techniques such as oversampling, undersampling, or other methods must be applied to handle this imbalance before 

model training is conducted. 

 

 
Fig. 5: Descriptive Statistics of Fraudulent Transaction Amounts 

 

Based on Figure 3.6, the following analysis of fraudulent transaction statistics can be made: 

1. Average fraud transaction amount: 122.21 

2. Standard deviation: 256.68 (indicating large variation in fraud amounts) 

3. Minimum value: 0.00 (some fraudulent transactions have very small amounts) 

4. 25th percentile: 1.00 (25% of fraudulent transactions are less than or equal to 1.00) 

5. 50th percentile (median): 9.25 (half of fraudulent transactions are below 9.25) 

6. 75th percentile: 105.89 (75% of fraudulent transactions are below this value) 

7. Maximum value: 2,125.87 (some fraudulent transactions involve very large amounts) 

 

Conclusion: 

1. Most fraudulent transactions involve small amounts (median 9.25), but there are some with very large amounts (up to 2,125.87). 

2. Further analysis can be conducted to observe patterns of high-value fraudulent transactions. 

3. Histogram or boxplot visualizations can be used to better understand data distribution. 

 

Below is the source code used for data collection (Data Collecting): 

 

 
Fig 6: Source Code for Data Collecting 

4. Result 

In this stage, the system results will be discussed, covering the implementation and application of the analysis and system design 

presented in the previous chapter, as well as the devices required to run the application. 
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1. Login Screen 

This is the first screen displayed when the user opens the application, as shown in Figure 7. 

 

 
Fig. 7: Login Screen 

 

The login screen contains two input elements and two main buttons: 

a. Input Elements: 

Username Input 

Used to enter the registered username. The data entered is validated with the database to verify the user’s identity. 

Password Input 

Used to enter the user’s password. The password is validated to ensure secure access. 

b. Buttons: 

Login Button 

Performs verification of the entered username and password. If valid, the user is directed to the main page of the application. 

Sign Up Button 

Directs the user to the account registration page. Suitable for users who do not yet have an account. 

 

2. Sign Up Screen 

This screen appears when the user selects the Sign Up button on the login screen. It allows new users to register for access to the system, 

as shown in Figure 8. 

 
Fig. 8: Sign Up Screen 

 

The sign up screen contains five input fields and two buttons: 

a. Input Elements: 

Username Input – to set a unique username for login. 

Name Input – to enter the user’s full name. 

Phone Number Input – to enter an active phone number for verification or communication. 

Password Input – to set a secure account password. 

Confirm Password Input – to confirm the entered password. The system checks for consistency. 

b. Buttons: 

Sign Up Button – submits the registration data. The system validates before saving to the database. 

Have an Account? Login Button – redirects the user back to the login page if they already have an account. 
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3. Admin Home Screen 

After successfully logging in as an admin, the user is directed to the Admin Home page, which displays a summary of key transaction 

data analyzed by the system, as shown in Figure 9. 

 

 
Fig. 9: Admin Home Screen 

a. Displayed Information: 

Total Dataset – total number of transactions processed. 

Total Fraud – number of transactions identified as fraud by the Random Forest algorithm. 

Total Unfraud – number of transactions classified as normal. 

b. Bottom Navigation Bar: 

Home – displays the summary screen. 

Dataset – navigates to transaction dataset management. 

Profile – displays admin account info and provides account settings or logout. 

 

4. Dataset Screen 

This page is used to display and manage financial transaction datasets for fraud detection (Figure 10). 

 

 
Fig. 10: Dataset Screen 

Each dataset item shows attributes such as: 

Type (e.g., TRANSFER, CASH_OUT) 

Name Orig (origin account) 

Balance Orig (origin account balance before transaction) 

Name Dest (destination account) 

Balance Dest (destination account balance after transaction) 

Amount (transaction amount) 

Fraud (1 = fraud, 0 = non-fraud) 

Flag Fraud (fraud suspicion indicator before analysis) 

Buttons: 

Filter – search data by keyword. 

Add – add a new transaction entry. 

Edit – modify transaction data. 
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Delete – permanently remove a transaction entry. 

 

5. Filter Dialog Display 

This display is a pop-up dialog that appears when the user presses the Filter button on the dataset page. 

 

 
Fig.11: Filter Dialog Display 

 

Its function is to simplify the search for data based on specific keywords, such as source account name, destination account name, or 

transaction type. 

a. Input Element: 

Keyword Input: Used to enter the search keyword. The system will filter and display the dataset containing the keyword in any of the 

data columns. 

b. Buttons: 

Set Button 

Functions to apply the filter based on the entered keyword. Once pressed, the dataset display will be updated according to the search 

results. 

Cancel Button 

Used to close the filter dialog without applying any search, and return to the original dataset display. 

 

6. Add Dataset Page 

This page is used by the admin to add new transaction data into the system. The added data will become part of the dataset used in the 

fraud detection process with the Random Forest algorithm. 

 

 
Fig. 12: Add Dataset Page 

 

The input form consists of several transaction data fields, namely: 

a. Step 

    Input for the sequence step or simulation time when the transaction took place. 

b. Type 

    The type of transaction, such as TRANSFER, CASH_OUT, and others. 

c. Amount 

    The nominal amount of money being transacted. 

d. Name Orig 

    The source account name or sender of the funds. 

e. Old Balance Orig 

The initial balance of the source account before the transaction. 

f. New Balance Orig 

    The balance of the source account after the transaction. 
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g. Name Dest 

    The destination account name or receiver of the funds. 

h. Old Balance Dest 

    The initial balance of the destination account before receiving the funds. 

i. New Balance Dest 

   The balance of the destination account after receiving the transaction. 

j. Is Fraud 

   A binary value (0 or 1) indicating whether the transaction is fraudulent (1) or not (0). 

k. Is Flagged Fraud 

 

An additional binary value to mark whether the transaction is suspected of fraud prior to verification (1 for suspected, 0 for not). 

Buttons: 

a. Save Button 

    Used to save the new transaction data into the database once all fields are completed and validation succeeds. 

b. Cancel Button 

    Used to cancel the dataset addition process and return to the previous page without saving changes. 

 

7. Edit Dataset Page 

    This page is used by the admin to modify or update existing transaction information within the dataset. 

 

 
Fig. 13: Edit Dataset Page 

 

This page contains input elements similar to the Add Dataset Page, but with an additional special field, ID, which serves as the unique 

identifier of the transaction being edited. 

Input Elements: 

ID – A unique identifier for each transaction in the dataset. This field is read-only and cannot be changed, used to specify which data 

will be updated. 

Step – The sequence step or simulation time of the transaction. 

Type – The type of transaction, such as TRANSFER, CASH_OUT, etc. 

Amount – The amount of money transacted. 

Name Orig – The sender’s account name. 

Old Balance Orig – The initial balance of the source account before the transaction. 

New Balance Orig – The final balance of the source account after the transaction. 

Name Dest – The recipient’s account name. 

Old Balance Dest – The initial balance of the destination account before the transaction. 

New Balance Dest – The final balance of the destination account after the transaction. 

Is Fraud – Status indicating whether the transaction is fraudulent (1) or not (0). 

Is Flagged Fraud – Indicator whether the transaction is suspected of fraud (1) or not (0) before further analysis. 

Buttons: 

Update Button – Saves the changes made to the existing transaction data. 

Cancel Button – Cancels the editing process and returns to the previous page without saving changes. 

 

8. Delete Dialog 

This dialog appears when the admin presses the Delete button on one of the dataset entries. Its function is to confirm whether the data 

should indeed be permanently deleted from the system. This confirmation is important to prevent accidental deletions. 
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Fig.14: Delete Dialog 

 

Dialog Components: 

Confirmation Message 

Displays a question such as: 

"Are you sure you want to delete this transaction?" 

Buttons: 

a. Yes Button – Permanently deletes the transaction from the dataset. 

b. No Button – Closes the dialog without deleting anything. 

 

9. Admin Profile Page 

This page is used to display information about the currently logged-in admin account. 

 
Fig.15: Admin Profile Page 

 

The admin can view basic account details and perform security actions such as changing the password or logging out of the application. 

Displayed Information: 

a. Username – Displays the currently logged-in user’s name. 

b. Level – Displays the role or access rights of the user, e.g., admin. 

Buttons: 

a. Password Button – Opens the password change page or dialog. The admin can update the old password with a new one for account 

security. 

b. Logout Button – Logs out of the session and returns to the login page. 

 

10. User Home Page 

The User Home page is visually and functionally similar to the Admin Home page but intended for non-admin users. It presents a 

summary of fraud detection results accessible to general users. 
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Fig. 16: User Home Page 

Displayed Information: 

a. Total Dataset – Displays the total number of available transaction records. 

b. Total Fraud – Displays the number of transactions detected as fraudulent. 

c. Total Unfraud – Displays the number of transactions detected as non-fraudulent. 

 

Bottom Navigation: 

a. Home – To display this summary page. 

b. Dataset – To access the list of transaction datasets. 

c. Profile – To access the user account information page. 

 

11. Dataset Page 

This page is used to display a list of financial transaction datasets utilized in the fraud detection process. 

 
Fig. 17: Dataset Page 

 

Each item in the dataset list displays several important transaction attributes, namely: 

a. Type – The type of transaction, e.g., TRANSFER, CASH_OUT, etc. 

b. Name Orig – The source account name or identifier. 

c. Balance Orig – The balance of the source account before the transaction. 

d. Name Dest – The destination account name or identifier. 

e. Balance Dest – The balance of the destination account after the transaction. 

f. Amount – The amount of money transacted. 

g. Fraud – Status indicating whether the transaction is identified as fraudulent (1) or not (0). 

h. Flag Fraud – An additional indicator showing whether the transaction is suspected of being fraudulent. 

Buttons: 

a. Filter – Used to search for data based on specific keywords such as account names or transaction types, making it easier to find 

specific records within large datasets. 

b. Process – Used to run fraud detection on transactions. 

 

 

 

 

12. Detection Process Page 
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This page allows users to directly detect fraud based on input transaction data. The system processes the data using the Random Forest 

algorithm to predict whether the transaction is fraudulent or not. 

 

 
Fig. 18: Detection Process Page 

Input Elements: 

Users are asked to fill in several transaction parameters as input: 

a. Step – The simulation step time in numerical format (e.g., minute 1, 2, etc.). 

b. Amount – The transaction amount. 

c. Old Balance Orig – The initial balance of the source account before the transaction. 

d. New Balance Orig – The final balance of the source account after the transaction. 

e. Old Balance Dest – The initial balance of the destination account before receiving the funds. 

f. New Balance Dest – The final balance of the destination account after receiving the funds. 

 

Buttons: 

a. Process Button – Runs the fraud detection process based on the input data and displays the prediction result (fraud or non-fraud). 

b. Cancel Button – Cancels the detection process and returns to the previous page without processing the input. 

 

13. User Profile Page 

This page is used to display information about the currently logged-in user account. 

 

 
Fig. 19: User Profile Page 

 

Users can view their basic account details and perform security-related actions such as changing the password or logging out of the 

application. 

Displayed Information: 

a. Username – Displays the currently logged-in user’s name. 

b. Level – Displays the user’s role or access rights, e.g., regular user. 

Buttons: 

a. Password Button – Opens the password change page or dialog. Users can update their password for account security. 

b. Logout Button – Logs out and returns to the login page. 

14. Detection Result Notification Page 
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This page appears after the user presses the Process button on the Detection Process page. The system provides a notification showing 

the analysis results from the Random Forest algorithm based on the previously entered data. 

 
Fig.20: Detection Result Notification Page 

Notification Content: 

If the transaction is detected as fraudulent, the following text will appear: 

"The transaction is detected as fraudulent." 

If the transaction is not detected as fraud, the following text will appear: 

"The transaction is safe." 

Button: 

Close Button – Closes the notification and returns to the previous page. 

5. Conclusion  

The conclusions of this study are as follows: the Random Forest model has been proven capable of delivering high accuracy and 

robustness against overfitting, making it effective in identifying fraud patterns in financial transaction data. The Flutter interface ensures 

a consistent and interactive cross-platform experience, facilitating both administrators and users in maintaining datasets and performing 

independent detection. The real-time addition, editing, and deletion of datasets provide administrators with flexibility to maintain data 

quality and periodically retrain the model. However, the model’s performance is significantly affected by class imbalance, training time, 

and limited interpretability. In addition, reliance on API connections for inference may cause latency that disrupts the user experience. 
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