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Abstract

Digital file security has become increasingly crucial along with the rapid development of information technology. The Advanced
Encryption Standard (AES) 256 bit algorithm is a strong cryptographic solution; however, its effectiveness greatly depends on the quality
of the encryption key used. The use of weak keys can significantly reduce the level of security. This research aims to enhance the security
of the AES key generation process by integrating the development of a Key Derivation Function (KDF). The proposed KDF utilizes a 512
bit external key that is divided into two blocks, processed using an XOR operation, and subsequently transformed with the AES SubBytes
substitution to generate a more complex 256 bit derived key. The system is implemented as a desktop application with a graphical user
interface (GUI) using the Python programming language with the tkinter and cryptography libraries. The test results show that the
application successfully encrypts and decrypts various digital file formats (.pdf, .docx, .xIsx, .png, .mp3, and .mp4). Encrypted files cannot
be accessed and can only be restored to their original form through the decryption process with the correct key. The integration of this KDF
has proven effective in strengthening the key for the AES 256 algorithm, thereby providing an additional security layer to protect digital
files from unauthorized access.
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1. Introduction

Rapid developments in information technology have changed the way data is stored and exchanged, from personal documents to company
archives, most of which are now in digital file form. As a result, data security has become a crucial aspect of protecting information from
threats such as theft, modification, or misuse by unauthorized parties [1]. Cryptography offers a fundamental solution for maintaining data
confidentiality and integrity. One of the most widely adopted symmetric cryptography standards is the Advanced Encryption Standard
(AES), particularly the AES-256 variant, which is considered highly resistant to brute-force attacks due to its key length [2].

However, the strength of the AES algorithm is highly dependent on the quality of the encryption key used. Weak, easily guessed, or
insecurely generated keys can be a significant security vulnerability. To address this issue, a Key Derivation Function (KDF) is used as a
function to convert the initial input (such as a password or master key) into a more secure and random cryptographic key [3]. KDF
strengthens the key to resist dictionary attacks and brute-force attacks.

This research focuses on the design and implementation of a KDF method specifically developed to be integrated with the AES-256
algorithm. The proposed KDF method is designed to generate complex 256-bit keys from 512-bit external key inputs. The main objective
of this research is to integrate the KDF into a digital file encryption and decryption application, thereby providing an additional layer of
security to the key generation process and improving the overall security of digital files.

2. Theoretical Foundation

2.1. Cryptography

Cryptography is the study of mathematical techniques related to maintaining information security, such as maintaining confidentiality, data
integrity, and authentication. Cryptography is the process of using various techniques or sciences to protect the security of data, messages,
and information. Cryptographic algorithms are mathematical functions used to encrypt and decrypt data. There are two interrelated
functions, one used for encryption and the other for decryption [2].
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2.2. Advanced Encryption Standard (AES)

AES is a symmetric block cipher algorithm designed to provide a high level of security with a variety of key length options. Key lengths
in AES are available in 128-bit, 192-bit, and 256-bit, each of which affects the number of rounds and key structure. In AES-128, the key
length (Nk) consists of 4 words, each of which is 32 bits in size, resulting in a total key length of 128 bits. This algorithm uses a block size
of 128 bits and runs 10 rounds (Nr) during the encryption process [4].

The AES algorithm encryption process consists of four types of byte transformations, namely SubBytes, ShiftRows, MixColumns, and
AddRoundKey. At the beginning of the encryption process, the input that has been copied into the state will undergo the AddRoundKey
byte transformation. After that, the state will undergo the SubBytes, ShiftRows, MixColumns, and AddRoundKey transformations
repeatedly as many times as Nr. This process in the AES algorithm is called the round function. The last round is slightly different from
the previous rounds in that in the last round, the state does not undergo the MixColumns transformation.
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Fig. 1: AES Encryption Process Diagram

In the AES algorithm decryption process, the cipher transformation can be reversed and implemented in the opposite direction to produce
an inverse cipher that is easy to understand for the AES algorithm. The byte transformations used in the inverse cipher are InvShiftRows,
InvSubBytes, InvMixColumns, and AddRoundKey [2].
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Fig. 2: AES Decryption Process Diagram
2.3. Key Derivation Function (KDF)

A Key Derivation Function (KDF) is a fundamental cryptographic algorithm that serves to derive or generate one or more secure
cryptographic keys from an initial secret value, such as a password, master key, or private string. The main function of a KDF is to convert
input that may not be completely random into keys that have pseudorandom properties, so that they cannot be distinguished from random
binary strings of the same length. This process is crucial for protecting data during transmission or storage, as the generated keys will be
used by other cryptographic algorithms for encryption or authentication [3].
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3. Research Methods

The research methodology consists of several main stages, including literature study, KDF method design, integration with AES-256,
implementation in the form of an application, and system testing.

3.1. Key Derivation Function (KDF) Design

The proposed KDF method is designed to generate a 256-bit derived key from a 512-bit external key through a series of simple but effective
cryptographic operations. The steps of the process are as follows:

1. External Key Input: The system accepts input in the form of an external key with a length of 512 bits (64 bytes).
Key Segmentation: The 512-bit key is divided into two equal blocks, Block 1 and Block 2, each with a length of 256 bits (32
bytes).

3.  XOR operation: A bitwise XOR operation is performed between Block 1 and Block 2. This operation aims to randomize and
combine information from both parts of the key, resulting in a new 256-bit block whose value depends on the entire input key.

4. SubBytes Transformation: The result of the XOR operation is then processed through a SubBytes transformation identical to that
used in the AES algorithm. Each byte of the XOR result is substituted using the standard AES S-Box table. This step adds non-
linearity to the key derivation process, making it more resistant to cryptographic analysis.

5. Derived Key Output: The final result of the SubBytes transformation is a 256-bit derived key that is ready to be used for the AES
encryption process.

3.2. KDF Integration with AES-256 Encryption and Decryption

The 256-bit derived key generated by the KDF is used as the master key (cipher key) for the AES-256 encryption algorithm. The process
flow for encrypting digital files after the key is generated is as follows:

1. Input File and Key: The user selects the digital file to be encrypted and enters a 512-bit external key.
. Key Generation: The system runs the KDF process as described in the previous subsection to generate a 256-bit derived key.
3. AES Key Expansion: A 256-bit derived key is used in the AES key expansion process to generate 14 round keys that will be
used in each encryption round.
4. Encryption Process: Digital files are read and processed in 128-bit blocks. Each block of data undergoes 14 rounds of AES
transformation (SubBytes, ShiftRows, MixColumns, AddRoundKey).
5. Cipherfile Output: All encrypted blocks are combined to form a cipherfile (encrypted file).
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Fig. 3: KDF Integration Flowchart in the AES Encryption Process

The decryption process is the reverse of the encryption process. The user enters the cipherfile and the same 512-bit external key. A 256-
bit derived key will be regenerated through KDF, then used to decrypt the file back to its original form through the inverse AES
transformation.
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Fig. 4: KDF Integration Flowchart in the AES Decryption Process

3.3. System Implementation
This system is implemented as a desktop application with a graphical user interface (GUI) using the Python programming language. The

tkinter library is used to build the interface, while the KDF and AES-256 cryptographic processes are implemented using the cryptography
library, which provides modern and secure cryptographic functions.

4. Results and Discussion

The developed application provides three main functionalities: key generation (Generate Key), file encryption (Encrypt), and file
decryption (Decrypt), which can be accessed through the main interface as shown in the following figure.
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Fig. 5: Decryption Form

Functionality testing was conducted on various common digital file formats, including .pdf, .docx, .xIsx, .png, .mp3, and .mp4. The test
results showed that the application successfully encrypted all of these file formats. Encrypted files cannot be opened or accessed by their
standard applications, indicating that the file structure has been successfully altered and its contents secured. Furthermore, the encrypted
files were successfully restored to their original form through a decryption process using the correct key.

Table 1 shows the visual results of the encryption and decryption processes on several file formats. The “Original File” column displays
the file before processing, the “Encrypted File” column shows the condition of the file after encryption (cannot be opened), and the
“Decrypted File” column displays the file that has been successfully recovered.

Table 1. Encryption and Decryption Test Results on Various File Formats

File Asli

File .pdf

File Hasil Enkripsi File Hasil Dekripsi
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These results prove that the integration of the proposed KDF method with the AES-256 algorithm works successfully. The generated
keys are able to secure and recover data correctly, demonstrating that this method is effective and can be implemented for digital file
security needs.

5. Conclusion

This research successfully integrated a Key Derivation Function (KDF) development with the AES-256 algorithm for digital file security.
The proposed KDF method effectively generates complex 256-bit derived keys from 512-bit key inputs through a combination of XOR
operations and SubBytes transformations. The implementation of the system in the form of a Python-based desktop application has been
proven capable of correctly encrypting and decrypting various digital file formats, such as .pdf, .docx, .png, and others. Encrypted files
cannot be accessed without a decryption process using the correct key, confirming that this integration provides an additional functional
layer of security to protect data from unauthorized access.
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