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Abstract 

 

This research aims to develop a text file security system using the NTRU cryptographic algorithm. This process begins with understanding 

the basic principles of NTRU, which uses a polynomial-based mathematical structure to generate key pairs. The public key is used to 

encrypt text files, while the private key is used to decrypt them. The research stages include generating public-private keys, followed by 

the process of encrypting text files into ciphertext and decrypting to restore the files to their original form. The result of this research is a 

system capable of effectively securing text files using NTRU encryption. This system is expected to contribute to improving digital 

information security, especially in protecting the confidentiality of text files. This research report will provide insights and detailed steps 

regarding the implementation of NTRU. This research is expected to be a guide for developers and researchers in implementing NTRU to 

strengthen broader data security. 
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1. Introduction 

Text file security in web applications faces complex challenges due to increasing data leaks, the continued prevalence of web application 

vulnerabilities, the high value of sensitive data in text files, and technological developments that have the potential to undermine 

conventional cryptographic systems. Therefore, a comprehensive security approach involving strong encryption, strict access control, and 

continuous security monitoring is required. Given these threats, a cryptographic algorithm is needed that can secure data effectively and 

efficiently. Although various cryptographic algorithms have been widely used, they have significant weaknesses. These limitations present 

a challenge for web application developers who require solutions that are not only secure but also efficient and easy to implement. 

 

As a solution to existing data security issues, this study implements the NTRU cryptographic algorithm to protect text files. This process 

begins with understanding the basic principles of NTRU encryption, which uses a polynomial-based mathematical structure and modulus 

to generate public and private keys. In the initial stage, keys are generated through the NTRU algorithm. This uses a public key to encrypt 

a text file, while a private key is used to decrypt it. The securely embedded text file then undergoes an encryption process where the original 

data is converted into a form that cannot be read without the appropriate key. This process involves selecting appropriate parameters to 

ensure security and efficiency, such as the key size and the complexity of the polynomial used. NTRU also offers a strong level of security 

thanks to its lattice- based structure , which makes it resistant to attacks. This analysis is expected to provide recommendations for the use 

of NTRU in various contexts and contribute to the development of secure and efficient encryption solutions. 

 

The NTRU algorithm is an asymmetric algorithm. Asymmetric algorithms have different keys during the encryption and decryption 

process, namely the public key and the private key. The public key is a key that is published and can be known to everyone, while the 

private key is a key that is kept secret and can only be understood by one person. The security level of the NTRU algorithm lies in the use 

of polynomials during the operation process, as well as the difficulty of finding short vectors from a lattice [1] . According to [2] NTRU is 

an open-source public-key cryptosystem that uses lattice-based cryptography to encrypt and decrypt data. Unlike other popular public-key 

cryptosystems, this system is resistant to attacks using Shor's Algorithm and its performance has been proven to be much better. According 

to [3] NTRU is based on a certain polynomial ring algebraic structure. 

 

The implementation of NTRU cryptography in this study will follow several key stages. First, the generation of a public and private key 

pair. NTRU works by utilizing a truncated polynomial ring, which allows for efficient mathematical operations. The key generation process 

involves selecting three polynomials, namely f , g , and h , with f and g as the private keys and h as the public key. After the keys are 

generated, the text file is encrypted with the public key H. This encryption process involves multiplying the message polynomial by the 

public key, followed by a modular operation. Next, the resulting ciphertext is decrypted with the private keys F and G. to restore the 
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message to its original plaintext form . Examining various NTRU parameters, such as polynomial degree and modulus, to optimize system 

performance and security according to the specific requirements of text file security. 

 

This research produces a system that can secure text files using NTRU encryption. This system is expected to contribute to improving 

digital information security, particularly in protecting the confidentiality of text documents. This study will provide a detailed report on the 

implementation of the NTRU algorithm to protect text files. This report includes the technical steps for generating public and private keys, 

as well as the encryption and decryption steps. Thus, this report is expected to provide practical insights and recommendations for 

developers and researchers who wish to apply NTRU in a broader data security context. 

2. Research methodology 

To assist in the preparation of this research, a clear framework with clear stages is needed. This framework outlines the steps to be taken 

to resolve the problem under discussion. The research methods used are : 

Mempelajari literatur

Pengumpulan data

Merancang sistem

Pengujian sistem

 

Fig. 1: Research Methodology 

 

From the flow diagram in the image above, the stages of this research can be described as follows: following: 

1. Studying Literature: At this stage, a search is carried out for theoretical foundations obtained from various books and the internet to 

complete the vocabulary of concepts and theories, so that it has a good and appropriate foundation and knowledge. 

2. Data Collection: Data collection by using or collecting written sources , by reading, studying and noting down important things from 

books, journals and the internet that are related to the problem being discussed in order to obtain a theoretical overview. 

3. Designing the System: At this stage, the system is designed using Python 3 with the Django framework. 

4. System Testing: At this stage, the previously designed application has been completed and the system testing stage is carried out to 

determine whether there are any errors or damage to the system that has been designed. 

3. Results and Discussion 

3.1. Discussion 

A Number Theoretic Transform Unit (NTRU) cryptographic implementation designed to secure text files. The goal of this implementation 

is to address data security challenges, particularly text files that are vulnerable to leaks. Based on testing results, the system successfully 

encrypted and decrypted text files . 

 

3.2. Implementation 

This research aims to implement a system to secure text files using NTRU cryptography. Based on a structured methodology, the system 

was successfully implemented using the Python 3 programming language with the Django framework . The implementation of Number 

Theoretic Transform Unit (NTRU) cryptography is carried out to secure text files with three main stages. First, key generation, where a 

public and private key pair is generated from a polynomial structure. The public key is used to encrypt messages, while the private key is 

used to decrypt them. Second, encryption, where the original text file is converted into ciphertext through a polynomial multiplication 
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process with the public key. Finally, decryption, where the ciphertext is returned to plaintext (the original text) using the generated private 

key. 

3.3. System Trial 

After implementing the system, the next step is to test the developed system. This testing aims to ensure that each feature in the system 

functions correctly and as expected. The following are the results of the testing: Account Registration Test 

1. Encryption Process Trial 

 

encryption process trial is the testing stage for To ensure that the NTRU cryptographic system can take a text file and convert it 

into a secure, unreadable encrypted form. The user can select the file to be encrypted, in this example the arta.doc journal file. The 

system will then process the file to be encrypted. Once the process is complete, a .zip file will be downloaded containing the encrypted 

file and its key. The encryption calculation process will be displayed on the page. 
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Fig. 2: Decryption process trial 

 

2. Decryption Process Trial 

 

This test is to ensure that the NTRU cryptographic system can restore previously encrypted files to their original form (text files), 

using the appropriate private key. Users can select the file encryption option then users can select the encrypted file and the key file 

that has been downloaded during file encryption, users can directly click the decryption and download button then the system will 

process the file and the decrypted file can be downloaded by the user, and the decryption calculation process will be displayed 
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Fig 3: Decryption process trial 

 

 

3. About Page Test 

 

In this section, users can select the about menu in the system navigation, then the page will display information from the creator 

of this system. 
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Fig. 4: Encrypted message test 

4. Conclusion 

Based on all stages of system design, implementation, and testing that have been carried out, it can be concluded that the implementation 

of NTRU cryptography has been successfully applied to secure a text file. This success is proven by system testing that shows the results 

of the encryption and decryption process on the text file, so that the security of the text file can be maintained from unauthorized access. 

System testing shows that all features such as about, encryption and decryption of files function properly . 
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