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Abstract

The development of information technology in higher education institutions poses significant security risks to digital assets, including the
Department of Information Systems website at UPN “Veteran” Jawa Timur. This study aims to identify, analyze, and evaluate information
security risks using the quantitative Annual Loss Expectancy (ALE) method. This method measures risk based on the parameters of Asset
Value (AV), Exposure Factor (EF), and Annualized Rate of Occurrence (ARO). The analysis was conducted on four main risk categories:
service disruption, device damage, data loss, and system security threats. The results of the study show that information system security
threats have the highest potential loss of IDR 81,750,000 per year. After simulating mitigation measures, the annual loss value (ALE
Projected) decreased dramatically in all categories. The investment feasibility evaluation using Return on Investment (ROI) resulted in a
ratio above 2:1 for all categories, with the highest value of 3.10 in handling security threats. This shows that the proposed security
investment is very feasible to implement in order to ensure the continuity of academic services and protect the department's information
assets.
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1. Introduction

The development of information technology has encouraged universities to adopt web-based information systems to support academic and
administrative activities[1]. One form of application of this technology is the Department Information System, which is used to manage
academic data such as student data, lecturer data, lecture schedules, and other supporting information. This system plays an important role
in supporting the smooth running of academic processes within the department.

However, the use of web-based information systems also presents various information security risks, such as service disruptions, data leaks,
malware attacks, and system damage due to technical and non-technical factors [2]. These risks can result in disrupted academic services,
loss of important data, and decreased user confidence in the information system. Similar research found 26 security risks in university
information systems, with 4 medium-level risks requiring mitigation priority [3]. Therefore, efforts are needed to identify and analyze
information security risks in a systematic and measurable manner [4].

One quantitative approach to analyzing information system security risks is Annual Loss Expectancy (ALE), which is recognized as a
standard method in ISRA based on the latest SLR[5]. This method involves several parameters, such as asset value, exposure factor, and
annualized rate of occurrence, so that the results of the analysis can be used as a basis for decision making in determining risk mitigation
measures [6].

Based on this background, this study aims to analyze information system security risks using the Annual Loss Expectancy (ALE) method
with a case study on the Information Systems Department website of UPN “Veteran” Jawa Timur. The results of this study are expected
to provide an overview of the level of risk and recommendations for effective system security measures to reduce the vulnerability of
information security threats [7].
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2. Basic Theories

Risk management is a process carried out to reduce the possibility of risks occurring and minimize the impact of losses that may be incurred
on organizational assets[8]. In the context of information system security, risk management aims to protect information assets from various
threats that can compromise the confidentiality, integrity, and availability of information.

Each possible risk has a different level of impact and probability. Therefore, certain parameters are needed to determine the severity of the
risk [9]. In general, risk can be analyzed through two approaches, namely qualitative analysis and quantitative analysis. Qualitative analysis
assesses risk based on categories or levels (such as low, medium, and high), while quantitative analysis measures risk based on numerical
values, particularly in financial units [10]. Examples are as follows:

Table 1: Adjective table (assumed value).[1]

ALE (Annualized Rate of Occurrence) | Financial Value
Very Low More than £1,000
Low £1,000 - £ 10,000
Low/Medium £10,000 - £50,000
Medium £ 50,000 - £100,000
Medium/High £100,000 - £500,000
High 500,000 - £1,000,000

Quantitative ALE risk analysis uses impact and probability parameters, although probability estimates are subjective, as evaluated in the
ISRA study [5]. These parameters are then used to derive the Single Loss Expectancy (SLE) value. SLE represents an estimate of the
amount of financial loss that would be incurred if a disaster occurred once.

The Annualized Rate of Occurrence (ARO) is an estimate of the frequency with which a risk may occur in a year [11]. For example, if a
risk occurs once in 10 years, the ARO value is 0.1. Exposure Factor (EF) is the percentage of asset loss caused by threat identification,
with a value range of 0% to 100% [12]. This quantitative approach is in line with risk analysis using ISO 27005, which identifies and
mitigates threats to information assets [13]. Then, Asset Value (AV) describes the value of assets in monetary or financial units. The assets
in question include all components, both tangible and intangible, that play a role in supporting the continuity of organizational activities
[14]. Based on these parameters, the Single Loss Expectancy (SLE) value is formulated as follows:

SLE = AV x EF
Furthermore, the relationship between SLE and Annual Loss Expectancy (ALE) is expressed by the following equation [15]:

ALE = SLE x ARO

Return on Investment (ROI) is the ratio between the benefits or value obtained from an investment and the total costs incurred. In the
context of information security risk analysis, ROI is used as a basis for decision-making to determine the feasibility of implementing risk
control measures [11. Return on Investment (ROI) = (ALEcurrent - ALEprojected) / Annual Cost An investment is considered feasible if
> 2:1, consistent with the analysis that ROI becomes a ‘guide on whether the action is feasible to implement’ after calculating ALE [16]
Mathematically, the ROI value is formulated as follows:

ROI = (ALEcurrent — ALEprojected) / Annual Cost Investment

The ALEcurrent value is an estimate of annual losses before risk mitigation measures are implemented, while ALEprojected shows the
estimated annual losses after risk control measures are implemented.

3. Analysis

The author conducted a risk analysis using a case study of the Information Systems Department website at UPN “Veteran” East Java. This
system is used as a medium for delivering academic and non-academic information, supported by network infrastructure and servers that
support its operations. The table of adjectives used to estimate ALE for the Information Systems Department website of UPN “Veteran”
Jawa Timur is as follows:

Table 2: Table of ALE estimation adjectives for the Information Systems Department website of UPN “Veteran” Jawa Timur

ALE (Annualized Rate of Occurrence) | Financial Value (IDR)
Very Low 0—5.000.000
Low 5.000.000 — 25.000.000
Low / Medium 25.000.000 — 75.000.000
Medium 75.000.000 — 150.000.000
Medium / High 150.000.000 — 300.000.000
High >300.000.000

The assets analyzed on the UPN “Veteran” Jawa Timur Information Systems Department website consist of hardware, software, data, and
supporting system infrastructure. Based on the results of the asset identification, the author then conducted a risk analysis to estimate the
potential annual losses that might occur.
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The ALE value estimates were grouped based on the likelihood of risks that could occur, such as system service disruptions, device damage,
data loss, and information security threats. From the ALE calculation results, the Return on Investment (ROI) value was then calculated to
determine whether the proposed risk management measures were feasible and appropriate to implement [17].

3.1. Service Disruption
It is estimated that there will be 6 service disruptions in 1 year on the UPN “Veteran” Jawa Timur Information Systems Department website.
These service disruptions can be caused by server overload [18], system configuration errors, or internet network disruptions, which result

in users being unable to access the information system. The ARO (Annual Rate of Occurrence) value used is 6/1 = 6.

Table 3: Table ALEcurrent for service disruption risk

Unit Value Total Value . . EF ARO ALE current
No. Item Total (IDR) (IDR) Classification (%) SLE (IDR) (IDR)
1. Server 1 15.000.000 15.000.000 System 20 3.000.000 6 18.000.000
2. Router 1 5.000.000 5.000.000 Network 15 750.000 6 4.500.000
3. Switch 2 3.000.000 6.000.000 Network 15 900.000 6 5.400.000
4, Database 1 20.000.000  20.000.000 Data 10 2.000.000 6 12.000.000
System
5. Web . 10.000.000 10.000.000 Application 10 1.000.000 6 6.000.000
Application
Total annual losses 45.900.000
Measures taken to reduce the risk of service disruption (Annual Cost Investment):
Table 4: Handling service interruption risks

No. | Handling Actions Cost (IDR)

1. Upgrade internet bandwidth 8.000.000

2. Server monitoring implementation 5.000.000

3. Periodic system and network maintenance 6.000.000

4. Automatic system and database backup 4.000.000

Total 23.000.000

After implementing risk management measures, it is estimated that the level of service disruption can be reduced so that the ARO value
decreases to twice a year.

Table 5: Table ALE projected for service disruption risk

Total Value EF ARO ALE gjected
No. Item (IDR) (%) SLE (IDR) (IDR)
1. Server 15.000.000 10 1.500.000 2 3.000.000
2. Router 5.000.000 5 250.000 2 500.000
3. Switch 6.000.000 5 300.000 2 600.000
4. Database 20.000.000 5 1.000.000 2 2.000.000
System
5. Web . 10.000.000 5 500.000 2 1.000.000
Application
Total annual losses 7.100.000

So, from the data above, we get the ROI value: (45,900,000 — 7,100,000) / 23,000,000 =1.68 =2 : 1

3.2. Device Damage
It is estimated that there will be 4 device failures in 1 year at the Information Systems Department website of UPN “Veteran” Jawa Timur.
These device failures can be caused by the age of the devices, overheating, power surges, or misuse. The impact of this risk is disruption

to information system operations and a decline in service performance. The ARO (Annual Rate of Occurrence) value used is 4/1 =4..

Table 6: Table ALEcurrent for device damage risk

Unit Value Total Value . . EF ALE current
No Item Total (IDR) (IDR) Classification %) SLE (IDR) ARO (IDR)

1. Server 1 15.000.000 15.000.000 System 30 4.500.000 4 18.000.000

2. Router 1 5.000.000 5.000.000 Network 25 1.250.000 4 5.000.000

3. Switch 2 3.000.000 6.000.000 Network 25 1.500.000 4 6.000.000

4, Hsa;fvd;jk 2 2.500.000 5.000.000 Hardware 40 2.000.000 4 8.000.000
Power

5. 1 2.000.000 2.000.000 Hardware 30 600.000 4 2.400.000
Supply

Total annual losses 39.400.000

Measures taken to reduce the risk of Device Damage (Annual Cost Investment):

Table 7: Handling the risk of device damage
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No. | Handling Actions I Cost (IDR) I
1. Procurement of UPS and electrical stabilizers 6.000.000
2. Periodic hardware maintenance 5.000.000
3. Gradual replacement of obsolete equipment 7.000.000
4. Provision of spare parts 4.000.000
Total 22.000.000

After implementing risk management measures, it is estimated that the frequency of device damage can be reduced so that the ARO value
decreases to once per year, and the level of impact of losses is also reduced.

Table 8: Table ALE projected for device damage risk
Total Value EF ARO ALEprojected
No. Ttem (IDR) (o4 | SLEDR) )
1. Server 15.000.000 15 2.250.000 1 2.250.000
2. Router 5.000.000 10 500.000 1 500.000
3, Switch 6.000.000 10 600.000 1 600.000
4, Harddisk 5.000.000 15 750.000 1 750.000
Server
3 Power 2.000.000 10 200.000 1 200.000
Supply
Total annual losses 4.300.000

So, from the data above, we get the ROI value: (39,400,000 — 4,300,000) / 22,000,000 =1.60~2: 1

3.3. Data Loss

It is estimated that within one year, there will be two incidents of data loss on the UPN “Veteran” Jawa Timur Information Systems
Department website. This data loss can be caused by storage device failure, human error, malware attacks, or backup processes that do not
run properly [19]. This risk results in the loss of important system data, such as user data, website content data, and system configurations.

The ARO (Annual Rate of Occurrence) value used is 2/1 = 2.

Table 9: Table ALEcurrent for data loss risk

Unit Value Total Value e EF ARO ALEcurren
No. Item Total (IDR) (IDR) Classification (%) SLE (IDR) (IDR)
1. Server 15.000.000 15.000.000 System 30 4.500.000 2 9.000.000
2. Hg‘;ff;ik 2.500.000 5.000.000 Hardware 40 2.000.000 2 4.000.000
4, Database 20.000.000  20.000.000 Data 50 10.000.000 2 20.000.000
System
5. Web . 10.000.000 10.000.000 Application 20 2.000.000 2 4.000.000
Application
Total annual losses 37.000.000
Measures taken to reduce the risk of data loss (Annual Cost Investment):
Table 10: Data loss risk management
No. | Handling Actions Cost (IDR) I

1. Implementation of daily automatic backups 6.000.000

2. Provision of external backup media 5.000.000

3. Implementation of data recovery and restoration 4.000.000

procedures
4. Data management and system security training 3.000.000
Total 18.000.000

After implementing risk management measures, it is estimated that the possibility of data loss can be reduced so that the ARO value

decreases to 1 time per year and the EF value also decreases.

Table 11: Table ALEprojected for data loss risk

Total Value EF ARO ALE projected

No. Ttem (DR (o) | SLEUDR) s
1. Server 15.000.000 10 1.500.000 1 1.500.000

2. Router 5.000.000 15 750.000 1 750.000
Database 20.000.000 15 3.000.000 1 3.000.000

System
Web
. 10.000.000 10 1.000.000 1 1.000.000
Application

Total annual losses 6.250.000

So, from the data above, we get an ROI value of: (37,000,000 — 6,250,000) / 18,000,000 =1.71=2: 1



2838 Journal of Artificial Intelligence and Engineering Applications

3.4. Information System Security Threats

It is estimated that within one year there will be three threats to the information system security of the Information Systems Department
website at UPN “Veteran” Jawa Timur. These threats may take the form of malware attacks, hacking attempts, data theft, or misuse of
access rights [18]. The impact of these risks is data leakage, system damage, and disruption of user confidence in the information system.
The ARO (Annual Rate of Occurrence) value used is 3/1 = 3.

Table 12: Table ALEcurrent for information system security threat risks

Unit Value Total Value . . EF ARO ALE current
No. Item Total (IDR) (IDR) Classification (%) SLE (IDR) (IDR)

1. Server 1 15.000.000 15.000.000 System 40 6.000.000 3 18.000.000

2. Database 1 20.000.000 20.000.000 Data 35 7.000.000 3 21.000.000
System

Wweb 10.000.000 10.000.000 Application 30 3.000.000 3 9.000.000

Application

4, User Data 1 25.000.000 25.000.000 Data 40 10.000.000 3 30.000.000

Internet 1 5.000.000 5.000.000 Network 25 1.250.000 3 3.750.000
network

Total annual losses 81.750.000

Measures taken to reduce the risk of a potential Information System Security Threat (Annual Cost Investment):

Table 13: Information System Security Threat Risk Management
No. | Handling Actions | Cost (IDR) I
Implementation of firewalls and intrusion

1. . 8.000.000
detection systems
5 Use of licensed antivirus and anti-malware 5.000.000
software
3. Periodic information system security audits 6.000.000
4. Information security training for administrators 4.000.000
Total 23.000.000

After implementing risk management measures, it is estimated that the level of threat to information system security can be reduced so that
ARO decreases to once per year and the level of impact of losses also decreases.

Table 14: Table ALEprojected for information system security threat risks

Total Value EF ARO ALE prgjected
No. Item (IDR) (%) SLE (IDR) (IDR)

1. Server 15.000.000 15 2.250.000 1 2.250.000

2. Database 20.000.000 15 3.000.000 1 3.000.000
System

Web 10.000.000 10 1.000.000 1 1.000.000

Application
4, User Data 25.000.000 15 3.750.000 1 3.750.000
3 Internal 5.000.000 10 500.000 1 500.000

Network

Total annual losses 10.500.000

So, from the data above, we get the ROI value: (81,750,000 — 10,500,000) / 23,000,000 =3.10= 3 : 1

4. Conclusion

Based on the results of information system security risk analysis using the Annual Loss Expectancy (ALE) method on the Information
Systems Department website of UPN “Veteran” Jawa Timur, it can be concluded that the information system has various potential risks
that can cause annual financial losses, including service disruptions, device damage, data loss, and information system security threats. The
ALE method, which considers asset value, exposure factor, and annualized rate of occurrence, provides a quantitative picture of the
potential losses that an organization may experience. Of the four risks analyzed, information system security threats are the risks with the
highest loss value [15], amounting to IDR 81,750,000 per year, which is classified as Low/Medium to Medium based on the ALE adjective
table, so it needs to be a top priority in risk control.

The implementation of the proposed risk mitigation measures has been proven to significantly reduce the projected ALE value across all
risk categories. Mitigation priorities for 13 medium-high risks (such as application and data servers) are recommended in similar data
center assessments [20]. The Return on Investment (ROI) calculation results show that all risk management measures produce an ROI
value of > 2:1, even for information system security threats, which reach a ratio of 3:1, indicating that the security investments made are
feasible and economically viable. Thus, the ALE method can be used effectively as a basis for decision-making in information system
security risk management, particularly in determining the priority of risk control that has a significant impact on financial losses and the
continuity of the department's information system services.
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