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Abstract

With the development of Blockchain technology, for example, the Solana Blockchain has generated enormous amounts of data and
possesses the 5Vs of Big Data: volume, velocity, value, veracity, and variety. This has brought challenges, for example, in distinguishing
transactions carried out by humans from automated bots that often carry out market manipulation or Sybil attacks. Therefore, this research
aims to detect bot activity on the Solana network by applying data mining techniques, namely the K-Means Clustering algorithm. From
the large transaction data that will be extracted only a portion from the public Solana dataset in BigQuery, it will then be processed through
a preprocessing stage to normalize the data and simplify complex data into simpler variables before being grouped. Because the extracted
data is in the form of unlabeled data groups (unsupervised data), the Clustering Method is used because of its ability to recognize data
groups based on behavioral or characteristic similarities without requiring initial data labels (unsupervised learning). The main variables
used for the grouping process include transaction frequency, inter-arrival time (inter-transaction), and the number of unique program
interactions. The results of this analysis are expected to map transaction accounts into several clusters based on their transaction patterns,
allowing for the classification of bots and humans. This research is expected to demonstrate that Big Data infrastructure such as Google
Cloud, using data mining techniques (Clustering), can be used to maintain the security and integrity of the blockchain ecosystem.
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1. Introduction

The Solana Blockchain is one of the largest blockchains, processing up to thousands of data points per second, which is characteristic of
big data: Volume, Velocity, and Variety [2]. However, this high data processing speed creates a loophole for bots to exploit to carry out
Sybil attacks and manipulate transactions that damage the blockchain ecosystem. The sheer volume of transactions per second makes it
impossible to manually identify these bots.

Therefore, this study adopted a solution, namely using a data mining method. This data mining method, namely K-means Clustering, is
considered effective in classifying transaction patterns carried out by humans and those carried out by bots [5]. By using variables such as
transaction frequency and time patterns, this algorithm can separate clusters of transactions carried out by bots from those carried out by
humans maintaining the Blockchain.

2. Theoretical Review

2.1. Data mining and big data

Data mining is the process of extracting valuable information from large amounts of data that are hidden or not directly visible using certain
methods [3]. This science functions to find patterns, trends, and relationships in data that are impossible to detect using manual methods
[4]. One of the main methods of data mining is Clustering, a method that groups data into certain groups (clusters) based on their similarities
[5].
The main characteristic of the K-means algorithm that makes it suitable for this Blockchain case is its ability to process large amounts of
data quickly and is able to identify and group based on pattern similarities to distinguish bot transactions from human ones [5]. The concept
of big data has 5V characteristics [2]:

1. Volume: Big data is incredibly large, reaching petabytes. In the Solana Blockchain, this massive data is reflected in transaction

data, which can amount to millions per day.


https://ioinformatic.org/
https://issn.brin.go.id/terbit/detail/20211008340993531
mailto:bryanttinambunan12@gmail.com
mailto:hafizhammufti123@gmail.com
mailto:ahmadzulfann2021@gmail.com
mailto:radenainggolan05@gmail.com

3704 Journal of Artificial Intelligence and Engineering Applications

2. Velocity: Describes how fast the system processes data, such as the Solana Blockchain which can process incoming transaction
data every second in real-time.

3. Variety: Showing data variations or different data formats. In the Solana Blockchain, this is reflected in the numerous tables,
such as transaction tables.

4. Veracity: Describes how accurate or reliable data is. In the Solana Blockchain, data comes from Google BigQuery, which is
guaranteed to be accurate.

5. Value: Reflecting how much valuable information can be extracted from such large amounts of data.

2.2. Clustering

In the world of data processing, clustering is known as a data mining tool that functions to map data into groups based on certain shared
characteristics. The essence of this technique is to ensure that data within a group (cluster) is as similar as possible, while minimizing
differences between groups.

Because it works without requiring pre-existing labels or categories, clustering is classified as an unsupervised learning method. On a big
data scale, this technique is crucial for uncovering initially invisible patterns in complex data sets. Its applications are broad, ranging from
analyzing consumer behavior and market segmentation to strengthening the security of computer networks and blockchain systems.

For example, in the blockchain ecosystem, clustering allows us to group digital wallet addresses based on their activity trends. This makes
it easier to identify whether a transaction was made by a regular user or is an indication of a cyberattack such as a bot or Sybil attack [12].
One of the most popular approaches in this study is K-Means Clustering. This algorithm operates by dividing the data into a predetermined
number of clusters (K). The process begins by determining the center point, or centroid, and then each data point is drawn to the closest
centroid.

2.3. K-Means

The K-Means algorithm is one of the most widely used clustering techniques due to its efficiency and simplicity in handling large-scale
data. Technically, the clustering procedure follows these systematic steps:

Centroid Initialization: Randomly selects an initial center point called the centroid.
Data: Each data point is assigned to the group that has the closest distance to its centroid.

Centroid Update: The centroid position is recalculated from the average position of all data in the group.

bl

Convergence Iteration: The steps are repeated until the centroid position is stable or no longer experiences significant shifts.
One technical obstacle is the vulnerability to outliers, which can significantly shift the centroid position. To address this, the use of
validation methods such as the Silhouette Score is crucial.

2.4. Silhouette Score

Clustering results cannot be immediately considered valid without quality testing. This is where the Silhouette Score comes into play as an
evaluation parameter to measure how precisely a piece of data fits into its cluster compared to other clusters. This method, introduced by
Peter J. Rousseeuw in 1987, works by calculating the ratio of the internal distance of a cluster to the distance to its nearest neighboring
cluster.

Simply put, the Silhouette Score compares two values: the average distance of a data point from other data points in the same cluster and
the average distance of that data point from the nearest data point in the cluster. This calculation produces a value ranging from —1 to 1.

The interpretation of the Silhouette Score value is as follows:
1. Values close to 1 indicate that the data is in the correct cluster and has a clear separation from other clusters.
2. Values close to 0 indicate that the data is between two clusters so the separation is less clear.
3. Values approaching —1 indicate that the data is likely to be in an inappropriate cluster.

In practice, the Silhouette Score serves as a primary guide for researchers in determining the ideal number of clusters (K) in the K-Means
algorithm. This evaluation technique is highly effective in network behavior research, such as separating organic human transactions from
suspicious anomalous activity within the blockchain.

2.5. Sybil Attack

Wireless Sensor Networks (WSNs) have significantly improved the quality of human life. This technology allows individuals to
communicate with distant devices without requiring a direct physical connection. This technological advancement allows various devices
to interact with each other remotely, allowing for more efficient and practical activities.

However, this ease of interaction is not without its challenges. WSNs are vulnerable to various security threats, such as hacking and virus
attacks. These vulnerabilities can be exploited by malicious parties to compromise the network's functionality and integrity.

One such malicious activity is a Sybil attack. In this attack, a single node in the network impersonates several different nodes. By creating
these false identities, the attacker attempts to infiltrate the network and establish connections with legitimate nodes. This intrusion allows
the attacker to manipulate network routing data, potentially using it for malicious purposes.
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2.6. Blockchain

a technique to improve data security on a Blockchain-based Wireless Sensor Network. They use a microcontroller to connect various
sensor nodes, and the security of the system is improved by utilizing blockchain technology.

In this system, the proposed method functions as a private cloud data center that visualizes data uploaded by sensors in the form of graphs
and tables. The integration of blockchain technology with wireless sensor networks is detailed in the study.

To simplify blockchain security, the encryption method is changed from asymmetric to symmetric. The proposed method is divided into
several stages to integrate Wireless Sensor Networks with Blockchain. The main stages are described as follows:

1. Data Collection and Processing: In the methodology to improve the security and reliability of Wireless Sensor Network by using
Blockchain, the process begins with the data collection and processing stage.

2.  Wireless Sensor Network Configuration: Wireless Sensor Network Configuration is another important step in the proposed
methodology. In this stage, each node in the network is randomly assigned coordinates to ensure a diverse and expansive network
layout.

3. Integration with Blockchain: The next step is integration with Blockchain. The process is as follows: Routing data that has been
collected and stored in the form of a file. Then uploaded to the blockchain. This step is important because the blockchain provides
an additional layer of security for the stored data.

4. Sybil Attack Simulation: In simulating a Sybil attack on a Blockchain network, a condition is created where an attacker (adversary)

3. Methodology
3.1. Research Flow

This research uses a quantitative approach based on data mining with the K-Means Clustering algorithm. The research flow is
systematically designed through six main stages that are interconnected. The first stage is data acquisition, where Solana transaction data
is extracted from Google BigQuery using SQL queries while simultaneously performing initial normalization using the MinMax method.
The second stage is data pre-processing in the Python environment, including logarithmic transformation (loglp) to address skewness of
the data distribution, followed by standardization using StandardScaler so that each feature has the same scale and is suitable for the
clustering algorithm. The third stage is determining the optimal number of clusters by running the K-Means algorithm for a range of K
from two to ten, then evaluating it using the Elbow method based on the WCSS value and the Silhouette Score method. The fourth stage
is the implementation of K-Means clustering with two different scenarios, namely K = 4, which refers to the results of the Elbow Method
and K =3, which refers to the results of the Silhouette Score, to compare the resulting interpretations. The fifth stage is cluster interpretation,
where each cluster is analyzed based on its centroid value and labeled according to dominant characteristics such as transaction frequency,
gas fees, or number of interactions with other accounts. The sixth stage involves visualizing the results in graphical form (a combination
of Elbow and Silhouette, as well as a two-dimensional distribution) and creating sample tables for manual verification. This entire flow is

designed to ensure that each step can be explained transparently and reproducibly.

3.2. Data Acquisition from Google BigQuery

Data is sourced from the Solana public dataset on Google BigQuery. The data collection period was limited to one day, March 1, 2026,
and only included wallets with more than five transactions to avoid passive accounts. The sample size was limited to 1,000 rows for
methodology development purposes.

3.2.1. SQL Queries and Initial Normalization

s wallet_address,

A5 avg_interacted_accounts,

(Max(tx_frequency) OVER() -

Wax(avg_gas_fee!

Fig. 1: SQL Query Code
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In the ‘RawData" subquery, transactions are grouped by wallet identified from the signer account ("signer"), then for each wallet four key
metrics are calculated: 'tx frequency' as the total number of transactions, ‘avg gas fee' as the average gas fee in lampords,
‘avg_interacted accounts’ as the average number of accounts involved per transaction obtained from the length of the “accounts’ array,
and ‘fee_variance’ which measures the consistency of fees paid through the variance of gas fees. The filter 'HAVING tx_frequency > 5
is applied to eliminate wallets with very low activity that could potentially be noise. After that, in the main query, the four metrics are
normalized using the Min-Max method via the window function (OVER()"), so that each feature is in the range [0,1] where the value 0
represents the minimum value of the dataset and the value 1 represents the maximum value of the dataset. The results of this normalization
produce four main features that serve as input for the next stage, namely ‘'norm_frequency” (normalized transaction frequency), ‘norm_fee'
(normalized average gas fee), ‘norm_interacted’ (normalized average number of interacted accounts), and 'norm_fee variance’
(normalized gas fee variance). The use of "LIMIT 1000" is only to limit the number of rows in the methodology development and can be
removed in the full implementation.

3.3. Data Preprocessing with Python

The extracted data is saved as a CSV file. All subsequent processing is done using Python with the pandas, numpy, scikitlearn, matplotlib,
and seaborn libraries.

3.3.1. Creating Data and Features

sklearn.prepro: andardscaler

earn.metric ilhouette_samples, silhouette score

Fig. 2: Data Loading Code
3.3.2. Logarithmic Transform (Log 1p)

Blockchain data generally has a heavy-tailed distribution (some wallets are highly active, others are less active). This results in some
extreme values that can dominate the distance calculation in KMeans. The logarithmic transformation log(1+x) is used to compress the
range of values and make the distribution more symmetric, without losing relative information.

Formula: x' = In(1 + x) (D

Definition 3.1 : This formula of a logarithmic transfrom
The value 0 remains 0 after the transformation, so it is safe for data that might have a value of 0.

3.3.3. Standardization with StandardScaler

KMeans uses Euclidean distance, which is highly sensitive to feature scale. Although the data has been normalized to [0,1] in BigQuery,
after log transformation, the scales between features can differ. Therefore, standardization (Zscore normalization) is performed so that each
feature has a mean of 0 and a standard deviation of 1.
1
xt-u

Formula:Z = 2

g

Definition 3.2 : This formula of a Standardization with StandardScaler
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3.4. Determining the Optimal Number of Clusters

To determine the most appropriate K value, experiments were conducted for K =2 to 10 with two criteria: Elbow Method (using WCSS)
and Silhouette Score.

3.4.1. K Iteration Code

=42, n_init=108)

nd(s11houette_score(X_scaled, km_labels))

Fig 3: Iteration Code

In the process of determining the optimal number of clusters, two main metrics are used to evaluate the clustering results: inertia_ (WCSS)
and silhouette score. Inertia_, or within-cluster sum of squares, measures the sum of the squares of the distances between each data point
and the centroid of its cluster, so a smaller value indicates that the points in a cluster are more compact and closer to its center. However,
the inertia_ value will always decrease as the number of clusters K increases, because more clusters mean each cluster can have fewer
members and be closer to its respective centroid. Therefore, the elbow method is used to find the point where the decrease in inertia_ begins
to plateau, indicating that additional clusters no longer provide a significant increase in internal compactness. Meanwhile, silhouette score
measures how similar a point is to its own cluster compared to its nearest neighboring cluster, with a value ranging from -1 to 1. Values
closer to 1 indicate that the point is in the right cluster and is well separated from other clusters, while values closer to -1 indicate a possible
clustering error. By combining these two metrics, researchers can obtain a more comprehensive picture of the data structure and determine
the most appropriate number of clusters, both in terms of internal compactness and the quality of separation between clusters.

3.4.2. Visualization and Interpretation

optimal_k_sil

max_silhouett

print(f*k terbaik berdasarkan silhovette score: {optimal_k silhouette} (score: {max_silhovette_scor
e:.4f1)")

Fig. 4: Visualization Code

Based on the evaluation results, the EIbow method shows a point at K=4, indicating that adding clusters after that point no longer provides
a significant decrease in WCSS, while the Silhouette Score reaches its highest value at K=3, indicating the most optimal cluster quality.
Since both metrics provide different indications of the number of clusters, this study decided to run two clustering scenarios, namely K=4,
which follows the data structure according to Elbow, and K=3, which follows the cluster quality according to Silhouette. The two scenarios
will then be compared to determine which is more meaningful in the context of bot detection and Sybil attacks. The combined Elbow and
Silhouette plots are constructed as follows:

1 = plt.subplot

, label

, linestyle-'--*, color.'t

Fig. 5: Elbow and Silhouette Code
3.5. Implementation of K-Means Clustering

Once the optimal K was determined, the KMeans algorithm was run for both scenarios. The random_state=42 parameter was used to ensure
reproducibility, and n_init=100 to avoid local minima.

3.5.1. Scenario A (K=4)
n_clusters=4, random_state-=42, n_init
= kmeans_ka.fit_predict(x_scaled)

af["

silhouette awvy

Fig. 6: Code A(K=4)
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3.5.2. Scenario B (K=3)

3.5.3. Convergence Information

kmeans_k: a 5 random_stat: , n_in;
df[" means_k3.fit_predict(X_scaled)

df[*silhow silhouette_samples(X_scaled, df[
silhouette_avg k2 = silhouette_score(X_scaled, df["clustel

centroids_k3_scaled = kmeans_| luster_centers_

print{f"Iteras : ver: : {kmeans_k4.n_iter_}")
print

print(f

print({f"Inertia ( {kmeans_k2.inertia_:.2f}")

Fig. 8: Convergence Information Code

3.6. Cluster Interpretation and Labeling

After the clustering process is complete, the next step is to interpret the results by labeling each cluster based on its dominant characteristics.
This begins by returning the centroid values to their original scale through an inverse transformation, so that the feature values can be
understood in a more intuitive context. Then, the average of each feature per cluster is calculated to determine the profile of each group.
Labeling is done with tiered priorities: the cluster with the highest 'norm fee' value is identified as Whale or High-Value Investor,
representing large-value transactions. Of the remaining clusters, the group with the highest ‘'norm_frequency" is labeled Systemic Bot or
Spam due to its very high transaction frequency. Furthermore, of the remaining clusters, the cluster with the highest ‘norm_interacted" and
above the global average is categorized as Sybil or Airdrop Farmer, characterized by numerous interactions with different accounts. The
remaining cluster after these three priorities is then labeled as Retail or Human, representing normal users.

3.6.1. Centroid Back Transformation

3.6.2. Labeling Function

centroi _origi P . EXp troids_k4_origina
centers_k4 = pd.DataFrame(centroids_k4 _original, columns=features_raw)

original = scaler.inverse_transform(centroid:
original = np.expm itroids_k3_original)
= pd.DataFrame(centroi riginal, columns=features_raw)

(centers_df, df_ref)

af[ fee'].sort_values(ascending=Fa.

].sort_valu

e = sorted by fee[0]

1avels[whale]
¢ in centers_df.index if ¢ not in labels]

emaining, key=lombds c: centers_df.loclc,

remaining = [c centers_df .index
if remaining:

] > O _ref[

c: centers_df.loclc,

in remaining:
labels(r] «
rn labels

labels_k4 = label_clusters(centers_k4, df)

af[ K4')

labels k3 = label_clus
df[ X

Fig. 10: Labeling Function Code
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3.7. Visualization of Results

3.7.1. Cluster Distribution

A two-dimensional visualization between norm_frequency (X-axis) and norm_interacted (Y-axis) was chosen because these two features
are most relevant for distinguishing bots (high frequency) and Sybils (high interaction). The dot size represents norm_fee and the color
indicates the cluster label.

plt.figure(figsize={14,

scatter = sns.scatterplot(
data=df,

]
plt.title( s
plt.xlabel{"F
plt.ylabel( " Int 3
plt.legend(bbox_to_anchor=(1.e5,1}, loc=
plt.grid(True, alpha=g.3)
plt.tight_layout()
plt.show(}

Fig. 11: Cluster Visualization Code

3.7.2. Member Distribution per Label

print(

counts_k4 "

for label, cnt in counmts_k4.items(
{label:25}: {cmt:5} w

£g )
k3'].value_counts()
it in coumts_k3.items():

Fig. 12: Member Distribution Code
3.7.3. Investigation Sample Table

samples_k4 « df.groupby('label k x: x.head(5)).reset_index(drop«True)
cols_show = ['wallet_address’, 'label k', 'norm_freg 5 m_interact
print(samples_k4[cols_show].to_string(index-False))

Fig. 13: Sample Table Code

4. Results and Discussion

4.1. Determining the optimal number of clusters (K)

To determine the optimal number of clusters (K) in this study so that the clusters are meaningful and robust, two methods are used, namely
the Elbow Method and the Silhouette score.

Perbandingan Elbow Method vs Silhouette Score (Validasi Model)

® B
—- WCSS (Edow) -~ Sihouette Score
== Elbow K=4 (Digunakan unkuk Model

Jumiah Cluster (K;

Fig. 14: Comparison Chart
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Based on the elbow method in the graph above, the results of the K = 4 fault point were obtained. This result was obtained because the
program identified the most significant decrease in WCSS values and began to level off after K = 4. This shows that before K = 4, the
addition of new clusters, for example at K =2 and K = 3, showed a fairly drastic decrease in WCSS values, indicating that the data could
be grouped better. However, after K = 4, the addition of new clusters such as K = 5, K = 6, and so on showed that the decrease in WCSS
values began to decrease or tended to level off, indicating that most of the variation had been explained by K = 4 and adding more clusters
than that would only create noise or be uninformative.

Therefore, based on the elbow method, the optimal K=4 result is the most informative for K-means clustering, as it provides the most
informative grouping without too many clusters, which can introduce noise. However, the Silhouette score method yields different results
than the Elbow Method, which determined the optimal K at K=3.

Validasi Model: Optimal K=3 Berdasarkan Silhouette Score

= 2
—e- vicss (Elhow) -m- Silhouette Score
== K=3 (Chosgn for Model)

N

6
Jumiah Cluster (K]

Fig. 15: Optimization Graph K=3
Based on the Silhouette score in the graph above, the most optimal (K) is determined at K = 3. Based on the program run, K = 3 is the
most optimal because it has the highest Silhouette score value, namely 0.9795, almost close to 1, which indicates a near-perfect

separation between each cluster. In other words, K = 3 has the least noise.

4.2. Cluster Identification

Segmentasi Wallet Solana (K=4 Berdasarkan Elbow Method)

slized)

s (Norm:

teractad Accou

v '
Frequency (Nommalized scale. 01 1)

Fig. 16: K=4 Segmentation Graph

Cluster 0
8
1

ler applied pada loglp data).

Fig. 17: Centroid Convergence Table K=4

Based on the data in the table above, it displays the final centeroid value (convergence) for each cluster (c0, c1, c¢2, ¢3) which is then used
in this study to identify each cluster based on the pattern and characteristics of its centeroid data.

Cluster (c0) is identified as human/retail because its centeroid value is low and tends to approach 0. This indicates random transaction
activity, low costs and limited interaction with other accounts which are characteristics of humans/retail who make moderate transactions.
Cluster 1 (c1) was identified as a Sybil attack because its centeroid value showed an extreme value compared to the other values.
Norm_interacted (0.665994) indicates interactions with many different accounts, but with a low transaction frequency. This is one of the
characteristics of a Sybil attack, which involves transactions with many accounts to obtain rewards in a campaign or activity.

Cluster 2 (c2) is identified as a whale/high value because its centeroid values show extreme values in norm_fee and norm_fee variance,
indicating high transaction costs with high variance. This indicates the characteristics of institutions/whales that consistently conduct high-
cost transactions with low frequency. Cluster 3 (c3) is identified as a systemic bot/spam because its centeroid values show extreme values
in norm_frequency, indicating high transaction frequency but with low norm_fee or fees in a short period of time with the aim of flooding
the network, which is a characteristic of bots/spam.
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Segmentasi Wallet Solana (k=3

ais ais o
Freauency (Normalized Scabe: § to 1)

Fig. 18: Segmentation Graph K=3

r applied pada loglp data)

Fig. 19: Centroid Convergence Table K=3

Based on the data in the table above, it displays the final centroid value (convergence) for each cluster (c0, c1, c¢2) which is then used in
this study to identify each cluster based on the pattern and characteristics of its centeroid data.

Cluster 0 (c0) is identified as a human/retail cluster because its centeroid value is close to 0 or lacks large extreme values. This indicates
that members of this cluster have low transaction activity, minimal fees, and only interact with a few accounts.

Cluster 1 (c1) is identified as a whale/high-value cluster because its centeroid values are extreme or tend to be larger than other clusters in
the norm_fee and norm_fee variance values, indicating high transaction costs and significant variations in transaction costs. This indicates
trading activity or the transfer of high-value assets typically carried out by institutions/whales.

Cluster 2 (c2) is identified as a systemic bot / spam cluster because its centeroid value shows an extreme value in the norm_frequency
value compared to other values and norm_frequency in other clusters. This indicates that members of the cluster carry out transactions with
high frequency, automatically, and consistently with the aim of flooding the network or carrying out automated schemes with minimal
costs which are characteristics of bots, this is because humans have physical and mental limits so it is impossible to carry out so many
transaction activities in a short time.

4.3. Comparison of K-Means Silhoutte Score (K=3) vs Elbow Method (K=4)

wallet
3 wallet
wallet

wallet

54516 wallet

_1; wallet
7 wallet

Fig.21: Elbow Method K=4

Based on the comparison of the two tables above. Whale and bot clusters are clearly identified in both tables with 15 whales and 7
Systematic bots / spam. While the main difference between the two methods based on the data in the table is in human / retail and
Sybil attacks, where in the Elbow Method (K = 4) human and Sybil clusters are separated based on their norm_interacted. Where
Sybil has a high norm_ingeracted value. However, when viewed from the Silhouette score value, K =4 (0.4763) is lower than K = 3
(0.9795) which shows that the separation of Sybil from humans by K =4 is not as clear as the separation made by K = 3 into only 3
clusters of humans, whales and bots. However, this is understandable because Sybil attacks are designed to imitate humans so that
Sybil attacks tend to be similar in transaction patterns to humans / retail.
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4.4. Validation with Wallet Sample

quen:

0.800001
0.800002

Fig. 22: Swallow Sample Table K=3

For further verification (K=3), wallet samples were taken for each cluster, as shown in the table above. The human/retail cluster showed a
high Silhouette score, indicating near-perfect separation. Although the whale, bot, and Sybil clusters tended to vary, overall they were still
positive, indicating fairly good separation, although some members fell into the "grey area" and overlapped with characteristics of other
clusters. However, their extreme scores provided a clear separation from the other clusters.

Fig. 23: Swallow Sample Table K=4)

For further proof (K = 4), wallet samples were taken for each cluster as shown in the table above. Where for the human / retail cluster at K
=4 shows a lower Silhouette score compared to K = 3 but still in the good or reasonable category with an average sample wallet showing
a value of 0.5 and above although some enter the 'grey area'. Likewise with other clusters, Sybil bots, spam bots, and whales. With spam
bots showing a high Silhouette score (0.804267) helping to identify them as bots with high transaction frequency but there are also low
ones (0.201565) as well as whales that tend to have low Silhouette scores. This is due to the large overlap of characteristics between clusters
but the presence of extreme values at certain values helps identify members of each cluster such as whales with high norm_fee and
norm_fee variance and norm_frequency in spam bots.

4.5. Discussion Results

Anomaly detection: in both K-means (K=3) and (K=4), it was found that the Systematic bot/spam cluster and the whale/high
value cluster had the same grouping in terms of the number of members. This shows that their extreme values of
norm_frequency for bots and norm_fee and norm_fee variance for whales have a very large influence so that they can be
identified by each cluster. This can be used to detect anomalies in the blockchain to detect fraud, market manipulation, or
other malicious activities.

Risk management: by being able to identify whales, it can be used to assess changes in asset concentration and changes in
market direction.

Network management: by identifying bots, network owners can implement preparatory measures to maintain the ecosystem
and performance of the Blockchain network.

5. Closing

5.1. Conclusion

This study has identified and grouped wallet user behavior in Solan Blockchain using the K-means Clustering method using the Elbow
Method and Silhouette score validation methods, each of which provides an optimal number of clusters of K = 4 for the Elbow Method
and K = 3 for the Silhouette score. With each providing certain advantages. Where K = 3 for the Silhouette score has a value (0.9795)
which is close to 1 indicating almost perfect clustering and forms a cluster that is denser internally and well separated from other clusters.
While K = 4 for the Elbow Method has a Silhouette score value (0.4763) lower than K = 3 and is included in the weak structure, but the
advantage of K = 4 is that it identifies Sybil attacks which indeed imitate human wallet transaction patterns. Simply put, K =3 provides a
more structured and informative clustering while K = 4 provides a more varied clustering.
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5.2

1.

2.

Suggestion

For future research:

Additional features: adding new features such as asset ownership period, transaction patterns with certain smart contracts and fund
flows between wallets that can help identify Sybil attacks.

Using other Clustering algorithms: Try using other algorithms such as DBSCAN or Hierarchical Clustering to see if it is possible
to get different clustering results.

Comparing with other Blockchains: conducting the same research on other Blockchains to see the differences and similarities in
user behavior patterns.

4. Temporal Cluster Change Analysis: Examines whether cluster characteristics change over time, such as whether wallets move from

Re

(8]

[]

[10]
[11]
[12]
[13]
[14]
[15]

[16]

one cluster to another. For example, human/retail wallets may become whales or bots at a certain time.
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