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Abstract

Bullying remains a serious problem in Indonesian schools, where Indonesia ranks highest in ASEAN with a bullying rate of 84%. Early
detection of bullying victims is critical for timely intervention by school counselors (BK teachers). This study develops a web-based
Decision Support System (DSS) that integrates the C4.5 decision tree algorithm to classify students at risk of becoming bullying victims.
The system uses the Bullying 2018 with Labels dataset from Kaggle containing 22,766 student records with eight input attributes and four
output classes: Ringan (Mild), Sedang (Moderate), Berat (Severe), and Sangat Berat (Very Severe). The C4.5 model is implemented in
Python using scikit-learn with entropy criterion and validated through 10-fold cross validation, achieving an accuracy of 99.94%. The
model is deployed as a Flask REST API and integrated with a PHP Codelgniter 3 web frontend and MySQL database. The system allows
BK teachers to input student behavioral data and receives instant risk classification results. Usability testing confirmed the system is
effective, efficient, and satisfying to use. This DSS provides an objective, data-driven tool to support early identification and handling of
bullying cases in schools.
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1. Introduction

Bullying is aggressive behavior that includes physical violence, verbal abuse, and psychological pressure carried out by individuals or
groups who feel more powerful against victims perceived as weaker [1]. Indonesia ranks highest in bullying cases among ASEAN countries
at 84%, surpassing Nepal and Vietnam (79%), Cambodia (73%), and Pakistan (43%), based on KPAI 2017 data [2]. According to UNICEF
(2020), approximately 41% of students aged 15 have experienced bullying at least several times per month [3]. In early 2024, KPAI
recorded 141 reports of violence against children, with around 35% occurring in school environments [4].

The impacts of bullying on victims are wide-ranging, including psychological trauma, depression, anxiety, and reduced academic
achievement [5]. In school practice, counseling services are not always handled by trained professionals, and many teachers consider
bullying part of normal student development, resulting in lack of serious follow-up [6]. This situation makes early identification of bullying
victims particularly challenging.

To address this problem, this research develops a web-based Decision Support System (DSS) integrating the C4.5 classification algorithm.
Unlike previous studies that focused on sentiment analysis of social media text using Naive Bayes or SVM with accuracy rates of 66—
84%][7][8][9]. 1, this study directly applies classification on structured student behavioral data within an operational school system. The
C4.5 algorithm was selected because it uses Information Gain and Gain Ratio to determine optimal attributes, and is proven more effective
in handling class imbalance compared to KNN (37.5% accuracy in comparable studies) [10]. The resulting system provides BK teachers
with an objective, data-driven tool for early screening of students at risk of bullying.

2. Literature Review

2.1. Decision Support System

A Decision Support System (DSS) is an interactive information system designed to present data, perform modeling, and manage
information to support decision-making in structured, semi-structured, and unstructured contexts [11]. In the educational context, DSS can
help schools determine appropriate actions for bullying cases objectively and based on data [12].
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2.2. C4.5 Algorithm

The C4.5 algorithm is an enhancement of the ID3 decision tree algorithm. Unlike ID3, which uses Information Gain, C4.5 applies Gain
Ratio as the splitting criterion to select the best attribute for partitioning data into subgroups that are more homogeneous with respect to a
target class [13]. This method is widely used because it can process both numerical and categorical data and handles class imbalance more
effectively than methods such as Naive Bayes or K-Nearest Neighbor [14].

The entropy and gain ratio formulas used are:

Entropy(S) =Y. —pi x logx(pi) (1)
Gain Ratio(S,4) = Information Gain(S,A4) / Split Information(S,4) (2)

2.3. Bullying Classification

Classification is the process of creating a model that describes and distinguishes categories so that the model can be used to predict the
class of an object whose label is not yet known[15]. In the context of bullying detection, classification algorithms are applied to categorize
students based on behavioral indicators into risk levels, enabling early intervention by school staff.

3. Research Methodology

3.1. Text font of entire document

This study uses the Bullying 2018 with Labels secondary dataset obtained from Kaggle
(https://www.kaggle.com/datasets/felicitaarcadia/bullying-2018-with-labels). The dataset consists of 22,766 student records with § input
attributes and 1 target label (Cluster/Level of Bullying). No missing values or duplicate records were found in the dataset.

Tabel 1. Input Attributes of the Dataset

No | Attribute | Data Type | Values | Type
1 Bullied on school property (past 12 months) Categorical Yes /No Input
2 Age (Custom_Age) Numeric 11-18 Input
3 Sex Categorical Male / Female Input
4 Physically attacked Numeric 0— 12 times Input
5 Physical fighting Numeric 0 — 12 times Input
6  Felt lonely Categorical Never / Rarely / Sometimes / Often Input
7  Close friends Numeric 0 — 3 or more Input
8  Miss school no permission Numeric 0 — 10+ days Input
9 Cluster (Bullying Level) Numeric 0=Mild, 1=Moderate, 2=Severe, 3=Very Severe Label

Source: Kaggle — Bullying 2018 with Labels

3.2. Data Preprocessing

The preprocessing stage involved two main steps. First, Attribute Selection, where 8 attributes most relevant to bullying indicators were
selected from the dataset. Second, Data Transformation, where categorical attributes such as Sex and Bullied on_school were encoded to
binary values (0/1) using Label Encoding, while attributes such as age, physical attack frequency, loneliness, and school absence were
mapped to ordinal numerical values. Since the dataset contained no missing values or duplicates, data cleaning was not required.

Tabel 2.Class Distribution in Dataset

Class | Label | Count | %
0 Ringan (Mild) 1,460 6.41%
1 Sedang (Moderate) 17,960 78.89%
2 Berat (Severe) 2,426 10.66%
3 Sangat Berat (Very Severe) 920 4.04%
Total 22,766 100%

Source: Python test results on Bullying 2018 with Labels dataset (2026)
3.3. Model Building and Validation

The C4.5 model was built using the DecisionTreeClassifier class from the scikit-learn library with criterion='entropy' parameter in Python
on Google Colaboratory. The class weight="balanced' parameter was applied to handle class imbalance, while max_depth=10 and
min_samples_leaf=5 were set to prevent overfitting. Model validation used 10-fold cross validation with stratified KFold to ensure
proportional class distribution across all folds. The trained model was saved as a .pkl file using the joblib/pickle library for deployment.
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3.4. System Design

The system is built with two integrated components: (1) a PHP Codelgniter 3 web application that handles the user interface, form input,
and data management; and (2) a Python Flask REST API that loads the trained C4.5 model and processes prediction requests. When a BK
teacher submits student data through the web form, the Codelgniter controller sends an HTTP POST request containing the eight input
features in JSON format to the Flask API. The Flask API returns a JSON response containing the predicted risk class (0-3) and its label
(Ringan/Sedang/Berat/Sangat Berat). The result is then saved to the MySQL database in table th_proses and displayed to the teacher on
the results page.

4. Results and Discussion

4.1. Model Accuracy

The C4.5 classification model achieved an accuracy of 99.94% using 10-fold cross validation on the dataset of 22,766 records. This high
accuracy demonstrates the effectiveness of the entropy-based criterion in creating a well-fitted decision tree for the bullying classification
task. The parameter settings, particularly class weight="balanced', contributed to the model's ability to handle the significant class
imbalance in the dataset, where class 1 (Moderate) comprised 78.89% and class 3 (Very Severe) only 4.04% of the data.

4.2. System Interface

The system provides two separate interfaces, namely a dedicated interface for BK teachers and a dedicated interface for administrators. On
the BK teacher interface, users begin with a Registration and Login page before accessing a Dashboard that presents a statistical overview
of prediction history organized across four risk categories. When conducting a new assessment, teachers fill out a structured prediction
form covering three sections of student information, namely personal data, school experience data, and social condition data. Once
submitted, the system displays a Prediction Result page that presents the classified risk level along with a corresponding recommended
course of action. Meanwhile, the administrator interface is designed for broader oversight, offering data analysis monitoring, user

management, and a downloadable report feature.
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Fig. 1: C4.5 Algorithm Flowchart.
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Fig. 2: System Integration Flowchart
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Fig. 3: New Prediction Form Interface



Journal of Artificial Intelligence and Engineering Applications 4599

Hasil Prediksi

Analisis tingkat risiko bullying siswa

NAMA SISWA
ELINA ARIESKA

STATUS PREDIKSI
SANGAT BERAT

# HASIL PREDIKSI

3

Keterangan: Siswa menunjukkan indikasi bullying tingkat sangat berat.
Tindakan segera sangat diperlukan

Kembali Kehalaman
oe
% bochboard + Input Data Baru

Fig. 4: Prediction Result Page

4.3. Comparison with Related Studies

Compared to previous studies, this system demonstrates significant improvements. Studies using Naive Bayes for cyberbullying sentiment
analysis on Twitter achieved accuracies of 69% [7] and 66—67% [8], while SVM-based approaches reached 72-84.5% [7][9]. A KNN-
based approach on school data achieved only 37.5% accuracy[10]. This study's C4.5 model achieved 99.94% accuracy by working directly
with structured student attribute data rather than unstructured social media text, and by employing class balancing techniques appropriate
for the imbalanced dataset.

5. Conclusion

This study successfully developed a web-based Decision Support System for classifying bullying victims using the C4.5 algorithm. The
C4.5 model trained on the Bullying 2018 with Labels dataset (22,766 records, 8 attributes, 4 classes) achieved an accuracy of 99.94%
through 10-fold cross validation. The system integrates a Codelgniter 3 PHP frontend with a Flask Python REST API and MySQL database,
allowing BK teachers to input student behavioral data and receive instant risk classification into four categories: Mild, Moderate, Severe,
and Very Severe. Usability testing confirmed the system is effective and user-friendly for school counselors. This DSS provides an
objective, structured tool to support early identification and timely handling of bullying cases, complementing the work of professional
counselors and school psychologists. Future work could explore real-time data integration, mobile interface development, and the
incorporation of additional behavioral attributes to further improve classification performance and system usability.
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