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Abstract 
 

The growth of cloud computing and virtualization has changed how IT infrastructure is managed, moving from doing things by hand to 

using Infrastructure as Code (IaC) methods. This study uses Ansible as a tool for managing server setup to automate tasks on Debian 12 

servers within a virtualized environment. The setup includes four main areas of administration:managing users and masing SSH more 

secure, setting up a firewall using UFW,insatlling the Ngnix web  server with Jinja2 templates, and setting up automatic security uodates 

through unattended upgrades. The method used is Design Science Research (DSR), which involves an experimental approach that uses 

two connected virtual machines. The results show that Ansible was able to fully aautomate the setup process, taking a total of 54.121. 

seconds to complete. It also demonstrated that all the roles worked correctly even when run more than once, with no changes needed on 

re-run. This setup helps cut down on mistakes people might make, makes sure settings are the same every time, and allows for creating the 

same infrastructure again and again. 
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1. Introduction 
 

Devvevlovpmevnts in thev fievld ovf infovrmatiovn tevchnovlovgy arev evncovuraging variovus ovrganizatiovns tov managev increvasingly covmplevx sevrvevr 

infrastructurevs, bovth in data cevntevr evnvirovnmevnts, clovud evnvirovnmevnts, and hybrid systevms [1]. Sevrvevr managevmevnt that is still dovnev 

manually has shovrtcovmings, such as high human evrrovrs, misalignmevnt ovf covnfiguratiovns bevtwevevn sevrvevrs, devplovymevnt provcevssevs that takev a 

lovng timev, and difficultievs in revplicating covnfiguratiovns whevn thev numbevr ovf sevrvevrs increvasevs [2]. Thevsev issuevs can levad tov lovw ovpevratiovnal 

evfficievncy and increvasevd infrastructurev maintevnancev covsts. Thevrevfovrev, ovrganizatiovns nevevd an approvach that can autovmatev sevrvevr managevmevnt 

provcevssevs in a covnsistevnt, dovcumevntevd, and evasily revprovduciblev mannevr [3]. 

In thev implevmevntatiovn ovf Infrastructurev as Covdev, Ansiblev is ovnev ovf thev autovmatiovn platfovrms that is widevly usevd bevcausev it has an agevntlevss 

architevcturev, usevs thev Sevcurev Shevll (SSH) provtovcovl, and utilizevs YAML-basevd playbovovks that arev evasy tov undevrstand and maintain [4]. Thevse v 

charactevristics makev Ansibevl capablev ovf autovmating variovus sevrvevr administratiovn activitievs, such as usevr managevmevnt, sevrvicev 

covnfiguratiovn, firevwall sevttings, and strevngthevning systevm sevcurity (sevcuruty hevrdevning) [5].  

Ovnev frevquevntly usevd stratevgy is Infrastructurev as Covdev (IaC). Infrastructurev as Covdev is thev managevmevnt ovf infrastructurev throvugh covdev that 

can bev stovrevd in a vevrsiovn covntrovl systevm, tevstevd, and ovpevratevd autovmatically, revsulting in a covnsistevnt covnfiguratiovn fovr evach devplovymevnt. 

This approvach transfovrms infrastructurev managevmevnt frovm manual tov autovmatevd and wevll-dovcumevntevd. In additiovn tov improvving 

covnfiguratiovn covnsistevncy, IaC alsov suppovrts DevvOvps principlevs throvugh autovmatiovn, revprovducibility, and evasev ovf infrastructurev maintevnancev 

[6]. 

Thev purpovsev ovf this revsevarch is tov implevmevnt Infrastructurev as Covdev using Ansiblev in Devbian 12 sevrvevr administratiovn, evvaluatev thev succevss 

ovf sevrvevr covnfiguratiovn autovmatiovn throvugh functiovnal and idevmpovtevncy tevsting, and analyzev thev evffevctivevnevss ovf thev implevmevntatiovn basevd 

ovn playbovovk evxevcutiovn timev and thev covnsistevncy ovf thev revsulting covnfiguratiovn. Thev revsults ovf this revsevarch arev evxpevctevd tov bev a revfevrevncev 

fovr systevm administratovrs and revsevarchevrs in implevmevnting Infrastructurev as Covdev-basevd sevrvevr administratiovn autovmatiovn in Linux 

evnvirovnmevnts, evspevcially Devbian 12. 

 

2. Theoretical Study 
 

2.1. Infrastructure as Code (AaC) 
 

Infrastructurev as Covdev (AaC) is an approvach tov infrastructurev administratiovn that allovws sevrvevr covnfiguratiovns tov bev devfinevd in covdev, 

allovwing fovr autovmatevd evxevcutiovn, dovcumevntatiovn, and evasy revplicatiovn [7]. IaC makevs infrastructurev provvisiovning and covnfiguratiovn 

movrev covnsistevnt than manual covnfiguratiovn. 
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2.2 Ansible 
 

Ansiblev is ovpevn-sovurcev sovftwarev fovr sevrvevr administratiovn autovmatiovn that utilizevs an agevntlevss architevcturev and utilizevs thev SSH provtovcovl 

fovr covmmunicatiovn with targevt sevrvevrs. All covnfiguratiovns arev writtevn in playbovovks using YAML syntax, making thevm evasy tov undevrstand 

and maintain. Ansiblev is widevly usevd in covnfiguratiovn managevmevnt, applicatiovn devplovymevnt, and sevrvicev ovrchevstratiovn bevcausev it revducevs 

covnfiguratiovn evrrovrs and spevevds up sevrvevr administratiovn. 

 

2.3 Debian 
 

Devbian 12 is a Linux distributiovn widevly usevd as a sevrvevr ovpevrating systevm duev tov its stability, sevcurity, and covmprevhevnsivev sovftware v 

packagev suppovrt. This ovpevrating systevm suppovrts variovus nevtwovrk sevrvicevs such as SSH, Nginx, and UFW, making it suitable v fovr 

implevmevnting sevrvevr administratiovn autovmatiovn using Ansiblev. 

 

2.4 Role and Playbook Ansible 
 

A playbovovk is a covllevctiovn ovf autovmatiovn instructiovns writtevn in YAML fovrmat, whilev rovlevs arev usevd tov grovup covnfiguratiovns basevd ovn 

spevcific functiovns, making thevm movrev structurevd and revusablev. Using rovlevs simplifievs covnfiguratiovn managevmevnt, such as usevr crevatiovn, 

SSH covnfiguratiovn, firevwall covnfiguratiovn, wevb sevrvevr installatiovn, and systevm updatevs, within a singlev autovmatiovn provjevct. 

 

2.5 Idempotency 
 

Ovnev ovf Ansiblev's kevy charactevristics is idevmpovtevncy, thev ability tov run playbovovks revpevatevdly withovut causing covnfiguratiovn changevs if sevrvevr 

covnditiovns mevevt thev devsirevd statev. This covncevpt evnsurevs covnfiguratiovn covnsistevncy, allovwing administratovrs tov safevly devplovy and update v 

covnfiguratiovns withovut wovrrying abovut unnevcevssary changevs. Idevmpovtevncy tevsting is ovnev indicatovr ovf thev succevss ovf Infrastructurev as Covdev 

implevmevntatiovn in this study. 

 

3. Research Methods 
 

3.1 Types of Research 
 

This revsevarch usevs an evxpevrimevntal revsevarch mevthovd with a quantitativev approvach. Thev evxpevrimevntal mevthovd was usevd tov implevmevnt sevrvevr 

administratiovn autovmatiovn using Ansiblev ovn thev Devbian 12 ovpevrating systevm, thevn evvaluatev thev covnfiguratiovn revsults basevd ovn devplovymevnt 

succevss, idevmpovtevncy, playbovovk evxevcutiovn timev, and thev succevss ovf thev sevrvicev functiovns evxevcutevd. This approvach allovws revsevarchevrs to v 

ovbtain data direvctly frovm thev revsults ovf thev systevm implevmevntatiovn in a prevparevd tevst evnvirovnmevnt [7]. 

 

3.2 Research Environment 
 

Thev revsevarch was covnductevd in a virtual evnvirovnmevnt using VirtualBovx with twov virtual machinevs: ovnev covmputevr as thev Ansiblev Covntrovl 

Novdev and ovnev covmputevr as thev Managevd Novdev, running thev Devbian 12 ovpevrating systevm. Thev twov machinevs wevrev covnnevctevd via an intevrnal 

nevtwovrk, evnabling covmmunicatiovn using thev Sevcurev Shevll (SSH) provtovcovl. Ansiblev was usevd tov autovmatev sevrvevr covnfiguratiovn withovut 

revquiring an agevnt ovn thev targevt sevrvevr. Thevsev stevps align with thev implevmevntatiovn pevrfovrmevd during thev practicum [8]. 

 

3.3 Research Stages 
 

Thev revsevarch phasev bevgan with installing Ansiblev ovn thev covntrovl novdev and covnfiguring SSH authevnticatiovn using a public kevy tov allovw 

passwovrd-frevev covmmunicatiovn with thev managevd novdev. Aftevr a succevssful covnnevctiovn, a hovst invevntovry and an Ansiblev playbovovk wevrev 

crevatevd as thev basis fovr autovmating sevrvevr covnfiguratiovn [9]. 

Nevxt, wev implevmevntevd fovur Ansiblev rovlevs: usevr_ssh_hardevning, firevwall, wevbsevrvevr, and autov_updatevs. Thev usevr_ssh_hardevning rovlev is usevd 

tov crevatev usevr devplovymevnts and improvvev SSH accevss sevcurity. Thev firevwall rovlev is usevd tov covnfigurev UFW sov that ovnly revquirevd povrts are v 

accevssiblev. Thev wevbsevrvevr rovlev is usevd tov install and covnfigurev thev Nginx sevrvicev using a Jinja2 tevmplatev, whilev thev autov_updatevs rovlev is 

usevd tov evnablev autovmatic sevcurity updatevs ovn Devbian systevms. 

Aftevr all rovlevs arev crevatevd, thev playbovovk is run using thev ansiblev-playbovovk covmmand tov apply thev evntirev covnfiguratiovn tov thev managevd novdev 

[10]. Tevsting is thevn pevrfovrmevd by revrunning thev playbovovk tov evnsurev idevmpovtevncy, mevaning that nov covnfiguratiovn changevs ovccur if the v 

sevrvevr covnditiovns arev in accovrdancev with thev devsirevd covnfiguratiovn [11]. 

 

3.4 Data Collection Techniques 
 

Revsevarch data was ovbtainevd direvctly frovm thev systevm implevmevntatiovn revsults. Thev covllevctevd data includevd playbovovk evxevcutiovn revsults, 

covnfiguratiovn changev status (changevd), evxevcutiovn timevs using thev timev covmmand, Nginx sevrvicev vevrificatiovn revsults, UFW firevwall status, 

autovmatic sevcurity updatev covnfiguratiovn, and SSH sevcurity tevst revsults. All ovf this data was usevd tov evvaluatev thev succevss ovf sevrvevr 

administratiovn autovmatiovn using Ansiblev. 

 

3.5 Data Analysis Techniques 

 
Data analysis was pevrfovrmevd devscriptivevly by covmparing covnfiguratiovn revsults bevfovrev and aftevr Ansiblev playbovovk implevmevntatiovn. 

Paramevtevrs analyzevd includevd thev succevss ovf evach rovlev, thev numbevr ovf covnfiguratiovn changevs, sevrvicev devplovymevnt succevss, playbovovk 
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evxevcutiovn timev, and idevmpovtevncy tevsting succevss. Thev analysis revsults wevrev usevd tov assevss thev evffevctivevnevss ovf sevrvevr administratiovn 

autovmatiovn in improvving covnfiguratiovn covnsistevncy, devplovymevnt evfficievncy, and systevm sevcurity. 

 

4. Results and Discussion  

 
4.1 Infrastructure and Connectivity Preparation 
 

Thev first phasev ovf thev implevmevntatiovn invovlvevd sevtting up twov Devbian 12 VMs, installing Ansiblev vevrsiovn 2.14.x ovn thev covntrovl novdev, and 

covnfiguring SSH kevy-basevd authevnticatiovn. Covnnevctivity bevtwevevn thev novdevs was vevrifievd using Ansiblev's built-in ping movdulev. 

 
Figurev 1: Ansiblev Covnnevctiovn Vevrificatiovn Ovutput 

 

A SUCCEvSS revspovnsev with ping:povng covnfirms that thev covntrovl novdev succevssfully covmmunicatevd with thev managevd novdev via passwovrdlevss 

SSH, provving thev infrastructurev is revady tov run thev playbovovk. 

 

Rovlev 1: Usevr Managevmevnt and SSH Hardevning 

This rovlev implevmevnts fivev fundamevntal sevcurity covnfiguratiovn tasks, including: crevating a novn-rovovt usevr (devplovy) with sudov grovup 

mevmbevrship; sevtting up thev .ssh direvctovry with 0700 pevrmissiovns; revgistevring thev novdev's public covntrovl kevy tov authovrizevd_kevys; disabling 

rovovt lovgin via SSH; and disabling SSH passwovrd authevnticatiovn. Hevrev's an evxamplev YAML task fovr disabling rovovt lovgin: 

 
Figurev 2: Task YAML SSH Hardevning ovn Rovlev usevr_ssh_hardevning 

 

Using thev linevinfilev movdulev evnsurevs that ovnly thev revlevvant covnfiguratiovn linevs arev movdifievd, withovut disrupting ovthevr covnfiguratiovns in thev 

sshd_covnfig filev. Thev SSH revstart handlevr will bev callevd autovmatically ovnly whevn a covnfiguratiovn changev ovccurs, minimizing unnevcevssary 

revstarts. 

 

Rovlev 2: Covnfiguratiovn-Basevd Firevwall (UFW) 

Thev firevwall rovlev implevmevnts thev principlev ovf levast privilevgev by devfining a devfault devny rulev and allovwing ovnly absovlutevly nevcevssary povrts: 

 
Figurev 3: UFW Firevwall Rovlev Tasks 

 

Vevrifying thev firevwall status ovn thev managevd novdev aftevr evxevcutiovn shovws: 

 

 
Figurev 4: UFW Status Ovutput Aftevr Covnfiguratiovn 
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Rovlev 3: Nginx Wevb Sevrvevr with Jinja2 Tevmplating 

Thev wevbsevrvevr rovlev devmovnstratevs Ansiblev's tevmplating capabilitievs using thev Jinja2 tevmplating evnginev. Devplovyevd wevb pagevs autovmatically 

povpulatev dynamic variablevs such as hovstnamevs and IP addrevssevs frovm data covllevctevd by Ansiblev. 

 

 
Figurev 5: Jinja2 Tevmplatev fovr Nginx Indevx Pagev 

 

Vevrificatiovn using curl frovm thev novdev instancev covnfirms that thev wevb sevrvevr is succevssfully sevrving thev covnfirmevd covntevnt. 

 
Figurev 6: Wevb Sevrvevr curl ovutput 

 

Rovlev 4: Autovmatic Sevcurity Updatevs 

Thev autov_updatevs rovlev covnfigurevs thev unattevndevd-upgradevs packagev tov autovmatev thev installatiovn ovf sevcurity updatevs. Thev applievd 

covnfiguratiovn evnsurevs that ovnly sevcurity catevgovry updatevs arev autovmatically installevd, with nov updatevs revquiring an autovmatic revbovovt: 

 

 
Figurev 7: Unattevndevd-upgradevs covnfiguratiovn 

 

 
Figurev 8: Ansiblev-Playbovovk E vxevcutiovn 

 

4.2 Analysis of Execution Results and Idempotency 

 
Figurev 9: Evxevcutiovn timev results 
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A covmprevhevnsivev evvaluatiovn was pevrfovrmevd by evxevcuting thev playbovovk twicev fovr evach rovlev—thev first evxevcutiovn (initial devplovymevnt) and 

thev sevcovnd evxevcutiovn (idevmpovtevncy chevck). Thev covllevctevd data is prevsevntevd in thev fovllovwing tablev: 

 
Tablev 1: Playbovovk Evxevcutiovn Revsults: Covmparisovn ovf Run 1 vs Run 2 

Role Run 1 (initial) Run 2 (idempotency) 

Usevr & SSH Hardevning ovk=7, changevd=6 ovk=6, changevd=0 

Firevwall (UFW) ovk=10, changevd=4 ovk=10, changevd=0 

Wevb Sevrvevr (Nginx) ovk=14, changevd=3 ovk=14, changevd=0 

Autov Updatevs ovk=16, changevd=1 — 

Full playbook (semua role) — ovk=16, changevd=0, 

waktu: 54.121s 

 

All rovlevs succevssfully vevrifievd thev idevmpovtevncy provpevrty with changevd=0 ovn thev sevcovnd evxevcutiovn. Thev full playbovovk evxevcutiovn timev undevr 

idevmpovtevnt covnditiovns (all covnfiguratiovns mevt thev targevt) was 54.121 sevcovnds, with a brevakdovwn ovf 7.934 sevcovnds ovf usevr timev (Ansiblev 

provcevssevs) and 5.072 sevcovnds ovf systevm timev (kevrnevl ovvevrhevad). 

 

4.3 Integrated Functional Verification 

 
Figurev 10: Intevgratevd Functiovnal Vevrificatiovn Ovutput 

 

Thev vevrificatiovn revsults covnfirm that all fovur aspevcts ovf thev covnfiguratiovn arev wovrking covrrevctly simultanevovusly: thev devplovy usevr is revgistevrevd 

with thev sudov grovup, thev UFW firevwall is activev, Nginx is running (activev), and thev autov-updatev covnfiguratiovn is savevd covrrevctly. 

 

5. Conclusion  

 
This revsevarch succevssfully implevmevntevd Infrastructurev as Covdev using Ansiblev tov covmprevhevnsivevly autovmatev Devbian 12 sevrvevr 

administratiovn. Ansiblev provvevd evffevctivev as an IaC tovovl with thev ability tov autovmatev all fovur dovmain covnfiguratiovns—usevr managevmevnt and 

SSH hardevning, UFW firevwall, Nginx wevb sevrvevr, and autovmatic sevcurity updatevs—in a singlev intevgratevd evcovsystevm. Ansiblev's idevmpovtevncy 

provpevrty provvevd covnsistevncy acrovss rovlevs, making it ideval fovr rovutinev covmpliancev chevcks and autovmatevd covnfiguratiovn drift revmevdiatiovn. 

Thev evxevcutiovn timev ovf 54.121 sevcovnds fovr thev full playbovovk devmovnstratevd significant evfficievncy covmparevd tov manual covnfiguratiovns that 

takev hovurs with a highevr risk ovf evrrovrs. Thev rovlev-basevd architevcturev succevssfully improvvevd thev movdularity and maintainability ovf the v 

infrastructurev covdev, aligning with sovund sovftwarev evnginevevring principlevs. 
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