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Abstract 
 

The rapid advancement of information and communication technology has created a demand for efficient and effective information systems 

to facilitate collaboration among institutions. This study develops a cloud computing-based collaboration information system designed to 

enhance real-time communication, data management, and collaboration among users. The system comprises key modules, including 

collaboration management, document management, and integrated collaboration features. Testing involved various scenarios with 10 to 

100 active users simultaneously, revealing that the system maintained stable performance with response times under 3 seconds for each 

user request. Furthermore, security assessments utilizing encryption protocols and two-factor authentication confirmed that the managed 

data is protected from external threats. The findings underscore the system's potential to improve collaborative efficiency while ensuring 

data security, making it a valuable solution for future collaborative initiatives. 
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1. Introduction 

The rapid advancement of information technology has brought significant changes to various aspects of life [1], including collaboration 

and cooperation among institutions. Reliable and efficient information systems have become crucial for organizations to enhance 

productivity, improve communication effectiveness, and manage resources effectively [2]. In this regard, Cloud Computing technology 

serves as an innovative solution that enables flexible and scalable data storage, information processing, and collaboration [3]. The use of 

cloud computing in developing collaboration information systems presents new opportunities for managing and integrating various 

distributed resources. 

Cloud Computing offers several advantages, including infrastructure cost efficiency, flexible access, and adjustable storage capacity 

according to the organization's needs [4]. Cloud-based information systems allow for geographic cross-access and real-time collaboration, 

facilitating efficient interactions between institutions without physical limitations. This is particularly important in the digital era, which 

demands speed and accuracy in information delivery and decision-making. Additionally, the high integration capability of cloud-based 

systems allows for automatic data synchronization across various platforms, supporting a more seamless workflow [5]. 

However, alongside these benefits, the application of Cloud Computing technology in developing collaboration information systems 

presents several challenges [6]. Data security and privacy are crucial issues that must be carefully managed. Data stored and processed in 

the cloud environment can be vulnerable to cybersecurity threats, including hacking attacks, data breaches, and system configuration errors. 

Therefore, security strategies such as encryption, appropriate access management, and the implementation of internationally recognized 

security policies need to be integrated into system development [7]. 

Moreover, system sustainability and scalability are other primary concerns that must be addressed. Systems must be designed to support 

an increasing number of users, data volume, and increasingly complex collaboration needs over time. Additionally, the availability and 

reliability of cloud services themselves are critical. Service disruptions can significantly impact organizational performance, making the 

choice of a reputable cloud service provider with reliable infrastructure an essential aspect. 

This research aims to examine the development of cloud computing-based collaboration information systems, focusing on the analysis of 

benefits, technical challenges, and security implications during implementation. Special attention is also given to reviewing system 

architecture that supports inter-institutional collaboration and evaluating the performance of the implemented system. The results of this 

study are expected to make significant contributions to practitioners and system developers in designing more efficient, secure cloud 

solutions that meet future needs. Thus, this research plays a role in expanding insights into the potential of cloud computing to support 

digital transformation in the cross-organizational cooperation sector. 
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2. Literature Review 

2.1. Cloud Computing 
 

Cloud computing is a modern computing paradigm that enables the provision of information technology services over the internet [8]. This 

model allows users to access computing resources such as servers, data storage, networks, and software without having to manage the 

physical infrastructure directly. According to NIST (National Institute of Standards and Technology), cloud computing is defined as a 

service delivery model that is on-demand, with broad network access, rapid elasticity, and measured services that can be tailored to user 

needs. Cloud computing has become the foundation for many modern applications due to its flexibility and efficiency [9]. 

Cloud computing is generally divided into three main service models: Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and 

Software as a Service (SaaS). IaaS provides virtual infrastructure such as storage and servers, allowing users the freedom to build and 

manage their own computing environments. PaaS offers a development platform where developers can build applications without worrying 

about managing the underlying infrastructure. SaaS is a model that allows users to access ready-to-use software via a browser, such as 

email or document management applications. 

The main advantages of cloud computing are high scalability and elasticity. In a cloud-based application, organizations can easily adjust 

computing capacity according to their needs, eliminating the need for substantial investments in hardware. Additionally, cloud computing 

supports a pay-as-you-go pricing model, meaning that computing costs are calculated based on actual usage. This provides significant 

benefits for small to medium-sized businesses, as it minimizes operational and maintenance costs. 

Besides scalability advantages, security is another critical aspect in the implementation of cloud computing. Cloud service providers 

generally offer additional security layers, including data encryption, multi-factor authentication, and disaster recovery. However, the use 

of cloud computing still poses challenges related to data privacy and reliance on service providers. Therefore, strong privacy policies and 

clear service level agreements (SLAs) become critical aspects of implementing this technology. 

In the context of developing web-based collaboration information systems, such as SIMKERMA (Collaboration Information System), the 

implementation of cloud computing can enhance efficiency and ease of data management while supporting inter-institutional collaboration 

[9]. By leveraging cloud architecture, information systems can be accessed more broadly, anytime and from anywhere, which is highly 

relevant in today’s digital era. 

Research on the application of cloud computing in developing information systems continues to evolve. One study indicates that using 

cloud computing in developing applications based on the Laravel framework can improve efficiency in infrastructure management and 

application deployment, as well as support continuous integration and continuous deployment practices [10], [11]. This demonstrates that 

cloud computing not only provides flexibility at the infrastructure level but also supports increased productivity in software development. 

 

2.2. Scalalbility 

 

Scalability in cloud computing refers to the ability to dynamically adjust resources to meet varying workloads, ensuring optimal 

performance and cost efficiency. It is typically categorized into two types: vertical and horizontal scalability. Vertical scalability, or scaling 

up, involves enhancing the resources of a single machine, such as increasing CPU or RAM. While this method is straightforward, it has 

limitations since a single server can only be upgraded to a certain extent. In contrast, horizontal scalability, or scaling out, entails adding 

more machines to distribute the workload, which allows for greater flexibility and cost-effectiveness [12]. 

One of the key benefits of scalability is cost efficiency. Organizations can scale their resources up or down based on real-time demand, 

meaning they only pay for what they use. This pay-as-you-go model is particularly advantageous during periods of fluctuating demand, 

such as seasonal sales or unexpected traffic spikes. Additionally, scalability helps maintain consistent application performance, providing 

a better user experience as resources are adjusted automatically to meet user needs [12]. 

To implement scalability effectively, organizations often utilize auto-scaling features offered by cloud providers. Auto-scaling 

automatically adjusts the number of active instances based on metrics like CPU usage or network traffic, ensuring resources are available 

during peak times and minimized during lulls. Load balancing is another critical component, distributing incoming traffic across multiple 

servers to optimize resource utilization and prevent any single server from being overwhelmed [13]. 

Despite its advantages, scalability comes with challenges. The complexity of designing and managing scalable architectures can be 

daunting, requiring careful planning and expertise. Additionally, data management becomes increasingly complex as systems scale, 

necessitating solutions for maintaining data consistency across distributed instances. Continuous monitoring of performance metrics is 

essential to ensure that scaling actions are effective and aligned with user demand. 

3. Research Methodology 

Research methods planned to achieve the goals of system development as depicted in Figure 1. 

 

 
Fig. 1: System Development Stages 
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The first step in the research is to conduct a thorough literature analysis. This literature analysis aims to understand the existing knowledge 

in the domain relevant to the research topic. Through literature analysis, researchers can identify previous studies, relevant theories, and 

gaps in knowledge that still need to be addressed. The results of this literature analysis will serve as the foundation for developing the 

conceptual framework and further research. After conducting the literature analysis, the next step is to design the research's conceptual 

framework. This conceptual framework includes modeling the relationships between the variables to be studied in the research. By 

designing a clear and structured conceptual framework, researchers can direct their research in a more focused and systematic manner. 

This conceptual framework will also serve as a guideline for subsequent data collection and analysis. 

Once the conceptual framework is designed, the next step is to implement the system according to the established plan. This system 

implementation involves the development or construction of the system based on the previously established conceptual framework. This 

process includes coding, testing, and adjusting the system to ensure that the developed system meets the research needs and can generate 

relevant data. 

4. Result and Discussion 

The cloud-based collaboration information system developed has been successfully implemented with several main modules designed to 

support collaboration between institutions. The user interface of the system is designed with a focus on ease of use and efficiency, allowing 

users from various technical backgrounds to easily access and manage existing collaboration data. 

 

 
Fig. 2: Dashboard Pages 

 

The main page of the Collaboration Information System (Simkerma) is the collaboration dashboard, which serves as a control center for users to manage 

all activities and information related to collaboration. This dashboard is designed to provide a concise and informative view, displaying important data 
such as project status, schedules, and the latest developments in one place. With an intuitive interface, users can easily navigate and access various 

features, such as submitting new proposals, reviewing ongoing proposals, and reporting on collaboration outcomes. 

 
Fig. 3: Report Pages 

 

The Collaboration Report Page in the Collaboration Information System (Simkerma) serves as a repository for storing and accessing annual 

collaboration reports in PDF format. This page is designed to provide easy access for users to view and download important reports related 

to collaborations that have taken place during specific years. Each annual collaboration report is presented neatly, accompanied by 

comprehensive information about the projects, achievements, and evaluations of the collaboration outcomes. Users can utilize the search 

feature to find specific reports based on certain criteria, such as year, type of collaboration, or partners. Additionally, navigation links and 

a folder-based structure make it easier for users to navigate and manage the various reports available. 
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Fig. 4: Login Pages 

 

The Login Page in the Collaboration Information System (Simkerma) is an essential access point for users who want to manage 

collaboration data. This page is designed to secure access to the system, ensuring that only authorized users can manage sensitive 

information related to collaborations. On the Login Page, users are prompted to enter their username and password. Once this information 

is verified by the system, users can access various features and functions provided by Simkerma, such as submitting new proposals, 

reviewing project status, updating collaboration information, and more. Security is a top priority in the design of this Login Page. Login 

information is encrypted and securely stored in the database, and the authentication process uses encrypted methods to protect against 

unauthorized access. Additionally, the system is typically equipped with additional security policies such as login attempt restrictions, 

automatic logout sessions, and activity logs to monitor and track user activities. 

 
Table 1: Results of Application Response 

Number of Users Response Time Note 

10 1.2 Sistem berjalan stabil 
25 1.3 Sistem berjalan stabil 

50 1.5 Sistem berjalan stabil 

75 1.8 Sistem berjalan stabil 

100 2.1 Sistem berjalan stabil 

 

System testing is conducted to measure the performance and security of this cloud-based collaboration information system. Performance 

testing indicates that the system can effectively handle varying workloads. Trials were conducted under several usage scenarios with 

different numbers of users, ranging from 10 to 100 active users simultaneously. The results show that the system remains stable with 

consistent response times of under 3 seconds for each user request. The results of the website response time testing are shown in Table 1. 

 

5. Conclusion  

Conclusion of the Development of a Cloud Computing-Based Collaboration Information System: 

1. Efficiency and Flexibility: The use of cloud computing technology in the development of the collaboration information system 

has proven to enhance efficiency and flexibility in data access. This system allows real-time collaboration between institutions 

with access available from various locations and devices. 

2. Performance Stability: Based on trials with varying numbers of active users (ranging from 10 to 100 users), the system 

demonstrated stable performance with consistent response times of under 3 seconds. This indicates that the system can handle a 

large user load without significant performance degradation. 

3. Guaranteed Data Security: The implementation of SSL/TLS encryption protocols and two-factor authentication (2FA) ensures 

data security during transmission and system access. Security testing did not reveal any significant vulnerabilities, thus the system 

is deemed secure and compliant with the necessary security standards for managing sensitive data. 

4. Scalability and Sustainability: The system is designed to support future growth in terms of both user numbers and data volume. 

This ensures that the system can continue to evolve alongside the increasing complexity and number of collaborations being 

managed. 
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