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Abstract

This research aims to improve the accuracy of signature authenticity classification using a Convolutional Neural Network (CNN) model,
implemented in a web-based application using the Flask framework. In the digital era, signature authentication has become a crucial
component in maintaining data security and transaction validity. However, the classification of genuine and forged signatures presents its
own challenges due to the unique variations in patterns and styles of each individual. Using a public dataset from Kaggle consisting of
1,084 signature images (620 forged and 464 genuine), the CNN model was trained to recognize important patterns that can differentiate
genuine signatures from forged ones. The research stages include data preprocessing, CNN model training, and evaluation using Confusion
Matrix metrics, including precision, recall, and F1-score, to ensure the accuracy of prediction results. The results show that the implemented
CNN model achieved an accuracy of 98% in signature classification, proving its effectiveness in distinguishing between genuine and forged
signatures. Additionally, the integration of the model into a Flask-based application allows users to upload signature images and receive
real-time classification results, enhancing user convenience and practicality. In conclusion, this CNN model can serve as a reliable
signature-based authentication solution and has the potential to be applied in various digital security applications. This research contributes
to the development of more advanced and secure digital signature authentication systems.
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1. Introduction

The rapid advancements in the field of informatics have significantly influenced various aspects of human life, including technology,
business, and education. Continuous progress in information technology has introduced numerous innovations that simplify
communication, business transactions, and distance learning. In the technological realm, the integration of artificial intelligence and
computational algorithms enhances machines' capabilities in processing information, analyzing data, and making predictions. Within the
business sector, automation through information technology boosts operational efficiency while reducing human error. However, these
advancements also bring new challenges, such as ensuring data security and authenticity, particularly in the implementation of digital
signatures.

The authenticity of a digital signature is vital, as it guarantees the validity and integrity of electronic documents amidst the widespread
adoption of digital technology. In the field of informatics, signature forgery poses a serious issue, compromising the security and reliability
of identity verification systems. The evolution of digital technology has made forging signatures increasingly sophisticated, directly
impacting the credibility of authentication processes. Traditional manual verification methods often struggle to detect forged signatures
accurately, as humans have limitations in identifying subtle differences between genuine and fake signatures. Consequently, there is a
pressing need for more robust and precise technology-based solutions, particularly for systems relying on signature authentication as a core
security measure. Convolutional Neural Networks (CNNs) provide a promising approach, thanks to their advanced capabilities in
recognizing patterns and visual features. Despite their strengths in image classification, challenges persist in signature classification,
particularly in achieving high accuracy in distinguishing genuine from fake signatures. These challenges are further compounded by
variations in individual signatures influenced by factors such as writing speed, pressure, or the device used. Additionally, there is a
noticeable gap in existing literature concerning the performance analysis of CNN models in signature classification, particularly in
assessing key metrics such as True Positive and False Negative rates.

This study aims to address this gap by evaluating the model using precision, recall, and F1-score, ensuring that the developed system
achieves high prediction accuracy. Several previous studies have investigated the application of artificial intelligence, particularly CNN,
in signature verification and pattern recognition. Research by [1] shows that CNN has superior capability in recognizing complex visual
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patterns in digital signatures, resulting in higher accuracy compared to conventional methods. However, this research is still limited by the
number of datasets used, which may affect the generalizability of the results. Meanwhile, [2] developed a CNN architecture for batik motif
image classification, which is relevant in the context of signature verification because both involve unique pattern recognition. This study
successfully implemented CNN with fairly high accuracy, but the main challenge lies in the wide variation of motifs, similar to the
challenge in individual signature variations. Another study by [3] used CNN for handwriting recognition in the Lota Ende script, where
they found that modifications to the CNN architecture and data pre-processing techniques could improve accuracy. This is relevant to
signature verification, but this approach has not been fully implemented in the context of electronic signatures. [4] also conducted a study
using CNN for fruit type classification and showed that the use of platforms such as Google Colab can improve the accessibility and
efficiency of the model training process, an aspect that is still under-explored in real-time signature verification. Finally, the study by [5]
focuses on the optimization of CNN accuracy in identifying garbage types, which successfully improves the accuracy through better
hyperparameter selection.

This study provides insight into the importance of parameter optimization in CNN, but its application in digital signatures is still rarely
explored. Although these studies have demonstrated the potential of CNN in various applications, there is still room to further explore
factors such as signature variation, the use of larger datasets, and the integration of better optimization techniques to improve the accuracy
in electronic signature verification. The main objective of this study is to develop a Convolutional Neural Network (CNN) model that is
able to classify signatures into two categories, namely genuine and fake, with a high level of accuracy. With this model, it is expected to
create a more reliable and accurate signature verification system, which ultimately can reduce the risk of identity forgery in various security
applications.

This study has important significance in the field of Informatics, especially in the development of image-based verification and
authentication technology, which currently still has challenges in achieving optimal accuracy. The CNN-based approach allows for deeper
identification of visual patterns and textures in signatures, thereby capturing specific details that are often missed by conventional methods.
In addition, this study contributes to filling the knowledge gap related to the effectiveness of CNN for signature classification on images
that have varying conditions, such as differences in resolution and lighting. From a practical perspective, the results of this study have the
potential to be applied to various authentication systems, such as banking services, digital documents, and other security systems that
require identity verification. Thus, this study not only provides academic contributions in the use of CNN for image authentication, but
also has high applicative value in improving the security and efficiency of the verification process in various sectors.

2. Research Methods

This study employs a Convolutional Neural Network (CNN) model as its methodological approach, leveraging one of the deep learning
algorithms known for its efficiency in pattern recognition tasks, particularly for distinguishing between genuine and fake signatures. CNN
excels at identifying and extracting crucial visual features, including edges, textures, patterns, and shape details, which are essential for
verifying signature authenticity. The CNN model developed in this research is designed to classify signature images into two categories-
genuine and fake-to enhance the accuracy of signature-based authentication systems.The research begins with preprocessing the signature
image data, which involves critical steps such as resizing images to align with the input requirements of the model and normalizing pixel
values to maintain consistency.

This normalization aims to accelerate the training process and improve model accuracy. Additionally, data augmentation is applied to the
training dataset to introduce variability, enabling the model to better identify genuine and fake signatures under diverse
conditions.Following preprocessing, the signature images are passed through a series of convolutional layers in the CNN model. These
layers progressively extract visual features, ranging from basic to complex, to identify unique characteristics in each class. This aids the
model in understanding patterns that differentiate genuine signatures from forged ones. Each convolutional layer is paired with a pooling
layer, which reduces the dimensionality of the data while retaining critical information. This step not only ensures computational efficiency
but also helps mitigate overfitting by focusing the representation on essential features. After feature extraction through convolutional and
pooling layers, the processed data is fed into a fully connected (dense) layer. This layer integrates the extracted features to form meaningful
information, which is used for the final prediction. The classification process is concluded using the softmax activation function, which
calculates the probability of each class-genuine or fake-allowing the model to select the most likely category for a given input. To enhance
model accuracy and generalization, regularization techniques such as dropout are incorporated. Dropout reduces dependency on specific
neurons by randomly deactivating them during training, thereby minimizing the risk of overfitting. Additionally, hyperparameter tuning is
conducted to optimize the model’s performance. Adjustments are made to parameters such as batch size, learning rate, and the number of
epochs to ensure consistent and accurate signature recognition. Once the model is trained, its performance is evaluated using metrics like
accuracy, precision, recall, and F1-score. Accuracy measures the proportion of correct predictions, while precision assesses how well the
model correctly identifies genuine or fake signatures without significant errors. Recall evaluates the model’s ability to identify all instances
of a specific class, critical for minimizing missed detections. The F1-score, as the harmonic mean of precision and recall, offers a balanced
assessment, particularly in cases of class imbalance between genuine and fake signatures. By analyzing the prediction results through these
metrics, the CNN model is expected to deliver reliable and accurate classification outcomes for signature verification. This approach not
only focuses on achieving high accuracy but also ensures the model’s robustness in detecting signature authenticity. The findings hold
potential applications in authentication systems requiring high security, such as identity verification in digital environments. Consequently,
this research makes a meaningful contribution to enhancing trust and security in systems relying on digital signatures.
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Fig. 1: Research Methods

3.1. Data selection

In this study, the data collection technique used is secondary data collection through the Kangle platform. The dataset obtained consists of
1,084 signature images that have been labeled as genuine or forged, with each category totaling 620 forge signatures and 464 genuine
signatures.

3.2. Preprocessing

In the data preprocessing step in this study, it begins with a data split, which is dividing the dataset into three subsets with a proportion of
80% for training data, 10% for testing data, and 10% for validation data. This division is done to ensure that the model is trained, validated,
and tested on separate data, so that the results of the model evaluation truly reflect its ability to classify data that has never been seen before.
After the data is divided, the next step is to normalize the pixel values in each image, where the pixel values are changed to the range [0,
1] by dividing each pixel value by 255. Furthermore, for the training data, data augmentation is carried out to increase variation in the
dataset and prevent overfitting. Augmentation includes random transformations on images, such as rotation, flipping, brightness changes,
and zooming, so that the model learns from various conditions and is better able to recognize patterns in real data. This augmentation is
only applied to training data to enrich data variation without affecting validation and testing data which must remain representative of the
original distribution. The final step in preprocessing is resizing, which is changing the size of the images to the same dimensions (224x224
pixels) to fit the input of the Convolutional Neural Network (CNN) model. Resizing ensures that each image has a consistent size, so that
features can be optimally extracted by the model during the training process. With these preprocessing steps, the data is prepared in the
best condition to train the model efficiently and accurately in classifying real and fake signatures.

3.3. Data Mining (CNN Modeling)

After the data goes through the preprocessing stage, the next step is to build a Convolutional Neural Network (CNN) model as the main
tool in the signature authenticity classification process. At this stage, the CNN model architecture is designed, including the selection of
key components such as convolution, pooling, and fully connected layers that are adjusted to the characteristics of the prepared dataset.
The construction of this CNN model aims to enable the network to recognize and extract specific visual patterns in the signature image, so
that it can accurately distinguish between genuine and fake signatures. The selection of the right architecture and configuration in the CNN
model is very important, because it will determine the effectiveness of the model in identifying relevant features that support the accuracy
and reliability of the model in the desired classification task. After the Convolutional Neural Network (CNN) model has been successfully
built and compiled, the next step is to test the model through the training process. The results of this model test will provide an overview
of the effectiveness and stability of the model in the signature classification process.

3.4. CNN model performance evaluation

At this stage, the model will be evaluated to assess its performance on the test data. This evaluation aims to measure the generalization
ability of the model in classifying genuine and fake signatures on data that has never been seen before. By using the test data, it is expected
to obtain an objective picture of the accuracy and reliability of the model in handling variations that exist outside the training data. The
results of this evaluation will provide important information regarding the effectiveness of the model that has been built, as well as assist
in the decision-making process for the use of the model in real applications or for further improvements.



1292 Journal of Artificial Intelligence and Engineering Applications

Training and Validation Loss Training and Validation Accuracy

Loss

4

Epochs Epochs

Fig. 2: Training and Validation Graphs

Overall, this graph shows that the trained CNN model has a good ability to learn and generalize patterns from both training and validation
data. The consistent decrease in loss and steady increase in accuracy indicate that the model not only fits the training data but also performs
well on the validation data, indicating strong generalization.

The following is an evaluation of the model using the Confusion Matrix.
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Fig. 3: Confusion Matrix

Confusion Matrix of CNN model classification results to distinguish between genuine and forged signatures. This matrix shows the model

performance in terms of the number of correct and incorrect predictions in each class.

a. True Positive (TP): The model successfully classified 58 forged signatures correctly as “forged.”

b. True Negative (TN): The model also managed to correctly classify 48 authentic signatures as “real.”

c. False Positive (FP): The model incorrectly classifies 1 original signature as “forge” which means the original signature is identified
as fake.

d. False Negative (FN): The model also incorrectly classified 1 fake signature as “real” which means the fake signature was identified
as genuine.

The following are the results of the Classification Report:
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Fig. 4: Classification Report

Classification Report which is the result of evaluating the performance of the Convolutional Neural Network (CNN) model on the test data.
This report presents three main metrics, namely precision, recall, and f1-score for each class, namely forge (fake signature) and real (original
signature). In addition, this report also includes support, which is the number of instances in each class in the test data. For the "forge"
class, the precision is 1.00, which means that the model is able to correctly identify all "forge" predictions as fake without error. The recall
for this class is 0.95, indicating that 95% of the fake signatures in the test data were correctly identified by the model. The f1-score, which
is the harmonic mean of precision and recall, is 0.97, indicating a very good balance of performance for the “forge" class. For the "real”
class, the precision is 0.94, indicating that 94% of the "real" predictions are correct. The recall for this class is 1.00, meaning that the model
is able to identify all original signatures in the test data without error. The F1-score for the “real” class also reached 0.97, showing consistent
performance with the “forge” class. At the bottom of the report, the overall accuracy of the model was recorded at 0.97 or 97%, indicating
a very high level of accuracy on the test data. The macro avg and weighted avg values for precision, recall, and f1-score were all also at
0.97, confirming that the model has balanced and reliable performance for both classes. Overall, this classification report shows that the
trained CNN model has excellent ability to distinguish real and fake signatures, with a very low error rate and high consistency across all
evaluation metrics.

3.5. CNN flask web development
Flask- based Convolutional Neural Network (CNN) model to develop a web application capable of automatically classifying signature

authenticity. This implementation aims to provide a platform that allows users to upload signature images and receive real-time
classification results, namely predictions about the authenticity of the signature, whether it is in the original or fake category.
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Fig. 5: Flask CNN Web Development

4. Conclusion

This study successfully implemented a Convolutional Neural Network (CNN) model for signature authenticity classification. The
developed CNN model showed high capability in recognizing visual patterns in signatures, which is very useful for distinguishing between
genuine and fake signatures. Preprocessing processes such as resizing, normalization, and data augmentation helped ensure data quality
and improved the model's ability to recognize signature variations. The training results showed that the CNN model achieved a very high
level of accuracy, with training accuracy of 99.1% and validation accuracy of 98.1%. Evaluation using precision, recall , and F1-score
metrics shows that the model is not only accurate but also has a balance in classifying genuine and fake signatures. This proves that the
model is able to avoid bias towards one class, which is important in the context of authentication. The Confusion Matrix results show that
the model is able to minimize the classification error, with only 1 False Positive and 1 False Negative of the total predictions. This shows
that the model has a very high level of reliability in distinguishing genuine signatures from fake ones, giving confidence that this model
can be used in signature-based authentication applications. This research makes a significant contribution to the development of accurate
and reliable CNN-based signature authentication systems. This model can be used as a basis for further development of signature
verification systems, which have the potential to be used in various applications that require high security, such as banking, legal, and
digital transaction systems. Although this model shows high performance, this research also opens up opportunities for further
development, for example by using more diverse datasets or more complex model architectures to improve the robustness and
generalization of the model.
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