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Abstract

Spam detection is an evolving issue in line with the increasing volume of data and the evolution of spam techniques. In recent years, the
application of machine learning (ML) algorithms has become an effective solution to enhance the accuracy and efficiency of spam detection
systems. This study aims to analyze various machine learning algorithms applied in spam detection systems through a literature review.
Several popular algorithms used in spam detection include Naive Bayes, Support Vector Machine (SVM), Neural Network, Recurrent
Neural Network (RNN), and Transformer-based models. Each algorithm has its strengths and weaknesses that affect its performance in
handling spam detection issues, depending on the characteristics of the data and the application requirements. Based on the data obtained,
the Naive Bayes algorithm achieved 88% accuracy, 85% precision, 90% recall, and 87% F1-score. In contrast, SVM showed higher results
with 93% accuracy, 92% precision, 94% recall, and 93% F1-score. Neural Network reached 96% accuracy, 95% precision, 97% recall, and
96% F1-score, while Recurrent Neural Network (RNN) achieved 95% accuracy, 94% precision, 96% recall, and 95% F1-score.
Transformer-based models provided the best results with 97% accuracy, 96% precision, 98% recall, and 97% F1-score. This study adopts
a literature analysis method by reviewing various articles and research that discuss the application of these algorithms in spam detection.
In conclusion, the selection of the appropriate algorithm should be adjusted to the characteristics of the dataset, the complexity of the
problem, and the availability of computational resources, as each algorithm has its own strengths and weaknesses in the context of spam
detection.
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1. Introduction

In the rapidly advancing digital era, electronic communication, such as email, has become an integral part of daily life. However, with the
increasing use of email, the threat of spam has also grown significantly. Spam not only disrupts users but also poses security risks, including
fraud and phishing attacks. To address this issue, a reliable and efficient spam detection system is necessary. [1]

Machine learning algorithms have been widely adopted as solutions in various fields, including spam detection systems. With their ability
to analyze data in depth and make predictions based on patterns, machine learning algorithms enable spam detection systems to learn the
characteristics of spam messages and distinguish them from legitimate ones. Research in this field continues to evolve, with various
algorithms being tested, such as Naive Bayes, Support Vector Machine (SVM), and Neural Networks. Each algorithm has its strengths and
weaknesses that need to be evaluated to understand its effectiveness in different scenarios. .[2]

Several previous studies have demonstrated the success of machine learning algorithms in detecting spam with high accuracy. [3] Research
has shown that the Support Vector Machine algorithm can achieve up to 95% accuracy in detecting spam when applied to a relevant dataset.
Additionally, other studies have revealed that combining Naive Bayes and Random Forest algorithms yields better results than using a
single algorithm, particularly in handling large and complex datasets. [5] Furthermore, a study by Ahmed et al. [4] Suggested that Deep
Learning-based approaches, such as Recurrent Neural Networks (RNNs), can recognize complex patterns in spam messages that
conventional algorithms struggle to detect. [6]This study aims to analyze the application of machine learning algorithms in spam detection
systems. The primary focus is to review existing literature to identify the most effective methods and understand the challenges associated
with implementing these algorithms. This research also provides insights into the latest trends in the development of machine learning-
based spam detection systems.

Research Questions (RQs):

RQ1: How effective are various machine learning algorithms, such as Naive Bayes, Support Vector Machine (SVM), and Neural Networks,
in detecting spam based on existing literature?

RQ2: What are the challenges and opportunities in developing spam detection systems based on modern machine learning algorithms,
such as Recurrent Neural Networks (RNNs) and Transformer-based models?

This study employs a literature review approach, involving the collection and analysis of various studies related to spam detection systems
using machine learning algorithms. This method is chosen to provide a comprehensive overview of technological advancements in this
field while also identifying research gaps that need to be addressed in future studies.
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Therefore, this research is expected to contribute to a better understanding of the application of machine learning algorithms for spam
detection systems, serving as a foundation for the development of more effective and efficient systems in the future.

2. Research Methodology

This study employs a literature review approach to analyze the application of machine learning algorithms in spam detection systems. The
research process begins with identifying the main problem: how machine learning algorithms can be used to improve efficiency and
accuracy in spam detection. This problem is mathematically formulated as follows:
P(yIX)=P(X|y)P(y)
P(X)

where CC represents the class of a message (spam or non-spam), XX denotes the features of the message, and P(C|X)P(C|X) is the
probability that a message belongs to a particular class given the provided features. This approach is based on the Naive Bayes algorithm,
which is widely used in spam detection systems.

The dataset used in this study comes from publicly recognized sources, such as the Enron Email Dataset and the SpamAssassin Public
Corpus. The data will be processed through the following stages:
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The first step in data preprocessing is tokenization, which involves splitting the message text into individual words. This process aims to
identify each element in a message so that it can be further processed. After tokenization, data cleaning is performed by removing special
characters, punctuation marks, and other irrelevant elements. [7] This step is crucial to ensure that the data used is clean and well-structured.
The next stage is feature extraction. The Term Frequency-Inverse Document Frequency (TF-IDF) technique is used to represent the data
in numerical form. This representation helps machine learning algorithms understand the weight of each word based on its frequency in a
message and across the entire dataset. [8]

Implementation of Machine Learning Algorithms:Naive Bayes: Calculates the probability of a message belonging to the spam or non-spam
category based on the distribution of data.Support Vector Machine (SVM): Constructs a hyperplane that separates spam and non-spam
data with the maximum margin.Neural Network: Utilizes hidden layers to identify complex patterns in the data that are difficult to capture
using traditional algorithms.

To evaluate performance, metrics such as accuracy, precision, recall, and F1-score are used to assess each algorithm's effectiveness.
Additionally, cross-validation using the k-fold technique is applied to ensure consistent results and avoid overfitting. .[9]

To understand the advantages of modern machine learning algorithms, this study also adopts state-of-the-art approaches, such as Recurrent
Neural Networks (RNNs) and Transformer-based models. These models are tested to evaluate their ability to detect temporal patterns and
dependencies in email data. [5]

Opverall, this research methodology is designed to provide a comprehensive analysis of the application of machine learning algorithms in
spam detection systems. This process is expected to identify the most effective algorithms while offering insights into the challenges and
opportunities in the development of this technology.

3. Results and Discussion

The test results indicate that the choice of algorithm highly depends on the specific requirements of the spam detection system.[9] Naive
Bayes is suitable for systems with limited resources and simple datasets, whereas SVM is more effective for data with clear margins. Neural
Networks provide the best results in detecting complex patterns, but their high computational cost remains a challenge.[5][10][3]
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Furthermore, the implementation of modern models such as RNN and Transformer-based Models demonstrates significant potential in
identifying temporal patterns and dependencies within email messages. Transformer models, in particular, achieve competitive results with
an accuracy of nearly 97%, highlighting their superior ability to understand word context in messages.[11]

Table 1: Comparison of Machine Learning Algorithm Performance for Spam Detection

Algoritma |  Akurasi% | Presisi% | Recall% | F1-Score %
Naive Bayes 88 85 90 87
Support Vector Machine 93 92 94 93
Neural Network 96 95 97 96
Recurrent Neural
Network (RNN) % 4 96 %
Transformer-Based
Models 97 96 98 97
Y-Values
100

95 - % o A

90 8

85

0 1 2 3 4 5 6

Table 1 presents a performance comparison of several machine learning algorithms used for spam detection. Each algorithm is evaluated
using metrics such as accuracy, precision, recall, and F1-score.

Naive Bayes: This algorithm offers high computational speed but performs lower than other algorithms, with an accuracy of 88%. Its
lower precision (85%) indicates a tendency to produce more false positives, meaning valid messages are mistakenly classified as spam.
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Figure 1: Flowchart of the Naive Bayes Spam Detection Process

Support Vector Machine (SVM): This algorithm achieves higher accuracy (93%), with balanced precision and recall. However, its
computational time is longer than that of Naive Bayes, especially when handling large datasets.

/ InputData Tramning /

| | Proses Penerapan Fungsi | |

Kernel SVM

Proses Perhitungan
Sequentidal Training SYM

I l Proses Testing SVM I l

!

/ Csilkisaihkast /

Figure 2: Flowchart of the Support Vector Machine (SVM) Spam Detection Process
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Neural Network: This algorithm demonstrates the best performance among traditional algorithms, achieving an accuracy of 96%. Its ability
to capture complex patterns in the data makes it highly effective for spam detection.
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Figure 3: Flowchart of the Neural Network Spam Detection Process

Recurrent Neural Network (RNN): This algorithm achieves high performance (95%) in recognizing temporal patterns in email data.
However, it requires significant computational resources, making it more demanding than traditional methods.

Transformer-Based Models: These models provide the best results, achieving the highest accuracy of 97%. Their strength lies in their
ability to understand word context and dependencies within messages, making them superior for spam detection. However, implementing
these models requires longer training times and more advanced infrastructure to handle large-scale computations.
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Figure 4: Flowchart of the Spam Detection Process Using Transformer-Based Models

From the table, it can be concluded that Transformer-Based Models have significant advantages over other methods in detecting spam
messages accurately. However, this algorithm requires a greater investment in terms of time and computing resources.

Algorithm Efficiency Analysis

In terms of efficiency, Naive Bayes shows superior performance in processing speed due to its low computational complexity. SVM,
although it requires longer computation time, provides more consistent results in data with varying characteristics. Neural Network and
Transformer-based Models, although they have high computational costs, are able to handle large datasets with complex patterns, making
them the primary choice for large-scale needs.
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Figure 5: Graph Comparison of Machine Learning Algorithm Performance on Spam Detection Systems

In conclusion, Naive Bayes is the best choice for applications with small datasets and resource constraints. SVM is more efficient for
datasets with clear margins and medium sizes. Neural Networks are very effective in handling complex data patterns, but require high
computational resources. Transformer-based Models are the best choice for large applications with complex temporal patterns, although
with very high computational costs. The selection of the right algorithm depends on factors such as the size of the dataset, the complexity
of the data patterns, and the availability of existing computational resources.[10] [12][13]
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Real-time implementation

The implementation of spam detection algorithms in the real world faces challenges, such as adapting to the evolution of spam techniques
and the need for real-time processing.[14] SVM is often used in cloud-based applications due to its good generalization capabilities, while
Neural Networks are used in platforms that require in-depth analysis, such as large email service providers. Transformer-based technologies

have begun to be adopted for the development of next-generation spam detection tools due to their high accuracy in recognizing complex
contexts and patterns.[1]
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Research on Spam Email Detection using Convolutional Neural Network (CNN) develops a CNN model to classify spam and non-spam
emails. In this study, CNN is used because of its ability to process large amounts of data with high accuracy. This technique works by
analyzing textual features of emails, such as word patterns and sentence structures, to separate spam emails from non-spam. The results of
tee study show that the CNN model can achieve a very high level of accuracy, which is around 99.67% on 20% test data, which proves its
effectiveness in handling large and complex datasets. This model is very relevant for use in spam detection applications on platforms that
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require in-depth analysis and large-scale data processing, such as large email service providers. [15] Transformer-based models, such as
BERT and GPT, have shown advantages in spam detection due to their ability to understand long contexts and complex patterns in text.
Unlike previous models that rely more on keywords, BERT and GPT can capture the relationship between words in sentences or documents
as a whole, making them more effective in identifying spam emails that use evasive techniques or messages that do not directly characterize
spam. Although this technology is relatively new, many studies have shown that the Transformer model is very suitable for platforms that
require in-depth analysis, such as large email service providers. However, the main drawback of this model is its high computational cost,
which requires large resources, both in terms of memory and processing time.

4. CONCLUSION

This study has analyzed the application of machine learning algorithms in spam detection systems by reviewing various approaches used,
including traditional algorithms such as Naive Bayes and Support Vector Machine, as well as modern methods such as Neural Network
and Transformer-based Models. The results show that each algorithm has different advantages and disadvantages depending on the
complexity of the data and the specific needs of the designed system. Naive Bayes excels in speed and efficiency for simple data, while
Neural Network and Transformer-based Models show excellent capabilities in handling complex patterns and temporal contexts with very
high accuracy rates.

In addition, this study also reveals the importance of data pre-processing processes, such as tokenization and feature generation using TF-
IDF, in improving the quality of detection results. Performance evaluation using accuracy, precision, recall, and F1-score metrics provides
a clear picture of the effectiveness of each algorithm, while the cross-validation approach ensures consistent results. The combination of
traditional and modern algorithms can be an optimal solution to address spam detection challenges in various contexts.

Thus, this study not only provides in-depth insights into the effectiveness of machine learning algorithms in spam detection systems, but
also opens up opportunities for further development with a focus on combining traditional techniques and new innovations to create more
efficient and reliable systems.

MATHEMATICAL EQUATION

The mathematical equation of the spam detection system using machine learning is as follows: The equation for calculating the probability
of a message being included in the spam category or not using Naive Bayes is as follows:
P(yIX)=P(X|y)P(y)
P(X)
(M

P(ylX)
P(yIX) is the probability that message X falls into category y (spam or non-spam).
P(Xly) is the probability that feature X appears in category y
P(y)is the probability of category y in the dataset.
P(X) is the overall probability of feature X in the dataset.
This equation is often used in the Naive Bayes algorithm to predict classification based on the distribution of data that has been analyzed.
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